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Step 1: Title & Objective

Lab 3: Integrating an SDN Controller with Open vSwitch

Objective: To demonstrate SDN principles by connecting an Open vSwitch to an SDN controller
(ONOS or OpenDaylight), observing the separation of control and data planes, and enabling
reactive forwarding.

Step 2: Technical Background

In SDN, the control plane (logic) is separated from the data plane (forwarding). An SDN
controller communicates with switches via the OpenFlow protocol, pushing flow rules
dynamically. This lab extends Lab 2 by adding a controller to manage OVS, moving from
standalone learning switching to centrally programmed forwarding.

Step 3: Topology Setup
Perform:
First create a project named LAB_3
@ Project ? X

New project Projects library

/ New project
Name: LAB_3
Location: |C:\Users\Lytas\GN53\projects\LAB_3 Browse... many
KTC
Open project 3V

Open a project from disk | | Recent projects... ¥

Seftings QK Cancel

1. In GNS3, drag and drop:
1. 1x SDN Controller (ONOS or OpenDaylight)
1.  1xOVS Appliance
. 2x VPCS (Host A, Host B)

iv.  1x NAT node (optional, for controller updates)
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Steps for ONOS Docker Container:

1. Ensure Docker is installed on your GNS3 VM.

2. In GNS3:
Edit — Preferences — Docker — New

Edit — Preferences — Docker — New

& L1B3-G

Select all Ctrl+A
Select none Ctrl+Shift+A

@ Manage snapshots

qﬁlPreferences... | Ctrl+Shift+P

Go directly to docker and then click new.

View Control MNode Annotate Tools Help

C Pl 6_QQ

@ Preferences ? X =
teh
nol

NS | General preferences .

Server y
GNS3 VM General Binary images Console applications VNG SPICE Topology view Miscellaneous.
Pafke.t capture e
* Built-in
My projects:
Ethernet hubs v proe
Ethernet switches C:\Users\Lytas\GNS3\projects Browrse...
Cloud nodes My symbals:
~VPCS C:\Users|Lytas\GNS3\symbols Browise...
VPCS nodes My configs:
~ Dynamips C:\Users\Lytas\GNS3\configs Browrse... L
10S routers - ) . |
ly custom appliances:
~10S on UNIX o \Users|LytacGHS apph By &
. :\Users)Lytas) appliances TOWSE...
10U Devices LA
v QEMU Interface style
Qemu VMs
. Classi -
~ VirtualBox ==
VIrtuaI Box VMs Symbol theme for new templates
~VMware
VMware VMs Classie -
Configuration file
Docker containers
C:\Users\Lytas\AppData\Roaming\GNS3\2.2\gns3_gui.ini
Import Export Browse configuration directory
=
| oK Cancel Apply |4
1 AIARIZIAH
~ Docker
I Docker containers
New Copy Edit Delete
) | 0K Cancel Apply |
| 22381238
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It will pop up a message to install doctor to vm.

1 | A~ s v General
Ipt 8 New Docker container template

Server
t I’ Please choose a server type to run the Docker container.

ts

oC
Server type

»d Run this Docker container on a remote computer
s @ Run this Docker container on the GNS3 WM

tei
NI
e

X
Vol

co

Click "next” to continue. Then after you will see this

C
@ Existing image New image

i Image list: | gns3/openvswitch:latest

Click “new image”

3. Enter ONOS or OpenDaylight image name
1. Inthe Image name field, type exactly:
i.  For ONOS: onosproject/onos:latest

ii. ~ For OpenDaylight: opendaylight/odl:latest
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Cancel

S RS

4|Page



T

8 New Docker container template ? X
Docker Virtual Machine
Flease choose a Docker virtual machine from the list or provide an image name on a Docker repository.
docker
Existing image ‘ Mew image

Image name:

|0nuspr0ject,|’unus:lahest |

<Back || Met> || cancel |

»i & New Docker container template ? X

Container name
Please choose a descriptive name for your new container

s ~ docker

s -
| « |

Nam | enosproject-onos|

A = w
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L mmeam w4 e BT imPneran

W € New Docker container template ? X

Network adapters
Mumber of adapters attached to the container.

Maple@ = |
|

d < Back | Mext > Cancel

Leave empty to the start command.

1 LR s et 7 GGeneral

capf € New Docker container template ? X

l Start command
1et I Please enter a start command for the container. The default command will be used if you leave this field empty.

et s docker
noc |

Start command:

nod
ips

wutel
UNI
evic

VM
Box

iIBo:

|re\l

'r Cd S
< Back Mext = Cancel

[T1 I

Choose the telnet as the console type.
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| LI I EAF M e s I 7 [aPfNnAeral

pl € New Docker container template ? X
Console type
Please choose the console type. Choosing WNC for your container will run a YNC server listening on a port between 5900
and 6000
ts docker
aC
Console type: | telnet - |
d
5
el
N
ic
M
X
[}
\
-0
<Back || MNet> || Cancel
\ T i
Ll I S e Ta A LT wmwPneral
1 @& New Docker container template ? X
Environment
|’ These variables will be passed to the container. Please read the container documentation to find what variables are used.
; docker

There must be one pair by ling, example:
MYSQL_HOST=localhost
| MYSQL_USER=root

< Back | | Finish | | Cancel

Leave the empty then click “finish”
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6 Preferences ? >

General [ Docker container templates o
Server
GNS3 VM

= General

Packet capture emplate name: onosproject-onos
emplate 1D: none

~ Built-in .
age name: onosproject/onos:latest
Ethernet hubs Server: GNS3 VM (GNS3 VM)
Ethernet switches Console type: telnet
Cloud nodes Auto start console: False
~VPCS Default name format: {name}-{0}
VPCS nodes Adapters: 1
~ Dynamips i
10S routers | ]
~ 10S on UNIX JE
10U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
-~ VMware
VMware VMs
~ Docker
Docker containers

Open vSwitch

onosproject-onos

Mew Copy Edit Delete

oK Cancel @ | 3

1 Z2Z3Bj2Z38

New Copy Edit Delete

( OK ) Cancel Apply

Finally, the ono it has seen, drag and drop to our project. It will be pulled from docker {make

=3 223872238

sure you have stable internet.

& LAB_3 - GNS3
File Edit View Control MNode Annotate Tools Help

B [ Erace C PFmllc.  eaa
Filter -
® Cloud
i NAT /
=
- B vpcs
OpenvSwitch-1
; e
P
NAT1L
<
;0 Host-A
Host-B
+NEW(EIT|D\E(E -
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Host-A

vecs|

2. Connect:

OpenvsSwitch-1

sy

onosproject-onos-1

L4

NAT1

Host-B

=

1. Controller Eth0 — OVS (any free port ethO for management)

ii.  Host A EthO — OVS eth0

1ii.  Host B Eth0O — OVS ethl

NSO h @

File Edit View Control Node Annotate Tools Help

FE OF>)> HC Fm!

3. Power on all nodes.

GROUP-07:CNISE
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@ LAB 2-GNS3
Eile Edit View Control MNode Annotate Tools Help

e OM>)> HC Emlio - gQaaQE

NAT1

NSO Nh D

The topology consisted of an SDN controller, an Open vSwitch appliance, and two VPCS hosts.
The controller was connected to OVS via a dedicated management port, establishing the control
plane link. Host A and Host B were connected to OVS ports ethO and eth1 respectively.

Step 4: Deploying the SDN Controller

Perform:
1. Import the ONOS appliance if not already available.
2. Start the controller node.

3. Note the controller’s IP address (check via ifconfig or GNS3 node status).

onosproject-onos-1

=3
x Configure /

. Consale

OpenvSwitch-1
Start NAT1

il Suspend
|—\ Stop
€* Reload

Right click the controller and click the console option and assign Static IP to ONOS.
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onosproject-onos-1

8 X

DODODD

® onosproject-ongs-1

Servers

onosproject-onos-1

:
{
{
L4 -
{

fram
ar

The SDN controller (ONOS) was deployed as a GNS3 appliance and powered on. Its
management [P was not identified , I have setted manually to obtain ip 192.168.1.100

Step 5: Configuring OVS to Connect to the Controller
Perform:

1. Open OVS console.

n ® OpenvSwitch-1

OpenvSswitch-1
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2. Set the controller IP (replace with actual IP)

ovs-vsctl set-controller br0 tcp:<CONTROLLER IP>:6633

F o UnUSPIUELLEUNUST L LEiieL

/ » €3 Openvswitch-1 telnet

@ OpenvSwitch-1

OpenvSwitch-1

Host-A

3. Verify: ovs-vsctl show

e VR 7P C UEGELIW /7 YRR
® OpenvSwitch-1
® 1168.56.103:5003
1168.56.103:5005
=
. 1.168.56.103:5007
g 1.168.56.103:5000
e
=1
? Host-A
m , RAM 95.5%
6 RAM 87%

Look for is_connected: true under Controller.

The OVS bridge br0 was configured to connect to the SDN controller using the command: “ovs-
vsctl set-controller br0 tcp:192.168.1.100:6633” Verification via “ovs-vsctl show” confirmed the
controller connection was established.

If you don’t ssee “is_connected”
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Step 6: Observing the “Silent” Network
Perform:
1. Assign IPs:
i.  HostA:10.0.0.1/24

Executing the startup file

ii. HostB: 10.0.0.2/24

Executing the startup file

Host-A

m ec duplicate ac
0 .1e

2. Try pinging from Host A to Host B.
3. It will fail initially.

After assigning IP addresses to Host A (10.0.0.1) and Host B (10.0.0.2), a ping from Host A to
Host B failed. This occurred because OVS, now under controller control, had no flow rules
installed and was waiting for the SDN controller to dictate forwarding behavior.
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Step 7: Activating Reactive Forwarding
Perform:
1. Access the controller’s web UI (ONOS: http://<CONTROLLER IP>:8181).
2. Log in (default credentials often onos/rocks).
3. Activate the Reactive Forwarding app.
4. Retry ping from Host A to Host B — it should now succeed.

The SDN controller’s web interface was accessed, and the Reactive Forwarding application
was enabled. Upon retrying the ping from Host A to Host B, ICMP replies were received
successfully. The controller dynamically installed flow rules in OVS upon detecting the first
packet of the flow, demonstrating reactive flow programming.

Step 8: Technical Analysis

Write in report:

This lab clearly demonstrated the separation of control and data planes:
1. Control Plane: SDN controller (ONOS/OpenDaylight) makes forwarding decisions.
2. Data Plane: OVS executes flow rules pushed by the controller.

Unlike Lab 2 where OVS acted as a standalone learning switch, here forwarding logic is
centralized and programmable. This aligns with the ETSI NFV framework where the SDN
controller (part of the management and orchestration layer) interacts with the VIM to manage
virtualized network resources.

Step 9: Answer Assessment Questions

Question 1: Describe the difference in traffic handling between Lab 2 (standalone) and Lab 3
(controller-led).

Answer: In Lab 2, OVS operated as a learning switch, building a MAC table independently
(data plane only). In Lab 3, OVS relied on the SDN controller to install flow rules via
OpenFlow (control plane driven). Without controller rules, OVS could not forward packets.

Question 2: How does the “Inventory & State Database” relate to the controller’s ability to
manage the OVS bridge?

Answer: The controller’s Inventory & State Database maintains a real-time view of network
topology, switch status, port states, and installed flows. This allows the controller to make
informed decisions, push appropriate rules to OVS, and adapt to network changes dynamically.
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Step 10: Conclusion

Lab 3 successfully demonstrated the integration of an SDN controller with Open vSwitch,
highlighting the core SDN principle of control-data plane separation. The use of reactive
forwarding illustrated how centralized intelligence can dynamically manage network behavior,
enabling flexible, programmable, and automated network operations—key to modern NFV/SDN
deployments.
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