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LAB 2.

» The Basic HTTP GET/response interaction

1. Is your browser running HTTP version 1.0 or 1.1? What version of HTTP is the server running?

Answer:
My browser running HTTP version 1.1, Version of HTTP server running is 1.1 .
(A]htp [X]
No. Time Source Destination Protocol  Length Info
450 22.953262 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1
471 23.208687 gaia.cs.umass.edu 172.16.131.242 HTTP 548 HTTP/1.1 200 OK (text/html)
Frame 4508: 526 bytes on wire (4208 bits), 526 bytes captured (4208 bits) on interfaca || 6666 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d @a 48 6f tml HTTP /1.1‘-Ho
Ethernet II, Src: HewlettPacka_0d:89:85 (c4:65:16:0d:89:05), Dst: Cisco_al:be:4f (ct :g;g ;g ;4 2: gi g; g;l 29 i; éi 23 23 Z: ;; si :; Zi St:dgalg -CS-UT?S
: . T | e a e 6e s.edu- -C onnectio
Inter‘n?t I?rotocol Version 4, Src: 172.16.131.242 (172.16.131.242), Dst: gaia.cs.uma: 5090 Ge 3a 20 6b 65 65 70 2d 61 6c 69 76 65 0d Ba 55 n: keep- alive- U
Transmission Control Protocol, Src Port: 51960, Dst Port: 88, Seq: 1, Ack: 1, Len: 9020 70 67 72 61 64 65 2d 49 6e 73 65 63 75 72 65 2d pgrade-I nsecure-
v Hypertext Transfer Protocol ©0be 52 65 71 75 65 73 74 73 3a 20 31 @d @a 55 73 65 Requests : 1--Use
v GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1\r\n 80c0 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 r-Agent: Mozilla
[Expert Info (Chat/Sequence): GET /wireshark-labs/HTTP-wireshark-filel.html HT Gedo  2f 35 2e 30 20 28 57 69 Ge 64 6f 77 73 20 4e 54 /5.0 (Wi ndows NT
Request Method: GET ©0e6 20 31 30 2e 30 3b 20 57 69 6e 36 34 3b 20 78 36 10.0; W in64; x6
q N c. . . 6670 34 29 20 41 70 70 6C 65 57 65 62 4b 69 74 2f 35 4) Apple WebKit/5
Request URI: /wireshark-labs/HTTP-wireshark-filel.html 2100 33 37 2e 33 36 20 28 4b 48 54 4d 4c 2¢ 20 6¢c 69  37.36 (K HTML, 1i
Request Version: HTTP/1.1 ©116 6b 65 20 47 65 63 6b 6f 29 20 43 68 72 6f 6d 65 ke Gecko ) Chrome
Host: gaia.cs.umass.edu\r\n 6126 2f 31 33 31 2e 30 2e 30 2e 30 20 53 61 66 61 72 /131.0.8 .© Safar
Connection: keep-alive\r\n 0138
Upgrade-Insecure-Requests: 1\r\n gigg ::iranigiri
User-Agent: Mozilla/5.8 (Windows NT 16.0; Winé4; x64) AppleWebKit/537.36 (KHTML, 0160 ation/xm
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/we 0170 image/av
Accant-Fneoding: s7in. deflatalr\n Y| e1se /webp,im
< >

2. What languages (if any) does your browser indicate that it can accept to the server?

Answer:
Accept language that browser indicate is en-US,en;q=0.9\
(A [hw B -]+ hp
No. Time Source Destination Protocol Length Info
45@ 22.953262 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1
«— 471 23.208687 gala.cs.umass.edu 172.16.131.242 HTTP 540 HTTP/1.1 280 OK (text/html)
Frame 4508: 526 bytes on wire (4208 bits), 526 bytes captured (4208 bits) on interfar~ 20 31 30 2e 30 3b 20 57 69 6e 36 34 3b 20 78 36 10.9; W ine4; x6 ~
Ethernet II, Src: HewlettPacka_8d:89:@5 (c4:65:16:0d:89:85), Dst: Cisco_al:be:4f (ct 34 29 20 41 72 70 6c 5: 57 65 5; 4b 69 74 2f 35 4) APP%E WEbKlt{?
. . . : | 33 37 2e 33 36 20 28 4b 48 54 4d 4c 2¢ 20 6¢c 69 37.36 (K HTML, 1i
Intern?t I.’r'ntocul Version 4, Src: 172.1?.131.242 (172.16:131.242): Dst: g?la.csmr:\a. Gb 65 20 47 65 63 6b 6f 29 20 43 68 72 6f 6d 65 ke Gecko ) Chrome
Transmission Control Protocol, Src Port: 51968, Dst Port: 80, Seq: 1, Ack: 1, Len: ¢ 2f 31 33 31 2e 30 2¢ 38 2e 30 53 61 66 61 72 /131.8.0 .8 Safar

v Hypertext Transfer Protocol 8138 i/537.36

GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1\r\n e14a
Host: gaia.cs.umass.edu\r\n e1se
Connection: keep-alive\r\n gisg
Upgrade-Insecure-Requests: 1\r\n 2180
User-Agent: Mozilla/5.@ (Windows NT 12.8; Wine4; x64) AppleWebKit/537.36 (KHTML, @150
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image /we ela@

@1be

Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;g=8.9\r\n

20

ng: gzip

74 2d 45 6e 63 6T 64 69 6e 67 3a 20 67 7a 69 7@  t-Encodi
\rin 2c 20 64 65 66 6c 61 74 65 @d @a 41 63 63 65 7@ , deflat e--Accep
74 2d 4c 61 62 67 75 61 67 65 3a 2@ 65 6e 2d 55 t-langua ge: en-U
[HTTP reausst 1/11 v 53 2c 65 62 3b 71 3d 3@ 2e 39 @d @a @d @a S,en;q=@ .9




3. What is the IP address of your computer? Of the gaia.cs.umass.edu server?
Answer:
IP address of the computer is the source address that is 172.16.131.242 and the IP address of
gaia.cs.umass.edu server is the destination address that is 128.119.245.12.

([ [nt =
No. Time Source Destination Protocol Length Info
450 22.953262 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1
471 23.208687 gaia.cs.umass.edu  172.16.131.242 HTTP 540 HTTP/1.1 200 OK (text/html)
0100 .... = Version: 4 ~|| ee1e @2 @0 a9 cf 40 00 80 06 ac 10 83 f2 8@ 77 @ W
. @lel = Header Length: 20 bytes (5) 5 @c ca 8 00 50 12 f6 6f 6f :Lg 97 37 84 50 18 P00 7P
Differentiated Services Field: 6x@@ (DSCP: CS@, ECN: Not-ECT) g; 21 g g; gg gs ‘6‘1 :z ;‘3‘ gg 4215 ;Z gi ;2 g; ;3 har;_lgg :/ﬂ;;e‘:
Total Length: 512 69 72 65 73 68 61 72 6b 2d 66 69 6¢ 65 31 2e 68 ireshark -filel.h
Identification: @xadcf (43471) 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d @a 48 6f tml HTTP /1.1 -Ho
@8168. .... = Flags: @x2, Don't fragment 73 74 3a 20 67 61 69 61 2e 63 73 2e 75 6d 61 73 st: gaia .cs.umas
...0 0000 0POG POPe = Fragment Offset: @ 73 2e 65 64 75 Od @a 43 6f 6e 6e 65 63 74 69 6f s.edu--C onnectio
Time to Live: 128 6e 3a 20 6b 65 65 70 2d 61 6c 69 76 65 @d @a 55 n: keep- alive:--U
. 70 67 72 61 64 65 2d 49 6e 73 65 63 75 72 65 2d  pgrade-I nsecure-
Protocol: TCP (6) o 52 65 71 75 65 73 74 73 3a 20 31 @d @a 55 73 65 Requests : 1--Use
Header Checksum: @xa9al [validation disabled] 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6¢c 6¢c 61 r-Agent: Mozilla
[Header checksum status: Unverified] 2f 35 2e 30 20 28 57 69 6e 64 6f 77 73 20 4e 54 /5.0 (Wi r)dows NT
e ) 3025 20 41 70 70 6¢ &5 57 65 63 4b & 74 26 35 4) Aole WemMit/s
Destination Address: gaia.cs.umass.edu (128.119.245.12) 33 37 2e 33 36 20 28 4b 48 54 4d 4c 2¢ 20 ¢ &9 37.SEP(K HTML, 13
Transmission Control Protocol, Src Port: 51968, Dst Port: 80, Seq: 1, Ack: 1, Len: : 6b 65 20 47 65 63 6b 6f 29 20 43 68 72 6f 6d 65 ke Gecko ) Ch:‘ome
Hypertext Transfer Protocol 2f 31 33 31 2e 30 2e 3@ 2e 3@ 20 53 61 66 61 72 /131.@.8 .0 Safar
M 69 2f 35 33 37 2e 33 36 Od @a 41 63 63 65 70 74  1/537.36 - -Accept
< >
4. What is the status code returned from the server to your browser?
Answer:
The status code returned from server is 200 OK .
(A ]hup [x]
No. Time Source Destination Protocol  Length Info
459 22.953262 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1
471 23.208687 gaia.cs.umass.edu 172.16.131.242 HTTP 540 HTTP/1.1 260 OK (text/html)
Internet Protocol Version 4, Src: gaia.cs.umass.edu (128.119.245.12), Dst: 172.16.1i4 | @830 @0 ed c9 a2 @@ @@ 48 54 54 50 2f 31 2e 31 20 HT TP/1.1
Transmission Control Protocol, Src Port: 88, Dst Port: 51968, Seq: 1, Ack: 473, Len 0040 % gg g'; :’: gd gi 24 g; ;;’ g: ;; gg ig ;g g: @Z(IK&'D EEZ;ST:
€ a e N an
g LS RIS [RREE] 323139 3a 34 34 20 47 4d 54 0d 0a 53 65 72 76 :19:44 G MT--Sery
v HTTP/1.1 260 OK\r\n 65 72 33 20 41 70 61 63 68 65 2f 32 2¢ 34 2e 36  er: Apac he/2.4.6
[Expert Info (Chat/Sequence): HTTP/1.1 260 OK\r\n] 20 28 43 65 6e 74 4f 53 29 20 4f 70 65 6e 53 53 (Cent0S ) OpensS
Response Version: HTTP/1.1 4c 2f 31 2e 30 2e¢ 32 6b 2d 66 69 70 73 20 50 48 L/1.8.2k -fips PH
status Code: 260 e of 32 28 e o B ES T 62763 1roms perbes
s ¢ e e ¢ .0. erl/v
[Status Code Description: OK] 263136 20 33 0d 0a 4c 61 73 74 2d 4d 6f 64 69  .16.3--L ast-Modi
Response Phrase: OK 66 69 65 64 3a 20 4d 6f 6e 2c 20 32 30 20 4a 61  fied: Mo n, 20 Ja
Date: Tue, 21 Jan 2025 ©5:19:44 GMT\r\n 6e 20 32 30 32 35 20 30 36 3a 35 39 3a 30 32 20 n 2025 @ 6:59:02
Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.4.33 mod_perl/2.0.11 Perl 47 4d 54 od ©a 45 54 61 67 3a 20 22 38 30 2d 36 GMT--ETa g: "88-6
Last-Modified: Mon, 20 Jan 2825 ©6:59:@2 GMT\F\n :g :: z; g‘e‘ 3‘31 gi :Z :*15 :9 :; :: §§ gz 22 gg ‘7‘; 20”?:* 9705"‘;\
. nen. " e a ccept-Ra nges: by
ETag: "86-62c1dcb997c5"\rin 74 65 73 @d 8a 43 6f 6e 74 65 6e 74 2d 4c 65 6e  tes--Con tent-Len
Accept-Ranges: bytes\rin 67 74 68 3a 20 31 32 38 ©d ©a 4b 65 65 70 2d 41  gth: 128 --Keep-A
Content-Length: 128\r\n 6c 69 76 65 3a 20 74 69 6d 65 6f 75 74 3d 35 2¢  live: ti meout=5,
Kean-Aliva: timeaut=5. max=1A@\r\n v 20 6d 61 78 3d 31 30 38 @d ©a 43 6f 6e 6e 65 63  max=10@ --Connec




5. When was the HTML file that you are retrieving last modified at the server?

Answer:

From the figure four above, The Last-Modified : Monday, 20 Jan 2025 06:59:02 GMT\r\n.

6. How many bytes of content are being returned to your browser?

Answer:
The content-length is 128 bytes.
[ nttp =
No. Time Source Destination Protocol Length Info
450 22.953262 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1
471 23.208687 gaia.cs.umass.edu 172.16.131.242 HTTP 540 HTTP/1.1 208 OK (text/html)
v HTTP/1.1 260 OK\r\n ~ 47 4d ed 45 54 61 67 3a 20 22 38 30 2d 36 GMT--ETa g: "8@-6

[Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Response Version: HTTP/1.1 0120
Status Code: 200 2130
[Status Code Description: OK]
Response Phrase: OK

Date: Tue, 21 Jan 2025 ©5:19:44 GMT\r\n

Server: Apache/2.4.6 (CentOS) OpenSSL/1.©.2k-fips PHP/7.4.33 mod_perl/2.8.11 Per]

Last-Modified: Mon, 20 Jan 2025 ©6:59:02 GMT\r\n

ETag: "80-62c1dcb9f97¢5"\r\n

Accept-Ranges: bytes\r\n

Content-Length: 128\r\n
[Content length: 128]

Keep-Alive: timeout=5, max=1@@\r\n

Connection: Keep-Alive\r\n

Content-Tune: text/html: charsat=lITF-R\r\n

<

4 @a
32 63 31 64 63 62 39 66 39 37 63 35 22 ed
5 74 2d 52 61 6e 67 65 73 3a 20

0a 41
62 79

LRWEN T4 6f 6e 74 65 6e 74 2d 4c 65 6e
UL E R RS O P -] 4b 65 65 70 2d 41

6c 69 76 65 3a 20 74 69 6d 65 6f 75 74 3d
20 6d 61 78 3d 31 30 30 ed @a 43 6f 6e 6e
74 69 6f 6e 3a 20 4b 65 65 70 2d 41 6¢c 69
@ed @a 43 6f 6e 74 65 6e 74 2d 54 79 70 65
74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61
65 74 3d 55 54 46 2d 38 ©d @a od @a 3c 68
6c 3e @a 43 6f 6e 67 72 61 74 75 6¢c 61 74
6e 73 2e 20 20 59 6f 75 27 76 65 20 64 6F
6c 6f 61 64 65 64 20 74 68 65 20 66 69 6¢
@a 68 74 74 70 3a 2f 2f 67 61 69 61 2e 63
75 6d 61 73 73 2e 65 64 75 2f 77 69 72 65
61 72 6b 2d 6c 61 62 73 2f 48 54 54 50 2d
72 65 73 68 61 72 6b 2d 66 69 6c 65 31 2e
6d 6c 21 @a 3c 2f 68 74 6d 6¢ 3e @a

35 2¢
65 63
76 65
3a 20
72 73
74 6d
69 6f
77 6e
65 20
73 2e
73 68
77 69
68 74

2c1dcb9f 97¢5"--A
ccept-Ra nges: by

max=16@ - -Connec
tion: Ke ep-Alive
--Conten t-Type:

text/htm 1; chars
et=UTF-8 ----<htm
1> Congr atulatio
ns. You 've down
loaded t he file

http:// gaia.cs.
umass.ed u/wiresh
ark-labs /HTTP-wi
reshark- filel.ht
ml!-</ht ml>

7. By inspecting the raw data in the packet content window, do you see any headers within the data
that are not displayed in the packet-listing window? If so, name one.

Answer:
No, All headers are displayed.

» The HTTP CONDITIONAL GET/response interaction

1. Inspect the contents of the first HTTP GET request from your browser to the server. Do
you see an “IF-MODIFIED-SINCE” line in the HTTP GET?

Answer:
I do not see an IF-MODIFIED-SINCE.



]

[“]rstp

No.  Time Source Destination Protocol  Length Info
331 9.484496 feBO::2e@:4cff:fe36.. DESKTOP-UINRHB4. loc.. HTTP/X.. 1829 POST /b537f9f9-4399f-4f87-9ab7-082dc5329924/ HTTP/1.1
341 9.4%0034 DESKTOP-UJNRHB4.loc.. fe8@::82ce:62ff:fe2. HTTP/X.. 1828 HTTP/1.1 268
359 9.498344 feBO::ccd2:1f99:289.. DESKTOP-UINRHB4. 1oc.. HTTP/X... BO7 POST /b537f9f9-439f-4f87-9ab7-882dc5329924/ HTTP/1.1

371 9.503567
892 21.321634
917 21.579823

feB@: :8368: f3a6:5@f.. DESKTOP-UINRHB4.loc.. HTTP/X..

172.16.131.242 gaia.cs.umass.edu  HTTP
gaia.cs.umass.edu  172.16.131.242 HTTP

887 POST /b537f9f9-499f-487-9ab7-882dc5329924/ HTTP/1.1
526 GET /wireshark-labs/HTTP-wireshark-file2.html HTTP/1.1
784 HTTP/1.1 208 OK (text/html)

~
>
Host: g

\rin

> Internet Protecol Version 4, Src: 172.16.131.242 (172.16.131.242), Dst: gaia.cs.uma: ~
> Transmission Control Protocol, Src Port: 55086, Dst Port: 88, Seq: 1, Ack: 1, Len: ¢

a.cs.umass.edu\rin

Connecticn: keep-alive\rin

Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.@ (Windows NT 1.8; Win4; x64) ApplebebKit/537.36 (KHTML,
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/we
Accept-Encoding: gzip, deflate\r\n
Accapt-Language: en-US,en;q=8.9\r\n

[HTTP request 1/1]
Response in frame: 917

62 6b al b@ 4f c4 65
0@ aa 18 40 00 80 86
8c d6 de 8@ 50 34 68
@1 6 Ba @0 0@ 47 45
61 72 6b 2d 6¢ 61 62
72 65 73 €8 61 72 6b
6d 6c 2@ 48 54 54 58
74 3a 20 67 61 63 61
2e 65 64 75 od 8a 43
3a 28 6b 65 65 70 2d
2d 49

<0 -GE T /wires
hark-1ab s/HTTP-w
ireshark -file2.h
tml HTTP /1.1--Ho
st: gaia .cs.umas
s.edu--C onnectio
n: keep- alive ‘U
pgrade-I nsecure-
Re .

Inspect the contents of the server response. Did the server explicitly return the contents of
the file? How can you tell?

Answer:
Yes, the server return the content as seen in url as HTML file.
(W [htp B <)+
No. Time Source Destination Protocol  Lengtr Info
331 9.484496 fe80::2e0:4cff:fe36.. DESKTOP-UINRHB4. loc.. HTTP/X.. 1029 POST /bS37f9f9-499f-4f87-9ab7-882dc5329924/ HTTP/1.1
341 9.490034 DESKTOP-UJNRHB4.1oc.. fe80::82ce:62ff:fe2.. HTTP/X.. 1028 HTTP/1.1 200
359 9.498344 fe80::ccd2:190:289.. DESKTOP-UINRHB4.1oc.. HTTP/X.. 807 POST /b537f9f9-499f-4f87-9ab7-082dc5329924/ HTTP/1.1

371 9.503567
-4+ 892 21.321634
-}- 917 21.579023

fes!
172.16.131.242 gaia.cs.umass.edu HTTP
gaia.cs.umass.edu  172.16.131.242 HTTP

::8368:3a6:50f.. DESKTOP-UINRHB4.loc.. HTTP/X.. 807 POST /b537f9f9-499f-4f87-9ab7-082dc5329924/ HTTP/1.1

526 GET /wireshark-labs/HTTP-wireshark-file2.html HTTP/1.1
784 HTTP/1.1 200 OK (text/html)

> Ethernet II, Src: Cisco_al:b@:4f (c@:62:6b:al:b@:4f), Dst: HewlettPacka_0d:89:05 (c4:65:16:0d:89:05) A
> Internet Protocol Version 4, Src: gaia.cs.umass.edu (128.119.245.12), Dst: 172.16.131.242 (172.16.131.242)
> Transmission Control Protocol, Src Port: 80, Dst Port: 55006, Seq: 1, Ack: 473, Len: 738

\n
<html>\n
\n

Congratulations again!

based text data: text/html (10 lines)

This file's last modification date will not change. <p>\n

Thus if you download this multiple times on your browser, a complete copy <br>\n
will only be sent once by the server due to the inclusion of the IN-MODIFIED-SINCE<br>\n

field in your browser's HTTP GET request to the server.\n

\n
</html>\n

Now you've downloaded the file lab2-2.html. <br>\n

73 65 74 3d 55 54 46 2d 38 @d @a od 6a 6a 3c 68
74 6d 6¢c 3e @a @a 43 6f 6e 67 72 61 74 75 6¢ 61
74 69 6f 6e 73 28 61 67 61 69 6e 21 20 20 4e 6f
77 20 79 6f 75 27 76 65 20 64 6f 77 6e 6¢c 6f 61
64 65 64 20 74 68 65 20 66 69 6¢c 65 20 6C 61 62
32 2d 32 2e 68 74 6d 6¢ 3c 62 72 5:

54 68 75 73 20
20 79 6 75 20 64 6f 77 6e 6¢c 6f 61 64 20 74 68
69 73 20 6d 75 6c 74 69 7@ 6c 65 20 74 69 6d 65
73 20 6f 6e 20 79 6f 75 72 20 62 72 6f 77 73 65
72 2c 20 61 20 63 6f 6d 70 6¢c 65 74 65 20 63 6f
70 79 20 3c 62 72 3e 8a 77 69 6¢c 6c 20 6f 6e 6¢
79 20 62 65 20 73 65 6e 74 20 6f 6e 63 65 20 62
79 20 74 68 65 20 73 65 72 76 65 72 20 64 75 65
20 74 6f 20 74 68 65 20 69 6e 63 6c 75 73 69 6f
6e 20 6f 66 20 74 68 65 20 49 de 2d 4d 4f 44 49

Now inspect the contents of the second HTTP GET request from your browser to the
server. Do you see an “IF-MODIFIED-SINCE:” line in the HTTP GET? If so, what
information follows the “IF-MODIFIED-SINCE:” header?

Answer:

I do not see the “IF-MODIFIED-SINCE” but I can see only Last-Modified.



| |http X] 1+
No. Time Source Destination Protocol  Length Info

331 9.484496 feB@: :2e8: 4cff:fe36.. DESKTOP-UINRHB4. loc.. HTTP/X. 1829 POST /b537f3f9-499F-4f87-9ab7-882dc5329924/ HTTP/1.1

341 9.490834 DESKTOP-UJNRHB4. loc.. e80::82ce:62ff:fel.. HTTP/X. 1828 HTTP/1.1 200

359 9.498344 fe88::ccd2:1f98:289.. DESKTOP-UINRHB4. 1oc.. HTTP/X. 887 POST /b537f9f9-498f-4f87-9ab7-882dc5329924/ HTTP/1.1

B

371 9.583567
892 21.321634
917 21.579023

feB@::8368: f3a6:50f.. DESKTOP-UINRHB4. 1oc... HTTP/X..
172.16.131.242 gaia.cs.umass.edu  HTTP
gaia.cs.umass.edu  172.16.131.242 HTTP

807 POST /b537f9f9-499f-4f87-9ab7-882dc5329924/ HTTP/1.1
526 GET /wireshark-labs/HTTP-wireshark-file2.html HTTP/1.1
784 HTTP/1.1 200 OK (text/html)

<

HTTP/1.1 200 OK\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 286 OK\r\n]
Response Version: HTTP/1.1
Status Code: 280
[Status Code Description: OK]
Response Phrase: OK
Date: Tue, 21 Jan 2825 B5:58:44 GMT\r\n
Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.4.33 mod_perl/2.0.11 Perl/v5.16.3\r\n
Last-Modified: Mon, 28 Jan 2025 ©6:59:02 GNT\r\n
ETeg: "173-62c1dcbof8ff5"\r\n
Accept-Ranges: bytes\rin
Content-Length: 371\r\n
Keep-Alive: timeout=5, max=18@\r\n
Connection: Keep-Alive\rin
Content-Type: text/html; charset=UTF-8\r\n
\rin

doce
gade
60ed
ot

2e 31 36 2 33 od 6a [
66 69 65 64 3a 20 4d 6f
6e 26 32 30 32 35 20 30

36 32 63 31 64 63 62 39
41 63 63 65 78 74 2d 52
79 74 65 73 od 0a 43 6f
6e 67 74 68 3a 28 33 37
41 6c 69 76 65 3a 20 74
2c 20 6d 61 78 3d 31 30
63 74 69 6f 62 33 20 4b
65 8d Ba 43 6f 6e 74 65
28 74 65 78 74 2f 68 74
73 65 74 3d 55 54 46 2d
74 6d 6c 3e @a 0a 43 6f
74 69 6f 6e 73 20 61 67
77 28 79 6F 75 27 76 65
64 65 64 28 74 68 65 20
32 2d 32 2e 68 74 6d 6¢C

61 73 74 2d 4d 6f 64 69)
6e 2c 20 32 30 20 4a 6l
36 3a 35 39 3a 30 32 29
67 3220223137332
66 38 66 66 35 22 @d @a
61 e 67 65 73 3a 20 62
6e 74 65 6e 74 2d 4c 65
31 ed @a 4b 65 65 78 2d
69 6d 65 6 75 74 3d 35
30 0d 8a 43 67 6e 6e 65
65 65 70 2d 41 6¢ 69 76
6e 74 2d 54 79 70 65 3a
6d 6c 3b 20 63 68 61 72
38 @d @a @d 9a Ba 3c 68
6e 67 72 61 74 75 6c 61
61 69 6e 21 20 20 4e 6f
20 84 6f 77 6e 6c 6F 61
66 69 6c 65 28 6c 61 62
2e 20 3c 62 72 3e 0a 54

4. What is the HTTP status code and phrase returned from the server in response to this
second HTTP GET? Did the server explicitly return the contents of the file? Explain.

Answer:

HTTP status code is 200 and phrase returned from server in response is OK.

(1 ]htp li
No. Time Source Destination Protocol Length Info

331 9.484496 fe80: :2e0:4cff:fe36.. DESKTOP-UINRHB4.loc.. HTTP/X.. 1029 POST /b537f9f9-499f-4f87-93b7-882dc5329924/ HTTP/1.1

341 9.4%0034 DESKTOP-UINRHB4. loc.. fe80::82ce:62ff:fe2. HTTP/X. 1028 HTTP/1.1 280

359 9.498344 feB@::ccd2:1f90:289.. DESKTOP-UINRHB4. loc.. HTTP/X.. 887 POST /b537f9f9-499f-4f87-9ab7-082dc5329924/ HTTP/1.1

371 9.503567
—» 892 21.321634
- 917 21.579023

fe80::8368:13a6:50f.. DESKTOP-UINRHB4. 1oc... HTTP/X..
172.16.131.242 gaia.cs.umass.edu  HTTP

gaia.cs.umass.edu  172.16.131.242 HTTP 784 HTTP/1.1 200 OK (text/html)

887 POST /b537f9f9-439F-4f87-9ab7-082dc5329924/ HTTP/1.1
526 GET /wireshark-labs/HTTP-wireshark-file2.html HTTP/1.1

Frame 917: 784 bytes on wire (6272 bits), 784 bytes captured (6272 bits) on interface \Device\NPF_{F2E705B6-7E68- ~

Ethernet II, Src: Cisco_al:b@:4f (c@:62:6b:al:b@:4f), Dst: HewlettPacka @d:89:85 (c4:65:16:0d:89:85)
Internet Protocol Version 4, Src: gaia.cs.umass.edu (128.119.245.12), Dst: 172.16.131.242 (172.16.131.242)
Transmission Control Protocol, Src Port: 88, Dst Port: 55086, Seq: 1, Ack: 473, Len: 73
v Hypertext Transfer Protocol
v HTTP/1.1 288 OK\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Response Version: HTTP/1.1
Status Code: 208
[Status Code Description: OK]
Response Phrase: OK
Date: Tue, 21 Jan 2825 85:58:44 GMT\r\n
Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.4.33 mod_perl/2.8.11 Perl/v5.16.3\r\n
Last-Modified: Mon, 20 Jan 2025 ©6:59:82 GMT\r\n
ETag: "173-62c1dcb8f8ff5"\r\n
Accept-Ranges: bvtes\rin

v

3030 26 47 4b Bd 8a 44 61 74 65 3a
2c 28 32 31 20 4a 61 62 20 32 30 32
333538 3234342047 4d54edea
65 72 33 20 41 78 61 63 68 65 2f 32
20 28 43 65 6e 74 4f 53 29 20 47 70
2f 31 2e 30 2¢ 32 6b 2d 66 69 7@
2f 37 2e 34 2e 33 33 20 6d 6f 64
2f 32 2e 30 2e 31 31 20 50 65 72
3136 2e330d 6a 4c 617374 2d
69 65 64 3a 20 4d 6f 6e 2¢ 20 32
2@ 32 30 32 35 20 3@ 36 3a 35 39
4d 54 d @a 45 54 61 67 3a 28 22
32 63 31 64 63 62 39 66 38 66 €6
63 63 65 70 74 2d 52 61 6e 67 65
74 65 73 ed @a 43 6f 6e 74 65 Ge
67 74 68 3a 20 33 37 31 @d @a 4b
41 6c 63 76 65 3a 20 74 69 6d 65 6F

8158 2¢ 20 6d 61 78 3d 31 30 30 od e€a 43
[MM63 74 63 6f 6e 33 20 4b 65 65 78 2d




» Retrieving Long Documents
How many HTTP GET request messages did your browser send? Which packet number
in the trace contains the GET message for the Bill or Rights?

L.

Answer:

Browser sent three HTTP GET request. The packet number in the trace contains 896,

3403 and 4051.

(£]htp [X]
No. Time Source Destination Protocol Lengtt Info
896 25.576485 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
1790 67.088144 AMINA.local fe80::242c:4c34:90e.. HTTP/X.. 887 POST /9716b87c-65a2-4137-bb2f-551168beeeeae/ HTTP/1.1
1832 67.681681 AMINA.local fe80::8d3f:91a5:dc3.. HTTP/X.. 887 POST /934e2075-36dd-4c96-b250-3ba9@d9d758¢c/ HTTP/1.1
2171 77.882555 AMINA.local fe80::8d3f:91a5:dc3.. HTTP/X.. 807 POST /934e2075-36dd-4c96-b250-3ba%0d9d758c/ HTTP/1.1
3403 151.946955 172.16.131.242 gaia.cs.umass.edu HTTP 639 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
> 4051 188.572744 172.16.131.242 gaia.cs.umass.edu HTTP 639 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
<« 4070 190.439428 gaia.cs.umass.edu 172.16.131.242 HTTP 535 HTTP/1.1 200 OK (text/html)

10137 357.749868

172.16.131.242

€15275.d.akamaiedge.. HTTP

267 GET /en-US/livetile/preinstall?region=US&appid=C98EA5B@842DBBI405BBFO71E1DA76512D21FE!

v Hypertext Transfer Protocol

[Severity level: Chat]
[Group: Sequence]
Request Method: GET

Request Version: HTTP/1.1
Host: gaia.cs.umass.edu\r\n
Connection: keep-alive\r\n
Cache-Control: max-age=é\r\n

v GET /wireshark-1abs/HTTP-wireshark-file3.html HTTP/1.1\r\n
v [Expert Info (Chat/Sequence): GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1\r\n]
[GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1\r\n]

Request URI: /wireshark-labs/HTTP-wireshark-file3.html

Frame 4051: 639 bytes on wire (5112 bits), 639 bytes captured (5112 bits) on interface \Device\NPF_{F2E705B6-7E68 ~
Ethernet II, Src: HewlettPacka_0d:89:05 (c4:65:16:0d:89:05), Dst: Cisco_al:b@:4f (c@:62:6b:al:bo:4f)

> Internet Protocol Version 4, Src: 172.16.131.242 (172.16.131.242), Dst: gaia.cs.umass.edu (128.119.245.12)

> Transmission Control Protocol, Src Port: 51892, Dst Port: 88, Seq: 1, Ack: 1, Len: 585

c@ 62 6b al bo 4f c4 65 16 @d 89 @5 @
71 ab 39 40 @0 86 86 a7 c6 ac 18 8
Oc ca b4 @0 50 2f 97 ee bf 87 61 5
©1 7a 9c 00 00 47 45 54 20 2f 77 6
61 72 6b 2d 6c 61 62 73 2f 48 54 5
72 65 73 68 61 72 6b 2d 66 69 6c 6
6d 6c 20 48 54 54 5@ 2f 31 2e 31 @
74 3a 20 67 61 69 61 2e 63 73 2e 7
2e 65 64 75 @d @a 43 6f 6e 6e 65 6
3a 20 6b 65 65 70 2d 61 6c 69 76 6!
63 68 65 2d 43 6f 6e 74 72 6f 6¢ 3
2d 61 67 65 3d 36 ed ©a 55 7@ 67 7.
49 6e 73 65 63 75 7265 2d 52 65

73 3a 20 31 ed @a
3a 20 4d 6f 7a 69 6c 6¢c 61 2f 35
69 6e 64 6f 77 73 280 4e 54 20 31
57 69 6e 36 34 3b 20 78 36 34 29
65 62 4b 69 74 2f 35
54 4d 4c

Which packet number in the trace contains the status code and phrase associated with the
response to the HTTP GET request?

Answer:
The packet number in trace that contain status code and phrase is 4070.
(A]htp ]
No. Time Source Destination Protocal Length Info
896 25.576485 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
1790 67.088144 AMINA.local feB@::242c:4c34:9@e.. HTTP/X.. 887 POST /9716b87c-65a2-4137-bb2f-55118beeceae/ HTTP/1.1
1832 67.681681 AMINA.local fe8@::8d3f:91a5:dc3.. HTTP/X.. 887 POST /934e2075-36dd-4c96-b250-3bageded758c/ HTTP/1.1
2171 77.082555 AMINA.local fe80@::8d3f:91a5:dc3.. HTTP/X.. 887 POST /934e20875-36dd-4c96-b250-3ba%@dad758c/ HTTP/1.1

3483 151.946955
-+ 4851 188.572744
«— 4070 190.439428
10137 357.749868

172.16.131.242
172.16.131.242
gaia.cs.umass.edu
172.16.131.242

gaia.cs.umass.edu HTTP
gaia.cs.umass.edu HTTP
172.16.131.242 HTTP

€15275.d.2kamaiedge.. HTTP

639 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1

639 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1

535 HTTP/1.1 200 OK (text/html)

267 GET /en-US/livetile/preinstall?region=US&appid=C98EA5BO842DBBI4@5BBF@71E1DATE512D21FE:

v Hypertext Transfer Protocol

48 54 54 50 2f 31 2e 31 20 32 30 38 2¢

v

v

» [Expert Info (Chat/Sequence): HTTP/1.1 208 OK\r\n]
Response Version: HTTP/1.1
Status Code: 200
[Status Code Description: OK]
Response Phrase: OK
Date: Tue, 21 Jan 20825 86:42:16 GMT\r\n
Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.4.33 mod_perl/2.0.11 Perl/v5.16.3\r\n
Last-Modified: Tue, 21 Jan 2025 ©6:42:01 GMT\r\n
ETag: "1194-62¢3laca7f56a"\r\n
Accept-Ranges: bytes\r\n
Content-Length: 4580\r\n
Keep-Alive: timeout=5, max=1@@\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charset=UTF-8\r\n

©a 44 61 74 65 3a 20 54
61 6e 20 32 3@ 32 35 20
2@ 47 4d 54 ed @a 53 65
61 63 68 65 2f 32 2e 34
4f 53 29 20 4f 78 65 6e
32 6b 2d 66 69 70 73 28
33 33 20 6d 6f 64 5f 70
31 31 20 50 65 72 6¢ 2f
©a 4c 61 73 74 2d 4d 6f
54 75 65 2c 28 32 31 28
20 30 36 3a 34 32 3a 3@
54 61 67 3a 28 22 31 31
61 63 61 37 66 35 36 61
74 2d 52 61 6e 67 65 73

Aran  FEome AR A fAor4orrorL

75 85 2¢ 20 3:
3@ 36 3a 34 3
72 76 65 72 3:
2e 36 20 28 4:
53 53 4c¢ 2f 31
58 48 50 2f 3}
65 72 6¢c 2f 32
76 35 2e 31 3¢
64 69 66 69 6°
4a 61 6e 20 3:
31 20 47 4d 5¢
39 34 2d 36 3z
22 @d @a 41 6:
32 20 62 79 7¢

[:LR43 6T 6e 74 65 6e 74 2d 4c 65 6e 6
26 34 35 30 308 od oajE IV IPL Y]

ar 7a A4 A oA




3. What is the status code and phrase in the response?

» HTML Documents with Embedded Objects
1.

Answer:

From the figure above the status code is 200 and response phrase is OK.

How many data-containing TCP segments were needed to carry the single HTTP
response and the text of the Bill of Rights?

Answer:
TCP segments data length to carry the single HTTP response is 481.
(A [hep
No. Time Source Destination Protocol Length Info
896 25.576485 172.16.131.242 geia.cs.umass.edu  HTTP 526 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
1790 67.088144 AMINA.local fe80::242¢:4c34:9@e.. HTTP/X.. 887 POST /9716b87c-65a2-4137-bb2f-55118beeceae/ HTTP/1.1
1832 67.681681 AMINA.local fe80::8d3f:91a5:dc3.. HTTP/X.. 887 POST /934e2875-36dd-4c96-b250-3ba98d9d758¢/ HTTP/1.1
2171 77.682555 AMINA.local fe80::8d3f:91a5:dc3.. HTTP/X.. 887 POST /934e2875-36dd-4c96-b250-3ba98d9d758¢/ HTTP/1.1
3463 151.946955  172.16.131.242 geia.cs.umass.edu  HTTP 639 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
> 4051 188.572744  172.16.131.242 geia.cs.umass.edu  HTTP 639 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
{— 4070 199.439428  gaia.cs.umass.edu  172.16.131.242 HTTP 535 HTTP/1.1 260 OK (text/html)
10137 357.749808 172.16.131.242 £15275.d.akamaiedge.. HTTP 267 GET /en-US/livetile/preinstall?region=US&appid=C98EASBO842DBBI458BFO71E1DAT6512021

Frame 4678: 535 bytas on wire (4288 bits), 535 bytes captured (4289 bits) on interface \Device\NPF_{F2E705B6-7E68 » ©02¢ 83 f2 80 50 ca b4 87 61 66 13 2f 97

Ethernet II, Src: Cisco_al:bd:4f (c:62:6b:al:b@:4f), Dst: HewlettPacka 0d:89:85 (c4:65:16:0d:89:65) 8030 60 ee 13 7c 00 00 LR
Internet Protocol Version 4, Src: gaia.cs.umass.edu (128.119.245.12), Dst: 172.16.131.242 (172.16.131.242) gggg gz gi g; Z: Zi :: é; g: gi ;; if,
v Transmission Control Protocol, Src Port: 8@, Dst Port: 51892, Seq: 4381, Ack: 586, Len: 481 [rIM65 62 67 3¢ 3c 68 33 30 41 5d 65 64

Source Port: 88

Destination Port: 51892
[Stream index: 83]

[Conversation completeness: Complete, WITH DATA (63)]
[TCP Segment Len: 481]

Sequence Number: 4381

Sequence Number (raw): 2271307283

[Next Sequence Number: 4862
Acknowledgment Number: 586
Acknowledgment number (raw): 798486792

(relative sequence number)

(relative sequence number)]
(relative ack number)

8101 .... = Header Length: 20 bytes (5)
Flags: @x@18 (PSH, ACK)

eg7e
0ese
0898
88ae
20be
8ace
eade
886
007
elee
elie
812

A1an

74 20 49 58 3c 2f 68 33 3e 3¢ 2f T:
67 32 3c 2f 61 3e @a @a 3c 70 3e 3(
70 3e 54 68 65 28 65 6e 75 6d 65 72
6e 20 69 6e 20 74 68 65 20 43 6f 64
75 74 69 6f 6e 2c 20 6 66 20 63 6
6e 20 72 69 67 68 74 73 2c 20 73 68
6e 6f 74 26 62 65 28 63 6T 6e 73 74
20 74 6f 20 64 65 6e 79 20 6f 72 24
61 72 61 67 65 28 6f 74 68 65 72 7
61 69 6e 65 64 28 62 79 20 74 68 6
78 6c 65 2e @a @a 3c 2f 70 3e 3c 79
6e 61 6d 65 3d 22 31 38 22 3e 3¢ 7:

How many HTTP GET request messages did your browser send? To which Internet
addresses were these GET requests sent?

Answer:

The browser sent three HTTP GET requests where two HTTP GET request sent to the
internet addresses which are gaia.cs.umass.edu and one sent to the cslash.net. The figure
below show the HTTP GET requests and the internet address sent.



[ Jbep

No.
iR

Time

Source
172.16.131.282
gaia.cs.umass.edu

2033 50.501636
2056 50.776784

2065 50.909007
2195 52.810276
2256 52.774164
25189 202.823966
26828 207.081608

26841 207.094791
26858 207.101451
26867 207.104015
26879 207.107139

172.16.131.242
172.16.131.282
cslash.net

fege::991b:1151:3@b.. fe80::c17:c5e5:d595.. HTTP
192.168.1.147
9:4cff: fad6.. fego:
e80::c17:c5e5:d595.. eda:
d2:1f99:289.. fe8a:
fe80::2¢0:4cff: fe36.. feda::

192.168.1.196
fese:

fesa:

Destination Protocol
geia.cs.umass.edu  HTTP
172.16.131.242 HTTP
geia.cs.umass.edu  HTTP
cslash.net HTTP
172.16.131.242 HTTP

HTTP/X..

1e7bb:f46:59F5.. HTTP/X..
:e7bb:46:59f5.. HTTP/X..
:e7bb:f46:59F5.. HTTP/X..

e7bb:f46:59f5.. HTTP/X..

Length Info

526 GET /wireshark-labs/HTTP-wireshark-file4.html HTTP/1.1

1355 HTTP/1.1 208 OK (text/html)
472 GET /pearson.png HTTP/1.1

439 GET /8E_cover_small.jpg HTTP/1.1
225 HTTP/1.1 381 Moved Permanently

422 SUBSCRIBE /upnphost/udhisapi.d1]?event=uuid: fec74d67-57¢8-49ef -b3ca-784464dfdde+urn:
937 POST /20e97002-e270-4489-93f2-38116ed67b12/ HTTP/1.1
1017 POST /20e57002-2270-4409-9372-38116ed67b12/ HTTP/1.1
887 POST /20297002-e270-4489-932-38116ed67b12/ HTTP/1.1
887 POST /20e97002-e270-4489-93F2-38116ed67b12/ HTTP/1.1
1017 POST /20297002-2270-4409-9372-38116ed67b12/ HTTP/1.1

Frame 2833: 526 bytes on wire (4208 bits), 526 bytes captured (4268 bits) on interface \Device\NPF_{F2E785B6-7E68-4
Ethernet II, Src: HewlettPacka 8d:89:85 (c4:65:16:8d:89:85), Dst: Cisco al:b@:4f (c8:62:6b:al:b@:4f)

Internet Protocol Version 4, Src: 172.16.131.242 (172.16.131.242), Dst: gaia.cs.umass.edu (128.119.245.12)
Transmission Control Protocol, Src Port: 56155, Dst Port: 88, Seq: 1, Ack: 1, Len: 472

Hypertext Transfer Protocol

5 @c db 5b 08 5@ 3¢ b
82 01 b5 c 80 90 47 45
68 61 72 6b 2d 6c 61 62
69 726573 68 61 72 6b
74 6d Bc 28 48 54 54 58
73 74 3a 20 67 61 69 61
73 2¢ 65 64 75 8d 82 43
6e 3a 20 6b 65 65 78 2d
78 67 72 61 64 65 2d 49
526571756573 7473
72 2d 41 67 65 6e 74 3a
2f 35 2e 38 20 28 57 69
20 31 30 2e 30 3b 20 57
134 29 20 41 70 70 6C 65
33 37 2e 33 36 20 28 4b
6b 65 20 47 65 63 6b 6F
2f 31 33 31 2e 30 2e 30
69 2f 35 33 37 2e 33 36

33 20 74 65 78 74 2 68

52 1e 1f ff 2
5420 2f 77 ¢
732 4854¢
2d 66 69 6c ¢
2f 312 31¢
20637327
6f 62 be 65 ¢
61 6c 69 76 €
62 73 65 63 7
32 20 31 @d ¢
20 4d 6f 7a §
6e 64 6f 77
69 6e 36 34
57 65 62 4b ¢
48 54 4d 4c
29 28 43 68
2e 38 20 53 4
Al 41 63 €
74 6d 6c 2 €

2. Can you tell whether your browser downloaded the two images serially, or whether they
were downloaded from the two web sites in parallel? Explain.
Answer:
The two images were downloaded serially since two HTTP GET request of the images
have time difference.

[ | http
No. Time Source Destination Protocol Length Info
2033 56.501636 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-file4.html HTTP/1.1
2856 58.770784 gaia.cs.umass.edu 172.16.131.242 HTTP 1355 HTTP/1.1 208 OK (text/html)
2065 50. 999087 172.16.131.242 gaia.cs.umass.edu HTTP 472 GET /pearson.png HTTP/1.1
| 2195 52.010276 172.16.131.242 cslash.net HTTP 439 GET /8E_cover_small.jpg HTTP/1.1
i 2256 52.774164 cslash.net 172.16.131.242 HTTP 225 HTTP/1.1 381 Moved Permanently
25189 202.823966 fe80::901b:1151:30b.. Te80@::c17:c5e5:d595.. HTTP 422 SUBSCRIBE /upnphost/udhisapi.dll?event=uuid:f@c74d67-57¢8-4¢
26828 207.081000 192.168.1.196 192.168.1.147 HTTP/X.. ~ 997 POST /20e97002-e270-4409-93f2-38116ed67b12/ HTTP/1.1
26841 207.094791 feB80::2e0:4cff:fe36.. feBO::e7bb:f46:59f5.. HTTP/X.. 1@17 POST /20e97002-e2708-4409-93f2-38116ed67b12/ HTTP/1.1
26858 207.101451 feB80::¢17:¢5e5:d595.. fe80::e7bb:f46:59f5.. HTTP/X.. 887 POST /20e97002-e2708-4409-93f2-38116ed67b12/ HTTP/1.1
26867 207.104015 fe80::ccd2:1f90:289.. fe80::e7bb:f46:59f5.. HTTP/X. ~ 807 POST /20e97002-e270-4409-93f2-38116ed67b12/ HTTP/1.1
26879 207.107139 fe80::2e0:4¢ff: fe36.. Te80::e7bb:f46:59f5.. HTTP/X. 1017 POST /20e97002-2270-4409-93f2-38116ed67b12/ HTTP/1.1

Ennmn IREE .

277 hidae an wina (2776 hite)

A7 hukne rentinad 12776 hito\ an dntandnnn \Nauisalaoe feocracec_Tece_al | cona

First image Time:50.909007.

FE or dAh Eh ¢

(H[htp

No. Time Source Destination Protocol Length Info
2033 50.501636 172.16.131.242 gaia.cs.umass.edu HTTP 526 GET /wireshark-labs/HTTP-wireshark-filed.html HTTP/1.1
20856 50.770784 gaia.cs.umass.edu 172.16.131.242 HTTP 1355 HTTP/1.1 200 OK (text/html)
2065 50.9089087 172.16.131.242 gaia.cs.umass.edu HTTP 472 GET /pearson.png HTTP/1.1

N 2195@172,1641314242 cslash.net HTTP 439 GET /8E_cover_small.jpg HTTP/1.1

4 2256 52.774164 cslash.net 172.16.131.242 HTTP 225 HTTP/1.1 301 Moved Permanently
25189 202.823966 fe80::901b:1151:30b... fe88::c17:c5e5:d595.. HTTP 422 SUBSCRIBE /upnphost/udhisapi.dll?event=uuid:f@c74d67-57c8-49ef-b3ca-78
26828 207.081000 192.168.1.196 192.168.1.147 HTTP/X.. 997 POST /20e97082-270-4409-93f2-38116ed67b12/ HTTP/1.1
26841 207.094791 feB0: :2e@:4¢ff:fe36.. feBB::e7bb:f46:59f5.. HTTP/X.. 1017 POST /20e97002-e270-4409-93f2-38116ed67b12/ HTTP/1.1
26858 207.101451 feBO: :c17:c5e5:d595.. feB@::e7bb:f46:59f5.. HTTP/X.. 867 POST /20e97002-e270-4409-93f2-38116ed67b12/ HTTP/1.1
26867 207.104815 fe8B: :ccd2:1f90:289.. feB8::e7bb:f46:59F5.. HTTP/X.. 867 POST /20e97062-e270-4489-93f2-38116ed67b12/ HTTP/1.1
26879 207.167139 feBO: :2e@:4cff:fe36.. feBB::e7bb:f46:59f5.. HTTP/X.. 10817 POST /20e97002-e2708-4489-93f2-38116ed67b12/ HTTP/1.1

Second image Time: 52.010276



» HTTP Authentication
What is the server’s response (status code and phrase) in response to the initial HTTP

L.

GET message from your browser?
Answer:
The server’s response status code is 401 and the phrase is unauthorized.

(bt

[X]

]+

No. Time Source Destination Protocol Lengtt Info

1> 3482 34.192294 172.16.131.242 gaia.cs.umass.edu HTTP 542 GET /wireshark-labs/protected_pages/HTTP-wireshark-file5.html HTTP/1.1

.}. 3515 34.495601 gaia.cs.umass.edu 172.16.131.242 HTTP 771 HTTP/1.1 401 Unauthorized (text/html)
3781 39.917751 192.168.1.196 DESKTOP-J220S7G.1oc.. HTTP/X.. 997 POST /20e97002-e270-4409-93f2-38116ed67b12/ HTTP/1.1
3795 40.021235 fe80::2e0:4cff:fe36.. fe80::242c:4c34:90e.. HTTP/X.. 1629 POST /9716b87c-65a2-4137-bb2f-55110beceeae/ HTTP/1.1
3982 40.417525 fe80::2e0:4cff:fe36.. fe80::562c:d7b0:62c.. HTTP/X.. 1017 POST /aedef7a-28fe-4b6@-bb8a-51cb8c6e4768/ HTTP/1.1
4013 40.753680 fe80::2e0:4cff:fe36.. fe80::fbcd:186b:252.. HTTP/X.. 1617 POST /@1121e38-318b-4b96-9b1b-51b66a12f59e/ HTTP/1.1
4972 40.784592 fe80::2e0:4cff:fe36.. fe80::616a:3c:c23:f.. HTTP/X.. 1617 POST /e9851e96-8e45-48a5-b629-369a16dfa744/ HTTP/1.1
4101 40.887746 fe80::2e0:4cff:fe36.. fe80::e0bc:9ae8:761.. HTTP/X.. 1629 POST /b537f9f9-499f-4187-9ab7-082dc5329924/ HTTP/1.1
4127 41.016250 fe80::2e0:4cff:fe36.. fe80::8d3f:91a5:dc3.. HTTP/X.. 1617 POST /934e2075-36dd-4c96-b250-3ba%@d9d758¢c/ HTTP/1.1
4346 41.451603 fe80::2e0:4cff:fe36.. fe8e .. HTTP/X.. 1029 POST /4dddac27-1685-408c-9941-84ed18609898/ HTTP/1.1
5457 41.548072 fe80::2e0:4cff:fe36.. fe8e .. HTTP/X.. 1017 POST /@b16c356-5a88-4a8! 4 b 86c7/ HTTP/1.1
5470 41.559699 fege:: .. HTTP/X... HTTP/1.1

2e0:4cff:fe36.. fe80 1017 POST /677e9300-c0d1-4d7e-b514-3aleddebf841/

5522 41 A72407 £280- 720 a0 :Sa:£33h-£87a:  HTTD A17 DAST /8 8-£aR)-A4h&-h0d2-20384R221dzh
Frame 3515: 771 bytes on wire (6168 bits), 771 bytes captured (6168 bits) on interface \Device\NPF_{F2E7@5B6-7E68 ~ 16 ©d 89 @5 c@ 62 6b al be 4f @8
> Ethernet II, Src: Cisco_al:b@:4f (c@:62:6b:al:b@:4f), Dst: HewlettPacka_©d:89:85 (c4:65:16:0d:89:05) g; :; :9 gg 29 ?g 2; g; gg ;i fg
. i . c a a
> Intern?t l?r'otocol Version 4, Src: gaia.cs.umass.edu (128.119.245.12), Dst: 172.16.131.242 (172.16.131.242) ac 29 90 B9 48 54 54 50 2 31 2e
Transmission Control Protocol, Src Port: 88, Dst Port: 56328, Seq: 1, Ack: 489, Len: 717 20 55 6e 61 75 74 68 6f 72 69 7a
v Hypertext Transfer Protocol 61 74 65 3a 20 54 75 65 2c 20 32
v HTTP/1.1 481 Unauthorized\r\n 20 32 30 32 35 20 3@ 37 3a 35 34
[Expert Info (Chat/Sequence): HTTP/1.1 401 Unauthorized\r\n] 4d 54 @d @a 53 65 72 76 65 72 3a
Response Version: HTTP/1.1 68 65 2f 32 2e 34 2e 36 20 28 43
) i 29 20 4f 70 65 6e 53 53 4c 2f 31
Status Code: 461 2d 66 69 78 73 20 58 48 50 2f 37
[Status Code Description: Unauthorized] 20 6d 6f 64 5f 7@ 65 72 6¢c 2f 32
Response Phrase: Unauthorized 20 58 65 72 6¢c 2f 76 35 2e 31 36
Date: Tue, 21 Jan 2025 07:54:02 GMT\r\n -’2’; z ég ‘;*; ;g ;‘; gg ;i :g 2‘1‘ 29
. £ C
Server: Apac.:he/2.4.6 SCentOS) Op?nSSLll.e.zk fips PHP/7.4.33 mod_perl/2.8.11 Perl/v5.16.3\r\n 72 65 73 68 61 72 &b 2d 73 74 75
WiW-Authenticate: Basic realm="wireshark-students only"\r\n 20 6F 6e 6c 79 22 ©d 0a 43 6f e
Content-Length: 381\r\n 4c 65 6e 67 74 68 3a 20 33 38 31
Keep-Alive: timeout=5, max=10@\r\n v 70 2d 41 6c 69 76 65 3a 20 74 69
5 .
2. When your browser’s sends the HTTP GET message for the second time, what new field
is included in the HTTP GET message?
Answer:
The second HTTP GET request contain two new field which are cache-control and
Authorization as seen in the figure below.
(A]ntw B -+ by
No. Time Source Destination Protocol  Length Info ’ [
3482 34.192294 172.16.131.242 gaia.cs.umass.edu  HTTP 542 GET /wireshark-labs/protected_pages/HTTP-wireshark-file5.html HTTP/1.1
. 7878 68.262151  172.16.131.242 gaia.cs.umass.edu  HTTP GET /wireshark-1abs/protected_pages/HTTP-wireshark-fileS.html HTTR/1.1
6133 47.306303 DIJAH.local fe80: :82ce:62ff: fe2.. HTTP/X.. 994 HTTP/1.1 268
11524 86.887108 172.16.131.242 172.16.131.231 HTTP/X.. 962 HTTP/1.1 208
11541 86.815219 172.16.131.242 172.16.131.121 HTTP/X.. 962 HTTP/1.1 208
11544 86.815231 172.16.131.242 172.16.131.97 HTTP/X.. 943 HTTP/1.1 208
11592 86.825479 172.16.131.242 172.16.131.97 HTTP/X.. 943 HTTP/1.1 208
11598 86.826487 172.16.131.242 172.16.131.85 HTTP/X.. 943 HTTP/1.1 208
11624 86.830624 172.16.131.242 172.16.131.231 HTTP/X.. 962 HTTP/1.1 208
116306 86.832604 172.16.131.242 172.16.131.14 HTTP/X.. 943 HTTP/1.1 208
11675 86.840337 172.16.131.242 172.16.131.166 HTTP/X.. 943 HTTP/1.1 208
11703 86.845169 172.16.131.242 172.16.131.85 HTTP/X.. 943 HTTP/1.1 208
11716 RA RATIRR 172 16 131 242 172 1A 131 121 HTTR/Y QR7 HTTP/1 1 20A

€@ 62 6b al be 4f c4 65
82 65 ab 87 48 00 80 €6
5 8c dc 87 98 50 64 ¢
82 81 4d 1c 0@ 8@ 47 45
68 61 72 6b 2d 6c 61 62
74 65 64 5f 78 61 67 65
69 72 65 73 68 61 72 6b
74 Bd 6c 20 48 54 54 58
73 74 3a 28 67 61 69 61
73 2e 65 64 75 od 0a 43
3a 28 6b 65 65 78 2d
63 68 65 2d 43 6f 6
2d 61 67 65 3d 38 ed
61 74 63 6F 6e 3a 20
79 5a 58 de 6f 59 58
6¢ 62 6e 52 7a 4f &d
3d ed @z 55 78 67 72

9t 91 £c ad £a er T

Frame 7878: 627 bytes on wire (5816 bits), 627 bytes captured (5816 bits) on interface \Device\NPF_{F2E785B6-7E68 ~
Ethernet II, Src: HewlettPacka 0d:89:05 (c4:65:16:0d:89:05), Dst: Cisco_al:b@:4f (c@:62:6b:al:bo:4f)
Internet Protocol Version 4, Src: 172.16.131.242 (172.16.131.242), Dst: gaia.cs.umass.edu (128.119.245.12)
Transmission Control Protocol, Src Port: 56327, Dst Port: 89, Seq: 1, Ack: 1, Len: 573
Hypertext Transfer Protocol
v GET /wireshark-labs/protected_pages/HTTP-wireshark-fileS.html HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET /wireshark-labs/protected pages/HTTP-wireshark-file5.html HTTP/1.1\r\n]
Request Method: GET
Request URL: /wireshark-labs/protected_pages/HTTP-wireshark-files.html
Request Version: HTTP/1.1
Host: gaia.cs.umass.edu\r\n
Connection: keep-alive\rin
Cache-Control: mex-age=@\r\n
Authorization: Basic d21yZXNoYXIrLXNedwRlbnRzOmS1ldHdvems=\r\n
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.8 (Windows NT 10.9; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.8.8 :v

16 @d 89 @5 88 28 45 2@
a7 84 ac 18 83 f2 88 77
b9 54 9¢ fe le 8 50 18
54 20 2f 77 69 72 65 73
73 2f 7@ 72 6f 74 65 63
73 2f 48 54 54 58 2d 77
2d 66 69 6c 65 35 2e 68
2 31 2e 31 8d @a 48 &F
2e 63 73 2¢ 75 6d 61 73
&f 62 6e 65 63 74 69 6f
€1 6c 69 76 65 8d Ba 43
74 72 6f 6c 3a 20 6d 61
8a 41 75 74 68 6f 72 69
42 61 73 69 63 20 64 32
4a 72 4c 58 de 30 64 57
35 6¢ 64 48 64 76 63 &d
61 64 65 2d 49 6e 73 65

9c £ 73 T4 93 3a 8 21

> Frame (627 bytes)

Basic Credentials (26 bytes)

00
ec
b6
31
65
31
3a
20
65
2e
2e
2e
2e
63
6d
64
74
ed
6d

45 1c
ac 10
56 18
20 34
64 od
20 42
30 32
41 78
6e 74
30 2e
34 2e
30 2e
33 ed
61 74
3d 22
65 6e
65 6e
Qa 4b
65 6f



