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QUESTION:

On a Linux Machine (virtual or physical), install and configure a mail server on a
specific domain, with a Graphical User Interface to send and receive

emails. Create email accounts, send emails from one user to another, and observe
email header details associated with the email. Where is the log file associated with
email transactions? Can you be able to track email details obtained from email
header analysis to the log file?



DEMOSTRATIONS.

Step 1: First update the Linux Machine , then install postfix mail server and
configure it as shown below.
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Postfix Configuration
Please select the mail server configuration type that best meets your needs.

No configuration:

Should be chosen to leave the current configuration unchanged.
Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost.

Satellite system:

All mail is sent to another machine, called a 'smarthost', for
delivery.

Local only:

The only delivered mail is the mail for local users. There is no
network.

General mail configuration type:

No configuration

Internet Site

Internet with smarthost
Satellite system
Local only

<Cancel>

Postfix Configuration
1 f
The 'mail name' is the domain name used to 'qualify' ALL_ mail addresses without a domain name. This includes mail to and from <root>: please do not make your machine send out mail from le.org unless r ple.org
has told you to.

This name will also be used by other programs. It should be the single, fully qualified domain name (FQON)
Thus, if a mail address on the local host is foodexample,org, the correct value for this option would be example.org
System mail name:
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<Cancel>

Step 2: Second is to start postfix in order to make it active also you can enable it
so as to make postfix start automatic after rebooting the machine




Then you can check the status of the mail server to look if postfix is active runnig,
as shown below.
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Step 3: Third is Mutt installation, this is the Graphical User Interface client to
send and receive emails. Then Run it to start creating the email accounts, as shown
below.

libxsimd-dev
numb:
Llibglu:
libibverbsi -dev librados2
to r them.




After running the mutt command ,the graphical user interface will be opened as
seen below.

Click ‘m’ to start writing your email message, then it will allow you to enter the
name of the one you need to sent emails the click enter .




Here you write the message you need to send t your user then click enter

File Actions Edit View Help
qiQuit d:Del u:Undel s:Save m:Mail riReply g:Group 7:Help

Step 4: Fourth is to send the email to user Anna, here you need to click “y”. Then
automatic mail will be sent as shown below.

Note that: Make sure you create the user before start sending emails, the command
to add user is “adduser”.

Example:
$ sudo adduser anna



File Actions Edit View Help

— Mutt: Compose [Approx. msg size: 0.1k Atts: 1]

File Actions Edit View Help

giquit  d:pel s miMail riReply giGroup 7:Help

tti (no mailbox) [Msgs:e]—(threads/date




Step 5: The observation of email header details associated with the email, here we
give our user anna permission so as we can be able to see the emails sent by
kali@kali.org. These are the steps below:

-[/home]

: anna
[sudo] password for kali:

= -[/home]

- '|_5
— -[/home]

—% cd anna

L€ 1s

Step 6: The log file associated with the email transactions is founded to the
another user Anna as the receiver of the email which is /nome/anna/maildir/new.

% cd maildir

~[~/maildir

-[~/maildir]

-[~/maildir/new]
I13011ebM457988.kali 1736619937.V801130126 83292 .kali 73662 2.V801130 346.kali 1736631926.V801I30123¢

~[~/maildir/new]

-[~/maildir/new]

Conclusion: We are able to track email details obtained from email header
analysis to the log file since there is no mismatch of any details, all details are
correct then no any malicious appears.
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