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» Capturing packets from an execution of traceroute.

Answer:
AN 20 I DRE ]+ =aaas
No. Time Source Destination Protocol Length Info == .

CnetTechnolo_73:8d:.. Broadcast ARP 608 Who has 192.168.1.117? Tell 192.168.1.104

4.866867 192.168.1. 2. 1. 174 M-SEARCH
4.868147 .168.1. 2. B 175 M-SEARCH *
.363536 .168.1. 2. a 174 M-SEARCH *
.364799 .168.1. 2. B 175 M-SEARCH *
.864428 .168.1. 2. a 174 M-SEARCH

.168.1. - B 175 M-SEARCH
.163045 5 columbia... response found!)

192.168.1. picard.cs. i response found!)
92.168.1.
response found!)

response found!)
6.257672

. 258750 response found!)

picard.cs. i response found!)

192.168.1.

picard.cs. response found!)

192.168.1.
338804 picard.cs.columbia... ICMP 98 Echo (ping) request id-8x8308, seq=22275/855, ttl=8 (no response found!) =
358388 ICMP 98 Echo (ping) request response found!) —_

370987

Frame 1: 60 bytes on wire (488 bits), 6@ bytes captured (480 bits) eeee ff ff ff ff ff ff 00 86 ad 73 8d ce 08 86 LA
Ethernet II, Src: CnetTechnolo_73:8d:ce (@0:88:ad:73:8d:ce), Dst: Broadcast (ff:ff:ff:ff:ff:ff) 98 0@ @5 04 6@ @1 @0 86 ad 73 &d ce c@ a8 6l 68
Address Resolution Protocol (request) 00 60 69 00 €0 00 cé 28 01 75 00 €0 00 90 60 00
4 00 96 82 00 00 00 20 90 0O 62 00 oe
< >
O 7 ip-ethereal-trace-1 Packets: 380 - Displayed: 380 (100.0%) Profile: Default

> Alook at the captured trace.
1. Select the first ICMP Echo Request message sent by your computer, and expand the
Internet Protocol part of the packet in the packet details window.

Answer:
[-tl icmp [X] .} + hitp
No. Time Source Destination Protocol Length Info &
8 6.163045 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=0x8308, seq=20483/848, ttl=1 (no response found!)
10 6.188629 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=6x@30@, seq=20739/849, ttl=2 (no response found!)
12 6.208597 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=8x030@, seq=20995/85@, ttl=3 (no response found!)
14 6.238695 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=@x@360, seq=21251/851, ttl=4 (no response found!)
16 6.258750 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=6x0300, seq=21567/852, ttl=5 (no response found!)
18 6.288750 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=6x@30@, seq=21763/853, ttl=6 (no response found!)
20 6.308748 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=8x03e@, seq=22019/854, ttl=7 (no response found!)
22 6.338804 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1d=@x@300, seq=22275/855, ttl=8 (no response found!)
23 6.358888 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=6x@300, seq=22531/856, ttl=9 (no response found!)
28 6.388921 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=6x@30@, seq=22787/857, ttl=1@ (no response found!)
29 6.408895 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=8x@30@, seq=23@43/858, ttl=11 (no response found!)
32 6.439037 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1d=0x@36@, seq=23299/859, ttl=12 (no response found!)
33 6.465882 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@300, seq=23555/860, ttl=13 (reply in 35)
39 11.159759 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=6x030@, seq=23811/861, ttl=1 (no response found!)
41 11.185772 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1d=8x030@, seq=24867/862, ttl=2 (no response found!)
43 11.205764 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1d=@x8300, seq=24323/863, ttl=3 (no response found!) v
. 0101 = Header Length: 20 bytes (5) ~ 098 86 25 da af 73 @0 20 0 8a 70 la @8 00 45 @@
Differentiated Services Field: 8x@@ (DSCP: CS@, ECN: Not-ECT) 0010 0 54 32 do @0 @@ o1 81 2d 2c 8 3% ]

Total Length: 84 17 64 8 00 7 ca ©3 @@ 5@ 03 37 32 20 aa aa aa ¢
i 22 a2 32 aa 2a 3a 22 aa 23 32 aa 32 aa aa aa aa
Tdéntification: 6X32d67(13608) a3 aa aa aa a3 a2 aa aa 2aa aa aa a3 aa aa aa aa

209. .... = Flags: oxe aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
...0 0000 0020 0008 = Fragment Offset: @ aa aa
Time to Live: 1
Protocol: ICMP (1)
Header Checksum: @x2d2c [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.102 (192.168.1.102)
Destination Address: picard.cs.columbia.edu (128.59.23.109)
Internet Control Message Protocol @ |53 5




What is the IP address of your computer?

Answer: From the figure above the IP address of the computer is the Source Address that is
192.168.1.102.

2.

S.

Within the IP packet header, what is the value in the upper layer protocol field?
Answer:
From the figure above, the Value in the upper layer protocol field is ICMP (1).

How many bytes are in the IP header? How many bytes are in the payload of the IP
datagram? Explain how you determined the number of payload bytes.

Answer:

From the diagram above there are 20 bytes in the IP header. There are 64 bytes in the
payload of the IP datagram. The number of payload is determined by substracting
Header length(20 bytes) from Total length(84 bytes).

Has this [P datagram been fragmented? Explain how you determined whether or not the
datagram has been fragmented.

Answer:

Yes, the Ip datagram has been fragmented.Because the value of fragment offset is 0.

v+ http

(A]iemp

No. Time Source Destination Protocol Length Info
8 6.163045 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@300, seq=20483/848, ttl=1 (no response found!)
10 6.188629 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request 1d=0x@300, seq=20739/849, ttl=2 (no response found!)
12 6.208597 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@300, seq=20995/850, ttl=3 (no response found!)
14 6.238695 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@300, seq=21251/851, ttl=4 (no response found!)
16 6.258750 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=0x@308, seq=21567/852, ttl=5 (no response found!)
18 6.288750 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=@x@308, seq=21763/853, ttl=6 (no response found!)
20 6.308748 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@300, seq=22019/854, ttl=7 (no response found!)
22 6.338804 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@30@, seq=22275/855, ttl=8 (no response found!)
23 6.358888 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request 1id=0x030@, seq=22531/856, ttl=9 (no response found!)
28 6.388921 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@308, seq=22787/857, ttl=1@ (no response found!)
29 6.408895 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request 1d=0x@308, seq=23043/858, ttl=11 (no response found!)
32 6.439037 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=@x@308, seq=23299/859, ttl=12 (no response found!)
33 6.465882 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x8300, seq=23555/860, ttl=13 (reply in 35)

39 11.159759
41 11.185772

192.168.1.162
192.168.1.102

picard.cs.columbia... ICMP
picard.cs.columbia... ICMP

98 Echo (ping) request id=0x@300, seq=23811/861, ttl=1 (no response found!)
98 Echo (ping) request 1id=0x@308, seq=24067/862, ttl=2 (no response found!)

43 11205764 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@308, seq=24323/863, ttl=3 (no response found!)
.... 0101 = Header Length: 28 bytes (5) A 00 86 25 da af 73 00 20 €@ 8a 70 1a 08 00 45 €0
Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT) oe10 ee 54 32 do [EJCE 01 61 2d 2c cO a8 01 66 80 3b

Total Length: 84
Identification: ©x32de (130e8)

17 64 08 00 f7 ca @3 @0 50 ©3 37 32 20 aa aa aa
33 a3 33 33 33 33 33 aa 233 a3 33 a3 a3 aa a3 aa
@a 33 a3 33 33 33 33 aa 2aa 33 a3 3a a3 aa aa aa

v @09. .... = Flags: @xe aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
@... .... = Reserved bit: Not set aa aa
0. . = Don't fragment: Not set
..0. .... = More fragments: Not set

...0 0000 0000 @00 = Fragment Offset: @

Time to Live: 1

Protocol: ICMP (1)

Header Checksum: ©x2d2c [validation disabled]

[Header checksum status: Unverified] vl

Which fields in the IP datagram always change from one datagram to the next within this
series of ICMP messages sent by your computer?

Answer:

The field in IP datagram that always change from one datagram to another are
Identification and Header Checksum.



6. Which fields stay constant? Which of the fields must stay constant? Which fields must
change? Why?
Answer:
The fields that stay constant are usually the source and destination IP addresses, as
well as the protocol type (ICMP). The Identification field and Header Checksum
must change to uniquely identify each datagram, as it helps in reassembling fragmented
packets.

7. Describe the pattern you see in the values in the Identification field of the IP datagram.
Answer:
The IP header Identification fields increment in sequence with each ICMP Echo (ping)
request.

8. What is the value in the Identification field and the TTL field?
Answer:
The value of identification field is 0x32d0 (13008) and TTL field is 1.

[AT iemp B v+ hap

No. Time Source B Destination Protocol  Length Info
3 128.59.1.41 192.168.1.102

]
]

i 128.59.1.41 19 .1.102
i 6 128.59.1.41 192.168.1.102

me to 1i d in transit)

8 6.163045 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=Bx8300, seq=20483/848, ttl=1 (no response found!)
168 6.188629 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@3@@, seq=20739/849, ttl=2 (no response found!)
12 6.208597 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@3@@, seq=20995/850, ttl=3 (no response found!)
14 6.238695 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@3@@, seq=21251/851, ttl=4 (no response found!)
16 6.258750 192.168.1.102 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@3@@, seq=21567/852, ttl=5 (no response found!)
18 6.28875@ 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=@x@3ee, seq=21763/853, ttl=6 (no response found!)
26 6.308748 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=0x@3ee, seq=22019/854, ttl=7 (no response found!)
22 6.338884 192.168.1.162 picard.cs.columbia... ICHP 98 Echo (ping) request id=@x@3e@, seq=22275/855, ttl=8 (no response found!)
23 6.358888 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@3@, seq=22531/856, ttl=9 (no response found!)
28 6.388921 192.168.1.182 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@30, seq=22787/857, ttl=18 (no response found!)
29 6.498895 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex9300, seq=23643/858, ttl=11 (no response found!)
32 6.439037 192.168.1.162 picard.cs.columbia... ICMP 98 Echo (ping) request id=ex@30, seq=23299/859, ttl=12 (no response found!)
33 6.455882 192.168.1.182 picard.cs.columbia... ICHP 98 Echo (ping) request id=6x@3@@, seq=23555/868, ttl=13 (reply in 35) -
0160 .... = Version: 4 A 00 86 25 da af 73 @0 20 =B 8a 70 1a 98 00 45 88
... 8181 = Header Length: 20 bytes (5) 0 54 32 do 06 0 01 81 2d 2c cd a8 01 66 80 3b
Differentisted Services Field: @xe@ (DSCP: €58, ECN: Not-ECT) oon) 1 585 o8 7 ca 03 08 2 ,
(kM2 a3 aa aa a3 a2 a3 aa aa aa aa 3a aa aa aa aj
Total Length: 84 :Mllaa aa az aa 2a aa aa aa aa aa aa @a a3 aa aa a3
Tdentification: @x32de (13008) Z:Ml2a a3 a2 a2 23 a3 a3 aa aa a3 aa 2a a3 aa aa ag
v 008. .... = Flags: 0x@ 8860

.. = Reserved bit: Not set

.. = Don't fragment: Not set

..@. .... = More fragments: Not set

...0 0OOQ PePe 2008 = Fragment Offset: @

Time to Live: 1

Protocol: ICMP (1)

Header Checksum: @x2d2c [validation disabled] vll< 5

© 7 identification (ipid), 2 bytes Packets: 380 - Displayed: 221 (58.2%) Profile: Default

9. Do these values remain unchanged for all of the ICMP TTL-exceeded replies sent to your
computer by the nearest (first hop) router? Why?
Answer:
TTL field is unchanged, because the TTL for the first hop router is always the same. But
the identification number is different even if the TTL for the first hop router is always the
same.



» Fragmentation.

10. Find the first ICMP Echo Request message that was sent by your computer after you
changed the Packet Size in pingplotter to be 2000. Has that message been fragmented
across more than one [P datagram? [Note: if you find your packet has not been
fragmented, you should download the zip file http://gaia.cs.umass.edu/wireshark-
labs/wireshark-traces.zip and extract the ipethereal-trace-1packet trace. If your computer
has an Ethernet interface, a packet size of 2000 should cause fragmentation.3].

Answer:
Yes, that message has been fragmented across two [P datagram 1480 and 528 as
highlighted in the diagram below 2 IPv4 fragments (2008 bytes).

[Wicmp [BED -]+ ¢+

No. Source Destination Protocol  Lengtt Info =

192.168.1.182

ed (Time to live exceeded i

89 15 499919 picard.cs.columbia... 192.168.1.102 ICMP 98 Echo (ping) reply id=8x8308, seq=30211/886, ttl= 242 (request in 87)
‘ 93 28.. 442185 192.168.1.102 picard.cs.columbia... ICMP 562 Echo (pmg) request id=0x@3ee, seq-mswss:', ttl=1 (no response found!)

6 -l 192.168.1.102 Icmp 78 Time-to-live ed (Time to live
95 28.471338 192.168.1.182 picard.cs.columbia... 562 Echo (ping) request id=ex@3ee, seq—aam/asa ttl=2 (no response found!)
98 28.491323 192.168.1.102 picard.cs.columbia... ICMP 562 Echo (ping) request id=0x8380, seq=30979/889, ttl=3 (no response found!)
100 28.521393 192.168.1.1082 picard.cs.columbia... ICMP 562 Echn (pmg) r-equest 1d=8x030@, seq=31235/898, ttl=4 (no response found!)

8 di. 192.168.1.102 ed (Time to live

xceeded in transit)

182 20 SA1ATA 187 128 1 123 nirand re ralumkia  TOMD 523 Erha [ninm) masuact id-Ov0I00 £an-21401/801 ++1-5 (nn racnanca faundl) —

.@.. .... = Don't fragment: Not set ~ | eeee 08 @0 do c6 03 00 77 63 ERNECEPLIEEREEIEEREEREE
..8. .... = More fragments: Not set [i-Maa aa aa aa aa a3 a2 2a 233 2a aa aa aa aa aa ag

...0 0000 1011 1081 = Fragment Offset: 1480 [-Crl:Bllaa aa aa aa aa aa aa 33 aa aa aa 3a aa a3 aa a3

N . [E-Mllaa 33 a3 aa aa 3a as 33 aa aa aa aa aa aa aa aa|
1L L) [CICMa2 22 aa aa aa 2a aa aa aa aa a2 aa aa 2a 2a a2
Protocol: ICHMP (1) [EEMa2 32 2 2 2a a3 a3 aa a3 aa as aa aa 23 a3 a3
Header Checksum: @x2a7a [validation disabled] EMae 2a a2 22 aa 2a a2 aa 23 a3 a2 aa a2 aa a2 aa
[Header checksum status: Unverified] oMoz a2 aa a2 aa aa aa aa a3 aa aa aa aa aa aa a3
Source Address: 192,168.1,102 (192.168.1,102) R e e e e e e e

. . . . [c:E:Maa a3 a3 a2 a3 23 a2 23 23 22 a3 aa aa a3 33 ag
Destination Address: picard.cs.columbia.edu (128.59.23.1e@) PEYN . 22 a2 22 23 33 23 3@ a3 23 33 3a 83 43 33 a3
[2 IPv4 Fragments (208 bytes): #92(1480), #93(528)] [l Moz aa aa aa aa aa aa aa @a aa aa aa aa aa aa ag

v Internet Control Message Protocol CEMa: aa aa aa aa aa aa aa aa aa aa aa aa aa aa ag
Type: 8 (Echo (ping) request) [ELEMNa: a2 aa aa aa aa aa aa aa aa aa aa aa aa aa ag
Code: @ [CEECRNaa aa a2 aa aa 2a a2 aa aa aa aa 2a a2 aa aa ag
(Ei-Mla: aa aa aa aa aa aa aa aa aa aa aa aa aa aa ag
Checksum: @xd@cé [correct] BTN 22 25 52 22 A% a3 82 22
[Checksum Status: Good] Jb:MMaa aa aa aa aa aa aa aa
Identifier (BE): 768 (@x@3ee) iF:M=a aa aa aa aa aa aa aa
Identifier (LE): 3 (@xeee3) (i lllae a2 aa aa aa aa aa aa

[3C1:Maa aa aa a3 aa a3 aa 33 aa aa 3a 3a a3a aa aa a3

Sequence Number (BE): 3847 (ex7763) [3b1:Mlaa aa aa aa aa aa aa a3 aa aa aa aa aa aa aa ag

Sequence Number (LE): 887 (@x8377)

[No response seen]
v Data (2000 bytes) v Frame (562 bytes)  Reassembled IPv4 (2008 bytes)

<

11. Print out the first fragment of the fragmented IP datagram. What information in the IP
header indicates that the datagram been fragmented? What information in the IP header
indicates whether this is the first fragment versus a latter fragment? How long is this IP
datagram?

Answer:

The fact that the flag is set for more segments shows that the the datagram has been fragmented
(see above).The fragment offset is set to 0 indicating that this is the first fragment rather than a
latter fragment where that value is set to (1480). The datagram has a total length of 1500.

12. Print out the second fragment of the fragmented IP datagram. What information in the IP
header indicates that this is not the first datagram fragment? Are the more fragments?
How can you tell?

Answer:
The second fragment is obvious because it now has a a fragment offset of 1480. There
are no more fragments because it no longer has a flag set for more fragments.



Time Source Destination Protocol Length Info
1085 28.571603 192.168.1.102 picard.cs.columbia... ICMP 562 Echo (ping) request id=ex@300, seq=31747/892, ttl=6 (no response found!)
183 28.541476 192.168.1.102 picard.cs.columbia... ICMP 562 Echo (ping) request id=ex@8300, 1491/891, ttl=5 (no response found!)

c-24-218-8-15
.521393 192.168.1.102 picard.cs.columbia... Echo (ping) request 1235/89@, ttl=4 (no response found!)
98 28.491323 192.168.1.102 picard.cs.columbia... 562 Echo (ping) request 1id=0x0300, seq=30979/889, ttl=3 (no response found!)
96 28.471338 192.168.1.102 picard.cs.columbia 562 Echo (ping) request 1d=0x0300, 0723/888, ttl=2 (no response found!)
6 10.216.228.1 . .10 N 70 Ti >

192.168.1.102 Z 562 Echo (ping) request id=0x8300, response found!)
.499919 picard.cs.columbia... 192.168.1. Echo (ping) reply id=0x0300,
.46 3 28. Z .168.1. -live
.463382 192.168.1.102 picard.cs.columbia... Echo (ping) request 1d=0x@300,
192.168.1.102 picard.cs i Echo (ping) request 1id=0x@300,

Frame 93: 562 bytes on wire (4496 bits), 562 bytes captured (4496 bits) ~|| @810 @2 24 32 f9 01 01 2a 7a c@ a8 1 66 80 3
Ethernet II, Src: ActiontecEle_8a:78:1a (00:20:e0:8a:70:1a), Dst: LinksysGroup_da:af:73 (00:06:25:da:af:73) 17 64 aa aa aa a3 aa aa 33 33 aa aa aa a3 aa a
| v Internet Protocol Version 4, Src: 192.168.1.102 (192.168.1.162), Dst: picard.cs.columbia.edu (128.59.23.100) InSeOnAmAR mIR AR MMM SR dn gn A
= a3 aa aa aa aa aa aa aa aa a3 aa aa aa aa aa a

0100 .... = Version: 4 23 aa aa aa aa aa aa aa aa aa a3 aa a3 aa aa a

- 0101 = Header Length: 20 bytes (5) a3 aa aa aa aa aa aa aa aa aa aa aa aa aa aa a
Differentiated Services Field: ©x@@ (DSCP: CS@, ECN: Not-ECT) 37 23 aa aa aa aa a3 a3 aa a2 aa a3 aa aa aa aa a
Total Length: 548 950 aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa a
Identification: @x32f9 (1349) 2a aa aa aa aa aa aa aa aa aa aa aa aa aa aa a

% aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa a

v 000. .... = Flags: @xo . aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa a
e = Reserved bit: Not set a3 aa aa aa aa 3a aa aa aa a3 aa aa a3 aa aa a

Bee e = Don't fragment: Not set 33 33 33 33 33 33 33 @aa 23 33 23 3a a3 aa a3 a

..0. .... = More fragments: Not set “0 aa aa aa aa aa aa aa aa a3 aa aa aa aa aa aa a

...0 0600 1011 1001 = Fragment Offset: 1480 70 aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa a
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa a

Time to Live: 1
Protocol: ICMP (1)

Hazdar Charkeum: OvJa7a Tualidatinn dicahladl

<

v | Frame (562 bytes) Reassembled IPv4 (2008 bytes)

13. What fields change in the IP header between the first and second fragment?
Answer:
The fields that change are Total Length and Flags Set.

14. How many fragments were created from the original datagram?
Answer:
After switching to 3500 bytes, 3 fragements are created.

15. What fields change in the IP header among the fragments
Answer:
The fields that change are the fragment offset (0, 1480, 2960) and checksum. The first 2
packets also have lengths of 1500 and more fragments flags set, while the last fragment is
shorter (548) and does not have a flag set.

[Wicmp = -]+
No. Time Source Destination Protacol  Length Info 4
289 48.601248 192.168.1.102 picard.cs. - ICMP 582 Echo (ping) request id=8x83@8, seq=45859/944, ttl=6 (no response found!) !
286 48.571186 192.168.1.102 picard.cs. 582 Echo (ping) request id=exe36e, seq=44803/943, ttl=5 (no response found!) ]
283 48.551534 192.168.1.182 picard.cs. 582 Echo (ping) request id=exe3ee, seq=44547/942, ttlsd (no response found!) H
280 48.520030 192.168.1.102 picard.cs. 582 Echo (ping) request . 52q=44291/941, ttl=3 (no response found!) H
277 48.501025 192. 1 picard.cs. 582 Echo (ping) request , Seq=44835/948, (no response found!) ]

More fragments: Not set -
...e @@e1 €111 @ele = Fragment Offset: 296@
Time to Live: 1
Protocol: ICMP (1)
Header Checksum: ex2976 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.182 (192.168.1.182)
Destination Address: picard.cs.columbia.edu (125.59.23.188)
[3 IPva Fragments (3508 bytes): #271(148e), #272(148@), #273(s548)]

~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @xdbcc [correct]
[Checksum Status: Good]
Identifier (BE): 768 (@x@3ee)
Identifier (LE): 3 (@x0003)
Sequence Mumber (BE): 43779 (8xab83)
Sequence Number (LE): 939 (@xesab)
[No response sean] <
Data (3508 bytes) + | Reassembled IPva (3508 bytes)
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