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1. What is the IP address of the client?
ANSWER
The IP address of the client is 192.168.1.100
[image: ]


2. The client actually communicate with several different Google servers in order to implement “safe browsing.” (See extra credit section at the end of this lab). The main Google server that will serve up the main Google web page has IP address 64.233.169.104. In order to display only those frames containing HTTP messages that are sent to/from this Google, server, enter the expression “http && ip.addr == 64.233.169.104” (without quotes) into the Filter: field in Wireshark .
     [image: A screenshot of a computer

Description automatically generated]


3. Consider now the HTTP GET sent from the client to the Google server (whose IP address is IP address 64.233.169.104) at time 7.109267. What are the source and destination IP addresses and TCP source and destination ports on the IP datagram carrying this HTTP GET?.
ANSWER
Source IP address:           192.168.100.1
Destination IP address:   64.233.169.104
TCP source port is: 4335
TCP destination port is: 80



[image: ]

4. At what time is the corresponding 200 OK HTTP message received from the Google server? What are the source and destination IP addresses and TCP source and destination ports on the IP datagram carrying this HTTP 200 OK message?
Answer 
At a time of 0.232656 the 200 OK HTTP message received from google
Source Ip address is:             74.125.91.113  
Destination Ip address is:     71.192.34.104

TCP source port is:              80
TCP destination port is:    4330
 [image: ]




5. Recall that before a GET command can be sent to an HTTP server, TCP must first set up a connection using the three-way SYN/ACK handshake. At what time is the client-to-server TCP SYN segment sent that sets up the connection used by the GET sent at time 7.109267? What are the source and destination IP addresses and source and destination ports for the TCP SYN segment? What are the source and destination IP addresses and source and destination ports of the ACK sent in response to the SYN. At what time is this ACK received at the client? (Note: to find these segments you will need to clear the Filter expression you entered above in step 2. If you enter the filter “tcp”, only TCP segments will be displayed by Wireshark).
In the following we’ll focus on the two HTTP messages (GET and 200 OK) and the TCP SYN and ACK segments identified above. Our goal below will be to locate these two HTTP messages and two TCP segments in the trace file (NAT_ISP_side) captured on the link between the router and the ISP. Because these captured frames will have already been forwarded through the NAT router, some of the IP address and port numbers will have been changed as a result of NAT translation. Open the NAT_ISP_side. Note that the time stamps in this file and in NAT_home_side are not synchronized since the packet captures at the two locations shown in Figure 1 were not started simultaneously. (Indeed, you should discover that the timestamps of a packet captured at the ISP link is actually less that the timestamp of the packet captured at the client PC).

Answer
Source IP address: 71.192.34.104
Destination IP address: 64.233.169.104
Source port is: 4337
Destination port is: 80
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Time stamp
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6. In the NAT_ISP_side trace file, find the HTTP GET message was sent from the client to the Google server at time 7.109267 (where t=7.109267 is time at which this was sent as recorded in the NAT_home_side trace file). At what time does this message appear in the NAT_ISP_side trace file? What are the source and destination IP addresses and TCP source and destination ports on the IP datagram carrying this HTTP GET (as recording in the NAT_ISP_side trace file)? Which of these fields are the same, and which are different, than in your answer to question 3 above?
ANSWER
· Same:
· Destination IP (Google server: 64.233.169.104). 
· Destination Port (HTTP port 80).
· Different:
· Source IP: NAT translates the client's original IP to a different public IP in the NAT_ISP trace. Likely different due to NAT.
· Source Port: The NAT process changes the source port for outgoing connections.
[image: ]
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7. Are any fields in the HTTP GET message changed? Which of the following fields in the IP datagram carrying the HTTP GET are changed: Version, Header Length, Flags, Checksum. If any of these fields have changed, give a reason (in one sentence) stating why this field needed to change.
ANSWER
Checksum changes because the source IP was modified by NAT).
· If any fields are changed, they are likely modified by the NAT process, particularly:
· Checksum: Changes due to NAT modifying the source IP address.
· Flags: Could change if fragmentation occurs during NAT transmission (though this is less common).
· Other fields like Version and Header Length are typically not affected by NAT.
[image: ]
[image: ]

8. In the NAT_ISP_side trace file, at what time is the first 200 OK HTTP message received from the Google server? What are the source and destination IP addresses and TCP source and destination ports on the IP datagram carrying this HTTP 200 OK message? Which of these fields are the same, and which are different than your answer to question 4 above?
ANSWER
· Same fields:
· Source IP: The Google server’s IP (74.125.91.113) remains unchanged.
· TCP Source Port: The Google server's HTTP port (80) remains unchanged.
· Different fields:
· Destination IP: The client’s IP (71.192.34.104) in NAT_home is replaced with the NAT-translated IP in NAT_ISP.
· TCP Destination Port: The client’s source port (4330) in NAT_home is replaced with the NAT-translated port in NAT_ISP.

[image: ]

9. In the NAT_ISP_side trace file, at what time were the client-to-server TCP SYN segment and the server-to-client TCP ACK segment corresponding to the segments in question 5 above captured? What are the source and destination IP addresses and source and destination ports for these two segments? Which of these fields are the same, and which are different than your answer to question 5 above?
ANSWER
Source IP address: 71.192.34.104
Destination IP address: 74.125.106.31
Source port is: 4331
Destination port is: 80

· Same fields:
· Source IP for SYN: The destination (Google servers IP) remains the same.
· Destination Port for SYN and ACK: The server port 80 is the same.
· Different fields:
· Source IP (for SYN): The client’s original IP in NAT_home side is replaced with the NAT-translated public IP.
· Source Port (for SYN): The client’s original source port is replaced with the NAT-translated port.
· Destination IP (for ACK): The client’s original IP is replaced with the NAT-translated public IP.
· Destination Port (for ACK): The original client port is replaced with the NAT-translated port.
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A NAT ISP side.pcap
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AD A REARBE Q¢e>2EF LM E QAQaamER

No. Time Source Destination

Protoc * Length Info

6.613690

Frame 140: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) 00 0e d6 bf 6c 01 00 08 74 Af 36 23 08 00 4
Ethernet II, Src: Dell 4f:36:23 (00:08:74:4f:36:23), Dst: Cisco_bf:6c:01 (00:@e: 80 34 a2 5 40 @0 7f 06 04 65 47 O 22 68 4
Internet Protocol Version 4, Sr a9 68 10 1 00 50 8a ad 08 d4 00 00 00 00 8
Ff £f 75 da 0 @0 62 04 05 b4 01 03 03 02

Source Port: 4337 @ e

Destination Port: 80

[Stream index: 4]
» [Conversation completeness: Incomplete, DATA (15)]

[TCP Segment Len: @]

Sequence Number: ©  (relative sequence number)

Sequence Number (raw): 2326595796
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): O
Header Length: 32 bytes (8)

Window: 65535

[Calculated window size: 65535]
Checksum: @x75da [unverified]
[Checksunm Status: Unverified]
Urgent Pointer: @
» Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-O
~ [Timestamps]
[Time since first frame in this TCP stream: 0.600000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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~ [Timestamps]
[Time
[Time
[SEQ/ACK
[4RTT:
[Bytes

[Bytes sent since last PSH flag: 635]
TCP payload (635 bytes)

since first frame in this TCP stream: ©.033610000 seconds]
since previous frame in this TCP stream: ©.000214600 seconds]
analysis]

©.033396000 seconds]

in flight: 635]
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NAT_ISP_side.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG R ERE A¢e>2EFLE E AaQaaEE
http.requestmethod=="GET"

No.

Time. Source Destination Protocol Length Info

ng/rd/goog-malua
ng/rd/goog-malua
ng/rd/goog
ng/rd/goog-pl

/images/nav_logo7.png HTTP/1.1

ebhpgac
/favicon.ico HTTP/1.1

» Frame 85: 689 bytes on wire (5512 bits), 689 bytes captured (5512 bits) = 00 oe d
» Ethernet II, Src: Dell 4f:36:23 (00:08:74:4f:36:23), Dst: Cisco_b 1 (00:0 02 a3 a
» Internet Protocol Version 4, Src: 71.192.34.104, Dst: 64.233.169.104 a9 68 1

~ Transmission Control Protocol, Src Port: 4335, Dst Port: 80, Seq: 1, Ack: 1, Len: 635 fe 14 3i
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e
~ [Timestamps]
[Time since first frame in this TCP stream: ©.033693000 seconds]
[Time since previous frame in this TCP stream: ©.000414000 seconds]
» [SEQ/ACK analysis]
TCP payload (635 bytes)
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£ NAT home_side.pcap

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

ADAQG RARE Re>=EF I M Qaamm

http
No. Time Source Destination Protocol Length Info
— 7.109267 192.168.1.100 [ZIPEERTN HTTP 689 GET / HTTP/1.1
1 7.682361 192.168.1.100 64.233.169.104 GET /csi?v=3&s=webhp&action=_&tran=undefined&e=17259,21588,21766,21
94 7.492324 192.168.1.100 64.233.169.104 HTTP 695 GET /extern_chrome/ee36edbd3c16a1c5.js HTTP/1.1
75 7.370185 192.168.1.100 64.233.169.104 HTTP 809 GET /extern_js/f/CgI1bhICdXMrMAGANUATLCswDIgHLCswF jgQLCSWF zgDL CswGDy
| 122 7.709490 192.168.1.100 64.233.169.104 HTTP 670 GET /favicon.ico HTTP/1.1
| 104 7.573305 192.168.1.100 74.125.91.113 HTTP 709 GET /generate_204 HTTP/1.1
107 7.652836 192.168.1.100 64.233.169.104 HTTP 712 GET /images/nav_logo7.png HTTP/1.1
62 7.281399 192.168.1.100 64.233.169.104 HTTP 719 GET /intl/en_ALL/images/logo.gif HTTP/1.1
41 1.976996 192.168.1.100 74.125.106.31 HTTP 772 GET /safebrowsing/rd/goog-malware-shavar_a_14466-14470.14466 . 14467
20 1.572315 192.168.1.100 74.125.106.31 HTTP 767 GET /safebrowsing/rd/goog-malware-shavar_s_15361-15365.15361-15365.
45 2.044751 192.168.1.100 74.125.106.31 HTTP 776 GET /safebrowsing/rd/goog-phish-shavar_a_67721-67760.67721-67729.6
43 2.014105 192.168.1.100 74.125.106.31 HTTP 776 GET /safebrowsing/rd/goog-phish-shavar_s_48291-48300.48291-48295.48:
73 7.349451 64.233.169.104 192.168.1.100 HTTP 226 HTTP/1.1 200 OK (GIF89a)
119 7.685786 64.233.169.104 192.168.1.100 HTTP 1359 HTTP/1.1 208 OK (PNG)
39 1.677779 74.125.106.31 192.168.1. HTTP 651 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
42 2.000629 74.125.106.31 HTTP 881 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
24 2.038247 74.125.106.31 HTTP 526 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
46 2.064877 74.125.106.31 192.168.1.100 HTTP 1089 HTTP/1.1 208 OK (application/vnd.google. safebrowsing-chunk)
11 1.274062 74.125.91.113 192.168.1.100 HTTP 853 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-update)
1 7.763501 64.233.169.104 192.168.1. HTTP/1.1 200 OK (image/x-icon)

Ethernet II, Src: HonHaiPrecis_0d:ca:8f (00:22:68:0d:ca:8f), Dst
Internet Protocol Version 4, Src: 192.168.1.10€

Transmission Control Protocol, Src Port: 4335, Dst Port: 80, Seq
Source Port: 4335

Destination Port: 80
[Stream index: 2]
Conversation completeness: Incomplete
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A NAT_home side.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AD A REARBE Q¢e>2EF LM E QAQaamER

N http

No. Time. Source Destination Protocol Length Info

HTTP/1.1

» Frame 75: 809 bytes on wire (6472 bits), 809 bytes captured (6472 bits) B @0 22 6b 45 1f 1b 00 22 68 @d ca 8f 03 00 45 00 - "KE. -
» Ethernet II, Src: HonHaiPrecis @d:ca:8f (00:22:68:0d:ca:8f), Dst: Ciscolinksys 45:1f:1b (00:22:6b:45:1 03 1b a2 bd 40 00 80 06 a8 cl cO a8 O1 64 40 e9 @
~ Internet Protocol Version 4, Src: 192.168.1.100, Dst: 64.233.169.104 a9 68 10 ef 00 50 f8 32 3b f9 e9 4f 69 26 50 18 -h- - P

0100 .... - Version: 4 fe 14 af 6b 00 00 47 45 54 20 2f 65 78 74 65 72 k-G

<... 0101 - Header Length: 20 bytes (5) 6e 5f 6a 73 2f 66 2f 43 67 4a 6 62 68 49 43 64  n_js/f/!

» Differentiated Services Field: 0x@0 (DSCP: CS@, ECN: Not-ECT) S 4] 7 Aol AEL (5 36 A 55 AL AD) A A5 7A) 7 A4 LTiEed

Total Length: 795 Ta 67 aa se 83 73 77 47 48 67 45 4c 43 73 77 47 Jeplcow
e ! a c 2gDLCs

N ;‘:s"tlh(a:l‘;;;gg’fa::g (;i:?:)fragme"t 54 67 4a 4c 43 73 77 48 54 67 5a 4c 43 73 77 4a  TgILCsu

s S i 54 6a 4a 69 41 45 73 4b 7a 41 6d 4 41 55 73 4b  T3IiAEs!

ood® AL GEED CEED & (rp i R O 7a 41 6e 4F 41 49 73 4b 7a 41 71 4 41 45 73 4b  zAnOATs|

TECE ) avee 12 7a 41 72 4f 41 51 73 4b 7a 41 38 Af 41 41 73 2f  zArOAQs!

Protocol: TCP (6) 51 36 4d 5a 50 32 6e 36 44 39 4d 2e 6a 73 20 48  Q6MZP2n

Header Checksum: @xa8cl [validation disabled] 54 54 50 2f 31 2e 31 6d 0a 48 6f 73 74 3a 20 77  TTP/1.1

[Header checksum status: Unverified] 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d Od @a 55 ww.goog

Source Address: 192.168.1.100 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c  ser-Agel
Destination Address: 64.233.169.104 6c 61 2f 35 2e 30 20 28 57 69 6e 64 6f 77 73 3b  1a/5.0

[Stream index: 5] 20 55 3b 20 57 69 6e 64 G6f 77 73 20 4e 54 20 35 U; MWin

~ Transmission Control Protocol, Src Port: 4335, Dst Port: 80, Seq: 1301, Ack: 12434, Len: 755 2e 31 3b 20 65 6e 2d 55 53 3b 20 72 76 3a 31 2 .1; gn;l
Sromee Fers (EED 39 2e 30 2e 31 34 29 20 47 65 63 6b 6f 2f 32 30 9.0.14

Destination Port: 80 30 39 30 38 32 37 30 37 20 46 69 72 65 66 6f 78 0908270

[Strean index: 2] 2f 33 2e 30 2e 31 34 20 28 2e 4e 45 54 20 43 4c  /3.0.14

52 20 33 2e 35 2e 33 30 37 32 39 29 0d @a 41 63

R 3.5.3

» [Conversation completeness: Incomplete, DATA (15)]

[TCP Segment Len: 755] ggg

Sequence Number: 1301  (relative sequence number) G

Sequence Number (raw): 4164041721

[Next Sequence Number: 2056  (relative sequence number)]

Acknowledgment Number: 12434  (relative ack number)

Acknowledgment number (raw): 3914295599

0101 .... = Header Length: 20 bytes (5) 37 2c 2a 3b 71 3d 30 2e 37 @d @a 4b 65 65 70 2d
» Flags: @x018 (PSH, ACK) 41 6c 69 76 65 3a 20 33 30 30 od 0a 43 6f 6e 6e

Window: 65044 65 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61 6c 69

[Calculated window size: 260176] 76 65 @d @a 52 65 66 65 72 65 72 3a 20 68 74 74

[Window size scaling factor: 4] - 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63

. . CE 4 2 0d Oa A3 £€ £€ Eh FQ EC 24 96 T@ £ AT
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ADAG R ERE A¢e>2EFLE E AaQaaEE
N http

No. Time. Source Destination Protocol Length Info

44 0.996890 71.192.34.104 OK__(application/vnd.google.safebrowsing-chunk)

» Frame 44: 526 bytes on wire (4208 bits), 526 bytes captured (4208 bits) = ds b
» Ethernet II, Src: Cisco_bf:6c:01 (00:@e:d6:bf:6c:01), Dst: Dell 4f:36:23 (00:08: a2 7
~ Internet Protocol Version 4, Src: 74.125.106.31, Dst: 71.192.34.104 da 9
0100 .... = Version: 4 e
. 0101 = Header Length: 20 bytes (5) 616
) Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT) &7
Total Length: 512 jeabe) H6l

Identification: 0x819c (33180) gg;g

» @10. .... = Flags: 6x2, Don't fragment oo
... 0000 0000 0000 = Fragment Offset: @ (e ST G
T o Lavee S 75 6e 2c 20 32 30 20 53 65 7
Protocol: TCP (6) 32 30 3a 34 32 3a 34 34 20 4
Header Checksum: @xa277 [validation disabled] 74 65 3a 20 53 75 Ge 2c 20 3
[Header checksum status: Unverified] 32 30 30 39 20 32 30 3a 34 3
Source Address: 74.125.106.31 54 6d @a 53 65 72 76 65 72 3
Destination Address: 71.192.34.104 73 65 72 76 65 72 20 28 75 6
[Stream index: 2] od 0a 43 6f 6e 74 65 6e 74 2
~ Transmission Control Protocol, Src Port: 80, Dst Port: 4331, Seq: 18945, Ack: 2154, Len: 472 3a 20 32 32 39 od @a ed 0a 7
Source Port: 80 3a 34 3a 33 39 0a 1c 9 316
Destination Port: 4331 Ao Ly 5 ol 5o 2 6B Gl GO G
[Stream index: 1] 0a £7 23 b3 01 00 01 06 a5 3
» [Conversation completeness: Incomplete, DATA (15)] 38 32 39 32 3a 34 3a 36 35 @
01 08 82 e4 0a 88 25 2c 2a 2

[TCP Segment Len: 472]

. 0a ba ec 88 ac f0 51 02 01 0
Sequence Number: 18945  (relative sequence number) VD 51 (13 5 oo (5 DGR 63 €
Sequence Number (raw): 3015693467 o o) GiL G 5L G Gh B G o
[Next Sequence Number: 19417  (relative sequence number)] e R
Acknowledgment Number: 2154  (relative ack number) o6 da 6f 34 ba 00 01 07 ed
Acknowledgment number (raw): 1474855178 ae 01 00 01 08 7b f1 6e 64 e
- = Header Length: 20 bytes (5) 34 3a 34 3a 31 33 @a f5 3e c
> 0x018 (PSH, ACK) 76 4b 2d 16 73 3a 34 38 32 3
Window: 159 0a 5 3e c3 cb 01 60 01 08 8

[Calculated window size: 10176]
[Window size scaling factor: 64]
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ADAG R ERE A¢e>2EFLE E AaQaaEE
M http.response.code==200

No. Time. Source Destination Protocol Length Info

PIG
ppli

appl.
ppl.

appl.

ppl.

image,

) Frame 103: 226 bytes on wire (1808 bits), 226 bytes captured (1808 bits) ] 00 08 74 4f 36 23 00

» Ethernet IT, Src: Cisco_bf:6c:01 (@0:@e:d6:bf:6c:01), Dst: Dell 4f:36:23 (00:08:74:4f:36:23) 80 da 6 26 00 00 33

~ Internet Protocol Version 4, Src: 64.233.169.104, Dst: 71.192.34.104 22 68 00 50 10 ef €9 -
0100 .... = Version: 4 80 82 9 1a 00 00 30

3f ef fc a7 @0 62 c5
8c db 41 @e 66 20 3b
66 3b bc 46 Se 4 82
3c 5 5a 66 04 86 36
d1 44 be c5 a7 35 05

0101 = Header Length: 20 bytes (5)

» Differentiated Services Field: @x20 (DSCP: CS1, ECN: Not-ECT)
Total Length: 212
TIdentification: @xf626 (63014)

» @00. .... = Flags: 0x@ e2 9d f6 c3 3f 70 7f
...0 0000 0OEO 0000 = Fragment Offse ad 5f 63 e6 69 e2 47
Time to Live: 51 €9 ea 34 b9 71 92 7e -
Protocol: TCP (6) 27 7f f9 cd ef 17 94 -
Header Checksum: @x3c64 [validation disabled] 7e £8 7 5F fe b4 7 -
[Header checksum status: Unverified] 00 3b

Source Address: 64.233.169.104
Destination Address: 71.192.34.104
[Stream index: 7]
~ Transmission Control Protocol, Src Port: 8@, Dst Port: 4335, Seq: 12262, Ack: 1301, Len: 172
Source Port: 80
Destination Port: 4335
[Stream index: 2]
» [Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: 172]
Sequence Number: 12262  (relative sequence number)
Sequence Number (raw): 3914295418
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ADAG R ERE A¢e>2EFLE E AaQaaEE

tepflags.syr

No. Time Source Destination Protoc * Length Info

[SYN]
[SYN,
71.192.34.104.
74.125.106.31

74.125.106.31 . c in=729 [TCP PDU reassemble
74.125.106.31 . c i 6 460 [TCP PDU reassem
74.125.106.31 . c 6 460 [TCP PDU
71.192.34.104 .125. c 6 60176 Len=0
74.125.106.31 . c 296 Len=1460 [TCP PDU
74.125.106.31 . c 6 460 [TCP PDU reassem
74.125.106.31 . c 296 Len=1460 [TCP PDU reassem
71.192.34.104
71.192.34.104 .125. c 8761 Win=260176 Len=0
74.125.106.31 . c Win=7296 Len=1460 [TCP PDU reassem
74.125.106.31 . c ACK] Seq=10221 Ack=714 Win=7296 Len=1460 [TCP PDU r
74.125.106.31 . o 14 Win=7296 Len=1460 [TCP PDU reasse
El
» Frame 18: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) @0 0o d6 bf 6c 01 00 08 74 4f :
» Ethernet II, Src: Dell 4f:36:23 (00:08:74:4f:36:23), Dst: Cisco_bf: 2 : @0 28 a2 7d 40 00 7f 06 3a Be 4
» Internet Protocol Version 4, Src: 71.192.34.104, Dst: 74.125.106.31 6a 1f 10 eb 00 50 57 e8 78 al t
~ Transmission Control Protocol, Src Port: 4331, Dst Port: 80, Seq: 1, Ack: 1, Len: @ fe 14 72 db @0 00 00 00 20 20 2

Source Port: 4331
Destination Port: 80
[Stream index: 1]

» [Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: @]
Sequence Number: 1 (relative sequence number)

Sequence Number (raw): 1474853025
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)

Acknowledgment number (raw): 3015674523
0101 .... = Header Length: 20 bytes (5)
0x010 (ACK)
65044
[Calculated window size: 260176]
[Window size scaling factor: 4]
Checksum: @x72db [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
~ [Timestamps]
[Time since first frame in this TCP stream: ©.021885000 seconds]
[Time since previous frame in this TCP stream: 0.000846000 seconds]
» [SEQ/ACK analysis]
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ADAG BRERR R¢2EF ¢ HEE QAQaaEE
N http BEY - +

Protocol Length Info .

ing/doun]o:
HTTP/1.1 200 OK (appl:

.572315 192.168.1.100 74.125.106.31 GET /safebrowsing/rd/goog-malware-shavar_s_15361-15365.15361-15365.: HTTP/1.1
.677779 74.125.106.31 192.168.1.1 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk
.976996 192.168.1.100 74.125.106.31 GET /safebrowsing/rd/goog-malware-shavar_a_14466-14470.14466.14467-14470: HTTP/1.1
000629 74.125.106.31 192.168.1.1 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
.014105 192.168.1.100 74.125.106.31 GET /safebrowsing/rd/goog-phish-shavar_s_48291-48300.48291-48295.48296-48300: HTTP/1.1
.038247 74.125.106.31 192.168.1.100 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
.844751 192.168.1.100 74.125.106.31 GET /safebrowsing/rd/goog-phish-shavar_a_67721-67760.67721-67729.67730-67760: HTTP/1.1
.864877 74.125.106.31 192.168.1.100 HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
.109267 192.168.1.100 64.233.169.104 GET / HTTP/1.1
.158797 64.233.169.104 192.168.1.100 HTTP/1.1 200 OK (text/html)
.281; 192.168.1.100 64.233.169.1 GET /int1/en_ALL/images/logo.gif HTTP/1.1
.349451 64.233.169.104 192.168.1.100 HTTP/1.1 200 OK (GIF89a)
.370185 192.168.1.100 64.233.169.1 GET /extern_js/f/CgI1bhICdXMrMAOANUATLCswDIgHLCswF jgQLCSWF zgDL CswGDEELCswGTgILCswHTEZLCswITII1AESKzAMOAUSKZANOAT sKzAGOAE sKZArOAQs
.448649 64.233.169.104 192.168.1.100 648 HTTP/1.1 200 OK (text/javascript)
.492324 192.168.1.100 64.233.169.1 GET /extern_chrome/ee36edbd3c16a1c5.js HTTP/1.1

64.233.169.104 192.168.1. 1 HTTP/1.1 200 OK (text/html)

192.168.1.100 74.125.91.11 GET /generate_204 HTTP/1.1

74.125.91.113 192.168.1. 1 HTTP/1.1 204 No Content

No. Time Source Destination

k] E E >

v Ethernet II, Src: HonHaiPrecis_@d:ca:8f (@0:22:68:0d:ca:8f), Dst: Ciscolinksys_45:1f:1b (80:22:6b:45:141 0020 6a 1f 10eb 00 5057 €878 al b3 bf 8a 9b 50 18 e PWe xeeees P =

» Destination: Ciscolinksys_45:1f:1b (00:22:6b:45:1f:1b) 0030 [fe14.79 8c 00 @0 47 45 54 20 2f 73 61 66 65 62 |lssys::GE T /safeb

» Source: HonHaiPrecis_0d:ca:8f (00:22:68:0d:ca:8f) 72 6f 77 73 69 6e 67 2f 72 64 2f 67 6f 6f 67 2d  rowsing/ rd/goog-
Type: IPvA (x0800) 6d 61 6c 77 61 72 65 2d 73 68 61 76 61 72 5f 73  malware- shavar_s
[Stream index: 0] 5f 31 35 33 36 31 2d 31 35 33 36 35 2e 31 35 33 _15361-1 5365.153

v Internet Protocol Version 4, Src: 192.168.1.100, Dst: 74.125.106.31 36 31 2d 31 35 33 36 35 2e 3a 20 48 54 54 50 2f  61-15365 .: HTTP/

31 2e 31 @d @a 48 6f 73 74 3a 20 73 61 66 65 62 1.1 -Hos t: safeb
72 6f 77 73 69 6e 67 2d 63 61 63 68 65 2e 67 6f rowsing- cache.go
6f 67 6c 65 2e 63 6f 6d @d @a 55 73 65 72 2d 41  ogle.com - -User-A
67 65 6e 74 3a 20 4d 6f 7a 69 6¢c 6c 61 2f 35 2e  gent: Mo zilla/5.

0100 .... = Version: 4
. @101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)

Tl lamzie 752 30 20 28 57 69 6e 64 6f 77 73 3b 20 55 3b 20 57 @ (Windo ws; U; W
Identification: @xa27e (41598) 69 6e 64 6f 77 73 20 4e 54 20 35 2e 31 3b 20 65 indows N T 5.1; e
» @10. .... = Flags: @x2, Don't fragment 6e 2d 55 53 3b 20 72 76 3a 31 2e 39 2e 3@ 2e 31 n-US; rv :1.9.0.1
-..0 0000 0000 0000 = Fragment Offset: @ 34 29 20 47 65 63 6b 6f 2f 32 30 30 39 30 38 32 4) Gecko /2009082
Time to Live: 128 37 30 37 20 46 69 72 65 66 6 78 2f 33 2e 30 2e 707 Fire fox/3.0.
Protocol: TCP (6) 31 34 20 28 2e 4e 45 54 20 43 4c 52 20 33 2e 35 14 (.NET CLR 3.5
Header Checksum: Oxdedf [validation disabled] 2e 33 30 37 32 39 29 @d ©a 41 63 63 65 70 74 3a  .30729) -Accept:
[Header checksum status: Unverified] 20 74 65 78 74 2f 68 74 6d 6c 2c 61 70 70 6c 69  text/ht ml,appli
Source Address: 192.168.1.100 63 61 74 69 6f 6e 2f 78 68 74 6d 6c 2b 78 6d 6c  cation/x html+xml
Destination Address: 74.125.106.31 2c 61 70 70 6c 69 63 61 74 69 6f 6e 2f 78 6d 6c ,applica tion/xml
[Stream index: 3] 3b 71 3d 30 2e 39 2c 2a 2f 2a 3b 71 3d 30 2e 38  ;q=0.9,% /*;q=0.8
v Transmission Control Protocol, Src Port: 4331, Dst Port: 80, Seq: 1, Ack: 1, Len: 713 0d @a 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 Accept -Languag
e — 65 3a 20 65 6e 2d 75 73 2c 65 6e 3b 71 3d 30 2e  e: en-us ,en;q=0.

o 5 35 @d @a 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 5--Accep =

® B Transmission Control Protocol (tcp), 20 bytes Packets: 134 - Displayed: 26 (19.4%) Profile: Default
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ADAG RERRE AR¢e>2EF¢E E Aqaam@EmE

I Time Source Destination Protocol Length Info
GET / HTTP/1.1
HTTP/1.1 200 OK (t
192.168.1.100 64.233.169.104 GET /intl/en_ALL/images/logo.gif HTTP/1.1
192.168.1. HTTP/1.1 200 OK (GIF89a)
192.168.1.100 64.233.169.104 GET /extern_js/f/CgI1bhICdXMrMAOANUATLCswDIgHLCswF jgQLCSWF zgDLCswGDEELCswGTgILCswHTEZLCswIT3I1AESKZAMOAUSK:
64.233.169.104 192.168.1. HTTP/1.1 200 OK (text/javascript)
192.168.1.100 64.233.169.104 GET /extern_chrome/ee36edbd3c16a1c5.js HTTP/1.1
64.233.169.104 192.168.1. HTTP/1.1 200 OK (text/html)
192.168.1.100 64.233.169.104 GET /images/nav_logo7.png HTTP/1.1
192.168.1.100 64.233.169.104 GET /cs &s=webhp&action i 7259,21588, 21766, 219208
64.233.169.104 192.168.1.100 HTTP/1.1 200 OK (PNG)
192.168.1.100 64.233.169.104 GET /favicon.ico HTTP/1.1
64.233.169.104 192.168. HTTP/1.1 204 No Content
192.168. HTTP/1.1 200 OK (image/x-icon)

- Ethernet II, Src: HonHaiPrecis_0d:ca:8f (00:22:68:0d:ca:8f), Dst: Ciscolinksys_45:1f:1b (99:22:6b:45:1% 0000 @@ 22 6b 45 1f 1b 00 22 68 @d ca 8f 08 @0 45 00 -"kE---" h E-
» Destination: Ciscolinksys_45:1f:1b (@ 5:1f:1b) 0010 @2 c1 a2 b2 40 0 80 06 a9 26 CO a8 01 64 40 e9 - -&- - -d@-

» Source: HonHaiPrecis_0d:ca:8f (00:22:68:0d:ca:8f) 0020 a9 68 10 ef 00 50 f8 32 39 60 e9 4f 46 b9 50 18 9" OF P
Type: IPvA (0x0800) fe 14 af 11 00 00 47 45 54 20 2f 69 6e 74 6c 2f GE T /intl/
[Stream index: 0] 65 6e 5f 41 4c 4c 2f 69 6d 61 67 65 73 2f 6c 6f en ALL/i mages/lo

» Internet Protocol Version 4, Src: 192.168.1.100, Dst: 64.233.169.104 67 6f 2e 67 69 66 20 48 54 54 50 2f 31 2e 31 @d  go.gif H TTP/1.1

@a 48 6f 73 74 3a 20 77 77 77 2e 67 6f 6f 67 6c : w ww. googl
65 2e 63 6f 6d 0d @a 55 73 65 72 2d 41 67 65 6e U ser-Agen
74 3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28  t: Mozil 1a/5.0 (
57 69 6e 64 6f 77 73 3b 20 55 3b 20 57 69 6e 64 Windows; U; Wind

0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)

Tl lamzie 722 6f 77 73 20 4e 54 20 35 2e 31 3b 20 65 6e 2d 55 ows NT 5 .1; en-U
Identification: @xa2b2 (41650) 53 3b 20 72 76 3a 31 2e 39 2e 30 2e 31 34 29 20 S; rv:l. 9.0.14)

» 010. .... = Flags: 0x2, Don't fragment 47 65 63 6b 6f 2f 32 30 30 39 30 38 32 37 30 37 Gecko/20 09082707
---0 0000 6000 0000 = Fragment Offset: @ 20 46 69 72 65 66 6f 78 2f 33 2e 30 2e 31 34 20 Firefox /3.0.14
Time to Live: 128 28 2e 4e 45 54 20 43 4c 52 20 33 2e 35 2e 33 30 (.NET CL R 3.5.30
Protocol: TCP (6) 37 32 39 29 @d 0a 41 63 63 65 70 74 3a 20 69 6d  729) -Ac cept: im
Header Checksum: 0xa926 [validation disabled] 61 67 65 2 70 6e 67 2c 69 6d 61 67 65 2f 2a 3b  age/png, image/%;
[Header checksum status: Unverified] 71 3d 30 2e 38 2c 2a 2f 2a 3b 71 3d 30 2e 35 6d  q=0.8,%/ *;q=0.5
Source Address: 192.168.1.100 @a 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65 -Accept- Language
Destination Address: 64.233.169.104 3a 20 65 6e 2d 75 73 2c 65 6e 3b 71 3d 30 2e 35  : en-us, en;q=0.5
[Stream index: 5] @d 0a 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e - -Accept -Encodin

* Transmission Control Protocol, Src Port: 4335, Dst Port: 80, Seq: 636, Ack: 3621, Len: 665 &7 30 20 &7 72 @) 70 A= G665 @6 G Gl 70 0 @i @8 delae
e — @a 41 63 63 65 70 74 2d 43 68 61 72 73 65 74 3a  -Accept- Charset:

: - 20 49 53 4f 2d 38 38 35 39 2d 31 2c 75 74 66 2d  ISO-885 9-1,utf-
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ADAG R ERE A¢e>2EFLE E AaQaaEE

hitp &8 ip.add

233.160.104

No. Time Source Destination Protocol Length Info
> .109267 192.168.1.100 64.233.169.104 HTTP 689 GET / HTTP/1.1
.158797 64.233.169.104 192.168.1.1 814 HTTP/1.1 200 OK (text/html)
.281399 192.168.1.100 64.233.169.104 GET /intl/en_ALL/images/logo.gif HTTP/1.1
.349451 64.233.169.104 192.168.1.1 HTTP/1.1 200 OK (GIF89a)
.370185 192.168.1.100 64.233.169.104 GET /extern_js/f/CgI1bhICAXMrMAGANUATLCSWD]gHLCSWFjgQLCSWF 2gDLCsWGDEELCSWGTEILCswHTEZLCswI T JiAESKZAmOAUsKZAnOAT sk
.448649 64.233.169.104 192.168.1.1 HTTP/1.1 200 OK (text/javascript)
192.168.1.100 64.233.169.104 GET /extern_chrome/ee36edbd3c16alcs. js HTTP/1.1
64.233.169.104 192.168.1.1 HTTP/1.1 200 OK (text/html)
192.168.1.100 64.233.169.104 GET /images/nav_logo7.png HTTP/1.1
192.168.1.100 64.233.169.1 GET /c: &s=webhp&action=&trai i 7259,21588,21766, 219208ei=250255b1G4_CeJvxxaMO&rt=prt.128,xjs. 287,
64.233.169.104 192.168.1.1 1359 HTTP/1.1 200 OK (PNG)
192.168.1.100 64.233.169.104 GET /favicon.ico HTTP/1.1
64.233.169.104 192.168.1.1 HTTP/1.1 204 No Content
169.104 192.168.1.100 1204 HTTP/1.1 200 OK (image/x-icon)

[Time delta from previous displayed frame: ©.000000000 seconds] = 02 a3 a2 ac 40 00 80 06 a9 4a CO a8 01 64 40 e9 - -3---de-
[Time since reference or first frame: 7.109267008 seconds] a9 68 10 ef 00 50 f8 32 36 e5 e9 Af 38 95 50 18 -h-- P2 6- 08P
Frame Number: 56 fe 14 ae f3 00 00 47 45 54 20 2f 20 48 54 54 50 GE T / HTTP
Frame Length: 689 bytes (5512 bits) 2f 31 2e 31 od @a 48 6f 73 74 3a 20 77 77 77 2e /1.1 ‘Ho st: www.
Capture Length: 689 bytes (5512 bits) 67 6f 6f 67 6c 65 2e 63 6f 6d 0d @a 55 73 65 72 google.c om- -User
e Ao merieds Foilc]] 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2f  -Agent: Mozilla/

35 2e 30 20 28 57 69 6e 64 6f 77 73 3b 20 55 3b 5.0 (Win dows; U;
20 57 69 6e 64 6f 77 73 20 4e 54 20 35 2e 31 3b  Windows NT 5.1;
20 65 6e 2d 55 53 3b 20 72 76 3a 31 2e 39 2e 30 en-US; rv:1.9.0
2e 31 34 29 20 47 65 63 6b 6f 2f 32 30 30 39 30 .14) Gec ko/20090

[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:http]
[Coloring Rule Name: HTTP]

[Coloring Rule String: http || tcp.port == 80 || http2] e 38 32 37 30 37 20 46 69 72 65 66 6f 78 2f 33 2e 82707 Fi refox/3.

~ Ethernet II, Src: HonHaiPrecis 0d:ca:8f (@0:22:68:@d:ca:8f), Dst: Ciscolinksys 45:1f:1b (00:22:6b:45:1 30 26 31 34 20 28 2e de 45 54 20 43 4c 52 20 33 .14 (N ET CLR 3
» Destination: Ciscolinksys 45:1f:1b (00:22:6b:45:1f:1b) 2e 35 2e 33 30 37 32 39 29 @d @a 41 63 63 65 7@  .5.30729 ) -Accep

» Source: HonHaiPrecis_0d:ca:8f (00:22:68:0d:ca:8f) 74 3a 20 72 65 78 74 2f 68 74 6d 6c 2c 61 70 70 t: text/ html,app
Type: IPv4 (@x0800) 6c 69 63 61 74 69 6f 6e 2f 78 68 74 6d 6c 2b 78  lication /xhtmlix
[Stream index: @] 6d 6c 2c 61 70 70 6 69 63 61 74 69 6f 6e 2f 78 ml,appli cation/x

~ Internet Protocol Version 4, Src: 192.168.1.100, Dst: 64.233.169.104 6d 6c 3b 71 3d 30 2e 39 2c 2a 2f 2a 3b 71 3d 30 ml;q=0.9 ,*/*;q=0
0100 .... = Version: 4 2e 38 0d 0a 41 63 63 65 70 74 2d 4c 61 be 67 75 .8 -Acce pt-Langu

<... 0101 = Header Length: 20 bytes (5) 61 67 65 3a 20 65 6e 2d 75 73 2c 65 6e 3b 71 3d  age: en- us,en;q=

» Differentiated Services Field: @x0@ (DSCP: CS@, ECN: Not-ECT) 36 2e 35 6d 0a 41 63 63 65 70 74 2d 45 6e 63 6f 0.5 -Acc ept-Enco
Total Length: 675 64 69 6e 67 3a 20 67 7a 69 7@ 2c 64 65 66 6c 61 ding: gz ip,defla

74 65 0d 03 41 63 63 65 70 74 2d 43 68 61 72 73 te. Acce pt-Chars
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ADAG BRERR R¢2EF ¢ HEE QAQaaEE
N htp <] -

No. Time Source Destination Protocol Length Info

74.125.91.113 .192. HTTP/1.1 200 OK (application/vnd.google.safebrowsing-update)
71.192.34.104 .125. GET /safebrowsing/rd/goog-maluare-shavar_s_15361-15365.15361-15365.: HTTP/1.1
74.125.106.31 . HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk
71.192.34.104 .125.106 GET /safebrowsing/rd/goog-maluare-shavar_a_14466-14470.14466.14467-14470: HTTP/1.1
74.125.106.31 . HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
71.192.34.104 .125.106 GET /safebrowsing/rd/goog-phish-shavar_s_48291-48300.48291-48295.48296-48300: HTTP/1.1
74.125.106.31 . HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
71.192.34.104 .125. GET /safebrowsing/rd/goog-phish-shavar_a_67721-67760.67721-67729.67730-67760: HTTP/1.1
74.125.106.31 . HTTP/1.1 200 OK (application/vnd.google.safebrowsing-chunk)
. 34.104 .233. GET / HTTP/1.1
117570 169.104 . HTTP/1.1 200 OK (text/html)
241357 34.104 .233. GET /int1/en_ALL/images/logo.gif HTTP/1.1
.308118 169.104 . HTTP/1.1 200 OK (GIF89a)
34.104 .233. GET /extern_js/f/CgI1bhICdXMrMAGANUATLCSWD]gHLCSwWF jgQLCSWF2gDLCsWGDEELCSWGTgILCSWHTEZLCswI T JiAESKZAMOAUSK ZAnOATsKzAGOAE sKzAr
169.104 . 648 HTTP/1.1 200 OK (text/javascript)
34.104 .233. GET /extern_chrome/ee36edbd3c16a1c5.js HTTP/1.1
169.104 . HTTP/1.1 200 OK (text/html)
34.104 .125. GET /generate_204 HTTP/1.1
74.125.91.113 .192. HTTP/1.1 204 No Content

» Frame 9: 853 bytes on wire (6824 bits), 853 bytes captured (6824 bits) ~ 0020 22 68 00 50 10 ea al 83 80 24 38 ca bc d5 50 18 - $8...P-
» Ethernet II, Src: Cisco_bf:6c:01 (00:@e:d6:bf:6c:01), Dst: Dell 4f:36:23 (00:08:74:4f:36:23) 0030 B@I791Ff e3 00 @0 48 54 54 50 2f 31 2e 31 20 32 HT TP/1.1 2
~ Internet Protocol Version 4, Src: 74.125.91.113, Dst: 71.192.34.104 30 30 20 4f 4b od @a 43 6f 6e 74 65 6e 74 2d 54 0@ OK C ontent-T
0100 .... = Version: 4 79 70 65 3a 20 61 70 70 6 69 63 61 74 69 6f 6e  ype: app lication

-... 0101 = Header Length: 20 bytes (5) 2f 76 6e 64 2e 67 6f 6f 67 6c 65 2e 73 61 66 65 /vnd.goo gle.safe

) Differentiated Services Field: 0x20 (DSCP: CS1, ECN: Not-ECT) 62 72 6f 77 73 69 6e 67 2d 75 70 64 61 74 65 d  browsing -update

@a 44 61 74 65 3a 20 53 75 6e 2c 20 32 30 20 53  -Date: S un, 20 S
e T 65 70 20 32 30 30 39 20 32 30 3a 34 33 3a 30 31 ep 2009 20:43:01
N ;::"nﬁ(af“;q' B’_‘EZSS (=) 20 47 4d 54 d @a 53 65 72 76 65 72 3a 20 43 68  GMT--Se rver: Ch

S pooe = MEEEE Wi et 75 6e 6b 65 64 20 55 70 64 61 74 65 20 53 65 72 unked Up date Ser
0 CI29) 22 ) = s G O 76 65 72 @d 0a 43 6f 6e 74 65 6e 74 2d 4c 65 6e  ver -Con tent-Len

Total Length: 839

Time to Live: 52 67 74 68 3a 20 36 33 33 ©d @a 0d @a 6d 3a 39 78 gth: 633 m:9x
Protocol: TCP (6) 33 76 34 59 42 63 6c 50 75 44 67 65 65 49 53 4f  3vAYBCP uDgeeISO
Header Checksum: ©x1628 [validation disabled] 75 41 36 62 59 4b 37 45 63 3d @a 6e 3a 31 38 35 UAGbYK7E c=-n:185
[Header checksum status: Unverified] 36 0a 69 3a 67 6f 6 67 2d 6d 61 6c 77 61 72 65 6-i:goog -malware
Source Address: 74.125.91.113 2d 73 68 61 76 61 72 @a 61 64 3a 31 32 34 31 35 -shavar. ad:12415
Destination Address: 71.192.34.104 2d 31 32 34 34 39 @a 73 64 3a 31 33 33 31 37 2d  -12449-s d:13317
[Stream index: 1] 31 33 33 35 37 @a 75 3a 73 61 66 65 62 72 6f 77 13357 u: safebrow
~ Transmission Control Protocol, Src Port: 80, Dst Port: 4330, Seq: 1, Ack: 982, Len: 799 73 69 6e 67 2d 63 61 63 68 65 2e 67 6f 6f 67 6c  sing-cac he.googl
Source Port: 80 65 2e 63 6f 6d 2f 73 61 66 65 62 72 6f 77 73 69  e.com/sa febrowsi
Destination Port: 4330 6e 67 2f 72 64 2f 67 6f 6f 67 2d 6d 61 6c 77 61 ng/rd/go og-malwa
[Stream index: 0] 72 65 2d 73 68 61 76 61 72 5f 73 5f 31 35 33 36 re-shava r_s_1536

31 2d 31 35 33 36 35 2e 31 35 33 36 31 2d 31 35 1-15365. 15361-15

P MCemeresie erplaimsss Mpici, B @) 33 36 35 2e 3a 2c 6c 4d 43 63 77 35 74 37 70 70 365.:,1M CcuSt7pp

[TCP Segment Len: 799] -




