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The Limits of BGP



BGP: Inter-domain Routing
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BGP: Rich Set of Path Attributes
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Origin

AS_PATH

Next-Hop

Local Preference

Atomic Aggregate

Aggregator

Multi-exit discriminator

Community



BGP: Batched Updates
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BGP Updates BGP Updates



BGP: Multiprotocol Support
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BGP BGP BGP

IPv4 MulticastIPv4 UnicastIPv6 Unicast

IPv6 MulticastLayer 2 VPN



BGP Vulnerabilities
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qTCP Related

qRoute Leaks

qAS_PATH Spoofing 

qPrefix Hijacking



Latest BGP Hijack News Headlines
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Please scan me!

Internet
Highway
News 

There has been news 
reports of a possible 
hijack on route “218457”. 
The perpetuators were…



BGP: Prefix Hijacking
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An unauthorized
announcement or origination 

of a route(prefix)



BGP: Prefix Hijacking
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BGP: Prefix Hijacking
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2001:dba:babe::/48

[C > B > A > 2001:dba:babe::/48]



BGP: Prefix Hijacking
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BGP: Prefix Hijacking
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BGP: Origin Validation
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Prevents redirection to an 
unauthorized party 

Solution == “IRR/RPKI”
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Why the IRR alone 
is not Sufficient



Internet Routing Registry (IRR)
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A public distributed repository
containing route and route 

related information



IRR: The Key Objects
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route(6) aut-num

set-objects

IRR

maintainer



IRR: aut-num Object
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aut-num: AS37288
as-name: WACREN
descr: AFRINIC MAIN AS (2 Byte)
status: ASSIGNED
admin-c: 001-AFRINIC
tech-c: WS14-AFRINIC
org: ORG-WaCA1-AFRINIC
mnt-by: AFRINIC-HM-MNT
notify: hostmaster@afrinic.net 20210616
mp-export: afi any.unicast to AS327992 announce ANY
mp-export: afi any.unicast to AS37661 announce ANY
mp-import: afi any.unicast from AS174 accept ANY
mp-import: afi any.unicast from AS396390 accept ANY
changed: james.chirwa@afrinic.net 20101129
changed: hostmaster@afrinic.net 20131017
source: AFRINIC

AS’ Name

BGP Peering 
Polices of this 
Autonomous 
System



route6: 2001:43f8:92::/48
descr:    AFRINIC-CPT-OPS
origin:   AS37301
member-of: rs-AFRINIC
mnt-by:   AFRINIC-IT-MNT
changed: hudson@afrinic.net 20160928
source:   AFRINIC

IRR: route Object
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Prefix announced in BGP

Specifies the AS that 
originates the route

Used by ISPs to 
generate filters on their 
customer BGP sessions 



IRR Shortcomings: Vetting System
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“Some” routing registries 
allow anyone to create a 

route object even if 
there’s no prefix and ASN

Routing Registry

Route
Object



IRR Shortcomings: Filter Management
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BGP
Router

Prefix-Filters

The filters generated 
from the IRR are hard 
to maintain & take a 
lot of router memory

Prefix-Filters



IRR Shortcomings: Learning Curve
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RPSL Language and 
supporting tools add 
a layer of complexity 

to creating filters 

RPSL, rtConfig, bgpq4



IRR: Summary
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You shouldn’t rely only on the 
IRR
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How RPKI makes 
BGP more Secure 



Public Key Infrastructure(PKI) Crash Course
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Web Server

• PKI provides unique digital 
identities

• Uses Public Key Cryptography 
to achieve this



PKI: Public & Private Keys
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Public Key

Private Key

• Public keys are used for encrypting 
information and decrypting digital 
signatures created with a corresponding 
private key

• Private keys decrypt messages 
encrypted by a public key and encrypt 
or sign digital certificates



Web Browser

CA

PKI: Asserting Identity (1)

26 November 2021 learn.afrinic.net Slide31

Private Key

Web Server

Certificate 
Authority(CA)

Web Server’s 
Public key 
certificate 
signed with CA’s 
private key

CA’s Private Key

CA’s Public Key

Public Key

(Web Server)

(Web Server)

End - Entity

Relying Party



Web Browser

CA

PKI: Asserting Identity (2)
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Private Key

Web Server

Certificate 
Authority(CA)

CA’s Public Key

Public Key(Web Server)
(Web Server)

Web Server’s 
Public key 
certificate 
signed with CA’s 
private key

CA’s Private Key



Web Server’s 
Public key 
certificate 
signed with CA’s 
private key

Web Browser

CA

PKI: Asserting Identity (3)
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Private Key

Web Server

Certificate 
Authority(CA)

CA’s Public Key

Public Key(Web Server)
(Web Server)

Root

Chain of Trust

CA’s Private Key



Resource Public Key Infrastructure (RPKI)
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RPKI uses x.509 digital 
certificates to support the 
ability to validate that a 

given prefix can be 
originated by a given ASN



RIR Allocation/RPKI scheme
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RIR Root CA

NIR Child CA
Some APNIC & LACNIC countries only

LIR Child CA

(Optional) ISP Child CA
Adapted from The RPKI Documentation
(Nov 18, 2021)



Components of RPKI
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Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate

ROA

BGP

Address Space Holder

EE Certificate
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Repository

RPKI Validator

ASBR

RPKI-RTR 
Protocol

RSYNC/RRDPBGP

Address Space Holder

Address Space Holder:

This is a legitimate holder of an IP address 
space obtained from an RIR
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Trust Anchor

Repository

RPKI Validator

RTR 
Protocol

RSYNC/RRDP

Resource Certificate

ROA

EE CertificateResource Certificate:
A digital certificate that attests that an 

Internet number resource has been registered 
and allocated  to an Address Space Holder 

by an RIR, NIR or LIR
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Trust Anchor

Repository

RPKI Validator

RTR 
Protocol

RSYNC/RRDP

Resource Certificate

ROA

EE CertificateResource Certificate:
A digital certificate that attests that an 

Internet number resource has been registered 
and allocated  to an Address Space Holder 

by an RIR, NIR or LIR

Resource Certificate:

1. Issuer    = AFRINIC
2. Subject  = ASH-ISP
3. Address = 105.179.32.0/19
4. ASNum = 329727
5. Signature = +$£*&
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RPKI Validator

RTR 
Protocol

RSYNC/RRDP

Resource Certificate

ROA

EE Certificate

End-Entity Certificate:
These are certificates issued by an Address 

Space Holder with a valid resource certificate 
to delegate the authority attested by their 

allocation certificates 

EE Certificate:

1. Issuer    = ASH-ISP
2. Subject  = ASH-ISP EE
3. Address = 105.179.32.0/19
4. Signature = $£%*
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RPKI Validator Resource Certificate

ROA

EE Certificate

Route Origin Authorization(ROA):
An object digitally signed by an Address 

Space Holder stating that they have 
authorized an ASN to originate routes to one 

or more prefixes
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RPKI Validator Resource Certificate

ROA

EE Certificate

Route Origin Authorization(ROA):
An object digitally signed by an Address 

Space Holder stating that they have 
authorized an ASN to originate routes to one 

or more prefixes
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RPKI Validator Resource Certificate

ROA

EE Certificate

Route Origin Authorization(ROA):
An object digitally signed by an Address 

Space Holder stating that they have 
authorized an ASN to originate routes to one 

or more prefixes

ROA:

1. Issuer    = ASH-ISP
2. Subject  = ASH-ISP EE
3. ASN        = 37455
4. Address = 105.179.32.0/19
5. MaxLen =  20
6. Signature = $£%*
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Trust Anchor

Repository

RPKI Validator

-RTR 
Protocol

RSYNC/RRDP

Resource Certificate

EE Certificate

Trust Anchor:
This is the Root CA (RIR) in the RPKI system 

where  the chain of trust originates

Resource 
Certificate

Self-Signed Root Certificate
(Trust Anchor)

ROA

D
ig

ita
lly Sig

ns
D

ig
ita

lly Sig
ns

D
ig

ita
lly Sig

ns

EE
Certificate

Trust Anchor Locator (TAL)
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Trust AnchorRepository

RPKI Validator

ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP

Resource Certificate

ROA

Address Space Holder

EE Certificate

Repository:
A database that contains all certificates, 

CRLs, ROAs and manifests created by 
resource holders. 

RPKI Validator

RSYNC/RRDP
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Trust AnchorRepository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP

Resource Certificate

ROA

BGP

Address Space Holder

EE Certificate
RPKI Validator:

A relying party software that fetches 
certificates and other non-certificate objects 

and cryptographically validates.
Outputs a Validated ROA Payload
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Trust Anchor

Repository

RPKI Validator

ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP

Resource Certificate

ROA

BGP

Address Space Holder

EE Certificate
Access Protocols (RSYNC/RRDP)

Used by repository operators to allow access 
to all participants in the RPKI to maintain their 

respective portions of the repository

RPKI Validator

Repository
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Repository

RPKI Validator

ASBR

RPKI-RTR Protocol RSYNC/RRDP
BGP

RPKI to Router Protocol:
A reliable communication protocol used to 

receive  validated RPKI prefix origin data from 
a trusted cache (validated cache)

RPKI Validator

ASBR

BGP



How it Works
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Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate

ROA

BGP

Address Space Holder

EE Certificate
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Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate

ROA

EBGP

Kenya Telecom

EE Certificate

Senegal Telecom

AFRINIC

EBG
P

Pirate Telecom2001:dba:face::/48

1

2 3
How it Works
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Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate

ROA

EBGP

Kenya Telecom

EE Certificate

Senegal Telecom

AFRINIC

EBG
P

Pirate Telecom2001:dba:face::/48

1

2 3

2001:dba:face::/48 | AS 2
ROA[“ASN”: 2, “Prefix”: 2001:dba:face::/48, “maxLenght”: 48, “ta”: “afrinic”]

VRP

[“ASN”: ..n, “Prefix”: ……………………….n, “maxLenght”: ..n, “ta”: “afrinic”]

.

.

.
Validated cache
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Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate

ROA

EBGP

Kenya Telecom

EE Certificate

AFRINIC

EBG
P

1

2
3

(BGP Speaker)

Network Maxlen Origin RPKI Validator

2001 :dba:face::/48 48 2 2001 :db8:feed::1:2/127

……………………n ..n …..n …………………………n

BGP-RPKI Table



RPKI: Route Origin Validation(ROV)
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RPKI: Route Origin Validation(ROV)
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Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP

ROA
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Kenya Telecom

Senegal Telecom
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RPKI: ROV States
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• Valid: Prefix covered by at least one VRP

• Invalid: Prefix announced from an 
unauthorized AS or a more specific 
announcement is made

• Not Found: Prefix not covered or partially 
covered by a VRP



RPKI: Route Origin Validation(ROV)
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Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
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Kenya Telecom
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2 3
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Network Maxlen Origin RPKI Validator
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Valid

Invalid



RPKI: Implementation Models
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There are 2 types of RPKI Implementation 
Models. These are:

• Hosted RPKI

• Delegated RPKI



RPKI: Hosted Implementation
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• Certificates and ROAs are published in 
repositories hosted by an RIR/NIR/LIR

• Users create and maintain ROAs through  a 
portal

• This is the only implementation currently 
offered by AFRINIC



RPKI: Hosted RPKI

26 November 2021 learn.afrinic.net Slide62

Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate

ROA

BGP

Address Space Holder

EE Certificate



RPKI: Hosted RPKI
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AFRINIC Trust Anchor

Repository

RSYNC/RRDP

Resource Certificate

ROA

EE CertificateWeb browser or API

Address Space Holder



Hosted RPKI: Low Entry Barrier (+1)
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Not much needed to 
set up hosted RPKI



Hosted RPKI: Gain operational XP (+1)
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Great for learning the 
ropes



Hosted RPKI: Outages (-1)
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The rare occurrence 
of the service going 

down



Hosted RPKI: Private Key Storage (-1)
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Concerns about the 
storage of private 

keys Private Key

Hosted RPKI Service Provider



RPKI: Delegated Implementation
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In this implementation:

• You run your CA as a child of the RIR

• You publish signed objects or contract a third party 
to carry out this function



RPKI: Delegated Implementation
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Trust Anchor

Repository

RPKI Validator
ASBR

RPKI-RTR 
Protocol

RSYNC/RRDP
Resource Certificate
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BGP

Address Space Holder

EE Certificate



RPKI: Delegated Implementation
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Trust Anchor

Resource 
Certificate

ROAs

Address Space Holder

EE Certificate

RIR

RPKI Validator



Delegated RPKI: One Stop Shop (+1)
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Just a single point of 
administration



Delegated RPKI: Private Key Storage 
(+1)
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You are the only one 
in possession of your 

private key
Private Key



Delegated RPKI: Cost (-1)
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• Labour

• Support Contracts

• Equipment upgrades



RPKI: Choosing an Implementation 
Model
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Hosted Implementation:

• A multi-homed network operator operating 
in a single RIR region can opt for the hosted 
RPKI service



RPKI: Choosing an Implementation 
Model
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Delegated Implementation:

• A multi-homed network operator operating in 
multiple RIR regions

• You are multiple Organisations under a single 
RIR
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Deployment Support 
Helpdesk

bit.ly/6deployEN
$0.00

Please scan me!

Request assistance in deploying Internet 
protocols & services 



AFRINIC Academy

Learn at your own pace

bit.ly/afrinicacademy
$0.00

Please scan me!



U-Connect
training@afrinic.net

$0.00

Partnering with higher academic institutions

Please scan me!

+



Certi6

Get recognized IPv6 certification

IPv6

Please scan me!

bit.ly/certi6EN



Thank you !


