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Part 1: Detailed Step-by-Step GNS3 Installation Guide
Step 1: Download GNS3 GUI
1. Visit the GNS3 website:

1. Open your browser and go to: https://www.gns3.com/

Software Documentation Community Marketplace

Version 2.2.55 available

The software that empowers

network professionals

Join the world's largest community of network professionals who rely on
GNS3 to build better networks, share ideas and make connections.

& Free Download

2. Go to the download section:
1. Click on the Download button in the top menu.

ii.  Or, go directly to: https://www.gns3.com/software/download

Software  Documentation ~ Community  Marketplace

Download GNS3

Select the installer for your favourite OS

Install Guide Download

mm Windows
L Version 2.2.55

GROUP-07:CNISE
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https://www.gns3.com/
https://www.gns3.com/software/download

3. Choose your operating system:
i.  For Windows, click “Download GNS3 for Windows”.
4. Select the installer:
1. Choose the “All-in-one installer” for beginners (includes all dependencies).

ii.  Save the installer to your Downloads folder.

Q, Search download history

3. rtualBox.2.2.55.zip

GNS3-2.2.55-all-in-one-regular.exe

udom-logo.png

first v5.zip

u740892912_hub (1).sq]

Step 2: Download GNS3 VM
1. Go to the VM download page:

1. Visit: https://www.gns3.com/software/download-vim

ii.  Download the GNS3 VM (.ova file).

nload history

GNS3-2.2,55 all-in-one-regulac.exe

u740892912_hub (1).sql
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https://www.gns3.com/software/download-vm

Step 3: Install Virtualization Software (If Not Installed)

i.  Ifyoudon’t already have VirtualBox or VMware installed, download and install Oracle
VirtualBox (recommended) from virtualbox.org.

Step 4: Import GNS3 VM into Virtualization Software
For VirtualBox:

1. Open VirtualBox.

2. Click File — Import Appliance.

3. Browse to the downloaded .ova file.

N? Oracle VM VirtualBox Manager
File Machine Help

y (&
| Y . A
' & Preferences... Ctrl+G

I rt  Export I\ Add
n Import Appliance... Ctrl+I e He o

N Export Appliance... Crl+E 3 to VirtualBox!

L]
»
o Tek t of application window contains global tools and lists all virtual machines and virtual

g Check for Updates... oups on your computer. You can import, add and create new VMs using corresponding
tooipar butrons. You can popup a tools of currently selected element using corresponding element

ubuntu_server
button.

@ Powered Off

You can press the F1 key to get instant help, or visit www.virtualbox.org for more information and

. latest news.
Window Server

@ Powered Off

window
@ Powered Off

UBUNTU-DESKTOP
@ Powered Off

§¥ Import Virtual Appliance ? .

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive
or one of known cloud service providers to import cloud VM from.

Source: | Local File Svstem
Import from local file system.
Please choose a file to import the vir ppiiance from. VirtualBox currently supports importing
appliances saved in the Open Virtualization Format (OVF). To continue, select the file to import below.

File: \ n
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https://www.virtualbox.org/

4. Click Next, then Import.

Q:' Import Virtual Appliance

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive
or one of known cloud service providers to import cloud VM from.

Source: | Local File System

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing
appliances saved in the Open Virtualization Format (OVF). To continue, select the file to import below.

File: C:\Users\Lytas\Downloads\GNS3.VM.VirtualBox.2.2.55\GNS3 VM.ova| u

Expert Mode

5. Wait for the import to complete.

Step 5: Configure GNS3 VM Settings
Before starting the VM, adjust these settings:
1. Increase memory (RAM):
1. Right-click GNS3 VM — Settings.
ii.  Go to Memory.
iii.  Set to at least 4096 MB (4 GB) if possible.
iv.  Minimum: 2048 MB (2 GB).

2. Configure network adapter:
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1. Go to Network Adapter.
ii.  Setto NAT or Bridged mode.
iii.  Ensure “Cable Connected” is checked.
3. Allocate CPU cores:
i.  Go to Processors.

ii.  Allocate 2—4 CPU cores if available.

» 4 -

Settings
Q General

System

Base Memory: 4096 MB

Processors: p

Boot Order: Hard Disk, Optical

Acceleration: Nested Paging, Nested VT-x/AMD-V, KVM Paravirtualization

|:| Display

Video Memory: 128 MB
Graphics Controller: VMSVGA
Remote Desktop Server Port: 5987
Recording: Disabled

Storage

Controller: IDE Controller

IDE Primary Device 0: GNS3 VM-disk001.vdi (Normal, 19.53 GB)
Controller: SATA Controller

SATA Port 2: GNS3 VM-disk002.vdi (Normal, 488.28 GB)
"l Audio
Host Driver: Null Audio
Controller: ICH AC97

|:|'_-| Network

6|Page
GROUP-07:CNISE



Step 6: Start GNS3 VM
1. Power on the VM:

i.  Click Start.

8¢ Oracle VM VirtualBox Manager - o x
File Machine Help

@,q Metasploitable-2 * + ﬁ * -
New  Add

-__" @ Powered Off Settings
General
B BeeByte =
.__" @ Powered Off El system
Base Memory: 16512 MB
m » Processors: 2
? gup:;l;l:dE;;ER Boot Order: Hard Disk, Optical
Acceleration:  Nested Paging, Nested VT-x/AMD-V, PAE/NX, KVM Paravirtualization GNS3 VM

|:| Display
@ Powered Off Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server Port: 5987
Bea ud Recording: Disabled

@ Powered Off Storage
Contreiler: IDE Controller
IDE Primary Device 0: GNS3 VM-disk001.vdi (Normal, 19.53 GB)
Centroller: SATA Controller
SATA Port 2: GNS3 VM-disk002.vdi (Normal, 488.28 GB)
P Audio

Host Driver:  Null Audio
Controller:  ICH ACS7

Eg, GROUP-3-CNISE

[ .

[ Network
Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter, "VirtualBox Host-Only Ethernet Adapter')

2. Wait for boot sequence:
i.  You’ll see the Linux (Ubuntu-based) boot process.
ii.  Wait until the login screen or desktop appears.

iii. Do not log in — GNS3 GUI will connect automatically.

P& GNS3 VM [Running yracle VM VirtualBe [m]

Machine View Input Devices Help

3 Right Ctrl
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3. Note the IP address:
1. The VM will display its IP address on screen.
ii.  Usually something like 192.168.159.97

GNS3 server version: 2.2.55
Release channel: 2.2

WM version: 0.16.0

Ubuntu wersion: focal

Qemu version: 8.0.4
Wirtualization: virtualbox
Kum

KyM support avallable: True
Uptime: up 26 minutes

IP: 192.168.159.97 PORT: 80O

To log in using 33H: ssh gns3@132.168.153.37
Password: gns3

To launch the Web-Ui: http:/r/192.168.159.97

Imeges and projects are stored in 'fopt/gns3’

Step 7: Install GNS3 GUI
1. Run the installer:
1. Locate the GNS3 installer downloaded in Step 1.
ii.  Double-click to run.
1. Accept any security warnings.
% Startbackup > Desktop > CG311 > tools
N oSortv = View v

Name Date modified Type

1% GNS3.VM.VirtualBox.2.2.55 [ V WinRAR ZIP archive

@ GNS3-2.2.55-all-in-one-regular
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2. Follow the installation wizard:

1. Accept the license agreement.

N Sort ~

ame € GNS3 2.2.55 Setup

GNS3.VM.VirtualBox.2.2.55 Welcome to GNS3 2 2 55 Setup

GNS3-2.2.55-all-in-one-regular

Setup will guide you through the installation of GNS3 2.2.55.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

| Next > | Cancel

€ GNS32.2.55 Setup
Please review the license terms before installing GNS3 2.2.55.

Press Page Down to see the rest of the agreement.

| GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fs

Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.
Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install GNS3 2,2.55.

Controller:
IDE Prim — e
Controller: = ance

ii.  Choose Standard Installation.
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iii.  CRITICAL: Check both options:
v’ Install Npcap
v’ Install Wireshark

€ GNS3 2.2.55 Setup

Choose Components
Choose which features of GNS3 2.2.55 you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install: Custom

Or, select the optional - > Npcap 1.78 ] Description
components you wish to \

Wireshark 4.6
Dynamips 0.2.
QEMU 3.1.0 &
[T] Intel Hardwar:
VPCS 0.6.2
Cpulimit
TightVNC View

install:

Space required: 328.2 MB

Next > ] Cancel

iv.  Choose installation directory (default is fine).

€ GNS3 2.2.55 Setup — x
Choose Install Location o
- Choose the folder in which to install GNS3 2.2.55. " G
Setup will install GNS3 2.2.55 in the following folder. To install in a different folder, dick -~
Browse and select another folder. Click Next to continue.
PR X
Destination Folder
Prog Browse...
-
Space required: 328.2 MB
z Space available: 30.6 GB
22
< Back [ Next > ] Cancel
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3. Complete installation:

1. Wait for installation to finish (510 minutes).

€ GNS3 2.2.55 Setup

Installing
Please wait while GNS3 2.2.55 is being installed.

Extract: python310.dll

Extract: concrt140.dll

Extract: frozen_application_license. txt
Extract: gns3.exe

Extract: gns3server.exe

Extract: gns3vmnet.exe

Extract: msvcp140.dil

Extract: msvcp140_1.dll

Extract: msvcp140_2.dll

Extract: python3.dll

Extract: python310.dll

ii.  Click Finish.

I alalBlasBalrls . i EFREATrIE FITALWSFIEIr R ram SAFnru W RER u lnﬂr‘.

€ GNS3 2.2.55 Setup

Installing

id Please wait while GNS3 2.2.55 is being installed.
h

v Downloading Wireshark-4.6.0-x64.exe

K Connecting ...

=

-

r Cancel
=

[ |

]

D g At IS, LY TGOy O IO TGO i i T T T 1.

GROUP-07:CNISE
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r
€ GNS3 2.2.55 Setup —

Installation Complete
Setup was completed successfully.

Completed

Downloading Solar-PuTTY

Running Solar-PuTTY

Execute: C:\Program Files\GNS3\Solar-PuTTY.exe —only-ask

Qutput folder: C:\Program Files\GNS3

Extract: putty_settings.reg

Execute: regedit.exe” /s "C:\Program Files\GMS3\putty_settings.reg”

Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'\Programs\GNS3\W...
Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'\Programs\GNS3\Un...
Created uninstaller: C:\Program Files\GNS3\Uninstall.exe |
Completed

GNS3 2,2.55 installer

< Back Next > Cancel
.

,
€ GNS3 2.2.55 Setup —

Solarwinds Engineer’s Toolset
Exclusive for GNS3 users

Would you like to try 60 must-have network
performance management, monitoring,
and troubleshooting tools?

Access a fully functional Engineer's
Toolset for 14 days.

O Yes
O No

GNS3 2.2.55 installer
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iii. Do not launch GNS3 yet.

¥
€ GNS3 2.2.55 Setup

Step 8: Initial GNS3 Setup Wizard

Completing GNS3 2.2.55 Setup

GNS3 2.2.55 has been installed on your computer.

Click Finish to dose Setup.

[ start GNS3

<Back | Finish

1. Launch GNS3 for the first time:

1. Find GNS3 in your Start Menu / Applications.

D gns3

& o Apps Documents

Best match

‘ s GNS3
App

Documents 6+

™ GNS3 VM-disk001
GNS3 VM - in GNS3 VM
GNS3 VM - in GNS3 VM

GNS3 VM-disk002

CG_311_GNS3 Labs_ LAB_O1-SDN_NFV F...

Apps 3

Web Settings Folders Photos

Open

d Q

Run as administrator
Open file location
Pin to Start

Pin to taskbar

SERVER VL)

Uninstall

8 GNS3-2.2.55-all-in-one-regular.exe

. Website

ii.  Double-click to launch.

GROUP-07:CNISE
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2. Cancel the Setup Wizard:

1. Since your VM is already running, you don’t need the wizard.

8 Setup Wizard ? x

Server
Please choose how would like to run your GNS3 network simulations. The GNS3 VM
option is strongly recommended on Windows and Mac OS X.

@) Run appliances in a virtual machine
Requires to download and install the GNS3 VM (available for free)
Run appliances on my local computer
A limited number of appliances like the Cisco I0S routers <= C7200 can be run
Run appliances on a remote server (advanced usage)

The server will be on a remote computer and can be shared with multiple users

Don't show this again

Step 9: Manually Configure GNS3 to Connect to Your VM

1. Inthe GNS3 main window, go to: Edit — Preferences.

@ GNs3
File

View Control Node Annotate Tools Help

Select all Ctrl+A 7 o —/,\ Y """
. A el |nwd
Select none Ctrl+Shift+A
0 Manage snapshots /
K
'n' Preferences... Ctrl+Shift+P

« Please create a project

14 | Page
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2. Configure server settings:

i.  Under Server section:

3 Preferences

General /
Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switc...
Cloud nodes
¥ VPCS
VPCS nodes
~ Dynamips
10S routers
~ 10S on UNIX
10U Devices
v QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker

| @ Ppreferences

1 General
Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs

) Ethernet switc...

Cloud nodes
v VPCS
VPCS nodes
~ Dynamips
10S routers
~ 10S on UNIX
l 10U Devices
v QEMU
L] Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker

GROUP-07:CNISE

v VM list: “GNS3 VM” (should auto-appear).

v Click Refresh — it should detect your VM automatically.

* |GNS3 VM preferences

V| Enable the GNS3 VM

Virtualization engine‘/

VirtualBox

VirtualBox support. Nested virtualization for both Intel and AMD processors is supported since version 6.1

The GNS3 VM can be downloaded here
Settings

VM name: | GNS3 VM &~

Port: 80 «—

Run the VM in headless mode

V| Allocate vCPUs and RAM

-

VvCPUs: 2

/

RAM: 16000 MB

Action when closing GNS3:

OK

v

Cancel

Refresh

<

4

<«

Apply

* |GNS3 VM preferences

IS QNSO VIl Lall DS UUWInvaueu 1isic
Settings

VM name: | GNS3 VM

Port: 80

Run the VM in headless mode

V| Allocate vCPUs and RAM

VvCPUs: 2

RAM: 16000 MB

Action when closing GNS3:
keep the GNS3 VM running

suspend the GNS3 VM

®) stop the GNS3 VM

OK

Cancel

Refresh

<

4

4

Apply
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3. Apply the settings:
1. Click Apply, then OK.
4. Also check server configuration:

1. Go to Edit — Preferences — Server.

@ Preferences

General * | Server preferences
GNS3 VM Main server | Remote servers
Packet capture

~ Built-in V| Enable local server

Ethernet hubs

Ethernet switc...

Cloud nodes

General settings

Server path:

l::\Program Files\GNS3\gns3server.exe

Browse...
~ VPCS -
VPCS nodes Ubridge path:
- Dynamips C:\Program Files\GNS3\ubridge\ubridge.EXE Browse...
10S routers Host binding:
~ 10S on UNIX localhost -
10U Devices P
~ QEMU =
Qemu VMs 3080 TCP -
~ VirtualBox V| Protect server with password (recommended)
VirtualBox VMs Allow console connections to any local IP address
¥ VMware
VMware VMs
~ Docker - OK Cancel Apply
1.  Ensure the server is set to localhost or the correct VM IP.
5. Finalize:
1. Click Apply, then OK again.
& Gns3 - o x
File Edit View Control Nod Tools Help
B OB >) C FmRIIIo.-§&QME
Topology Summary BE
® Node Conscle
-‘ Please create a project \ Servers Summary B
) DESKTOP-LRFTUBO CPU 0.4%, RAM 8...
g €3 GNS3 VM (GNS3 VM) CPU 0.7%, RA...
Console & ¢
0 GNS3 management console.
Runnin: g GNS3 version 2.2.55 on Windows (64-bit} with Python 3.10.11 Qt 5,15.2 and PyQt 5.15.11
Do 5 b o et camence s,
e
=11 Bl
You’re now ready to use GNS3 with your VM!
You can start creating network topologies and adding devices.
16 |Page
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Lab 1: Basic Topology Construction and Packet Analysis
Objective

To familiarize students with the GNS3 workspace, the deployment of virtual nodes, and the use
of Wireshark to observe data plane traffic.

1. Scenario Logic

In this introductory lab, you will move away from the classical network appliance approach—
which requires physical installations and instead build a basic virtualized connection between
two end-user hosts using a standard Ethernet switch.

2. Topology Requirements
1. Nodes:
v' 2 x VPCS (Virtual PC Simulator)
v 1 x GNS3 Built-in Ethernet Switch
2. Connections: Use the ""Add a Link" tool to connect the VPCs to the switch ports.
3. Procedure
Step 1: Create a New Project
1. Open GNS3.
& cNs3~

[ Edit View Control MNode Annctate Jools Help

Mew blank project Ctrl+N BE
4

& Open praoject Ctrl+0

Save project as.

] Export portable project
& Import portable project
& Import appliance

4 Mew template

4= Cuit Ctrl+Q

W

e
HO

2. Create a new project titled:
Labl Basics

17 |Page
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| @ Project 7 X

New project | Projects library

New project

MName: | Lab1_Basics| |

Laocation: |C:\Users\Lytas‘\GNSS‘\projects\Labl_Basics | | Browse... |

Open project

Qpen a project from disk| |Bacant projects... =

| settings | | ok || cance |

Step 2: Deploy Nodes

1. From the left sidebar (Device Toolbar), drag and drop:
v' 2 x VPCS (Virtual PC Simulator)
v 1 x Ethernet Switch (GNS3 built-in switch)

2. Arrange them clearly on the workspace.

& Labl Basics - GNS3
File Edit View Control Mode Annetate Jools Help

e OF>> BEC Fmllo gaam@

PC2
VPCS
=

UAsOn D

18 | Page
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Step 3: Establish Logical Connectivity
1. Click the "Add a Link" tool (cable icon).
2. Connect:
v" PC1 (Eth0) — Switch1 (Port 1)
v" PC2 (Eth0) — Switch1 (Port 2)

& Labl_Basics - GNS3
File Edit View Control MNode Annctate JTools Help

& OQF>)> BHC Fmillos-rgacm

NerO[IHh @ v

PC1
= il
— b
3. Ensure links show as green (active).
& Labl_Basics - GNS3
Eile Edit View Control Mode Annotate Tools Help
e OF>) BHC FmIlco gaQMQ
Switchl
pc1
vecs| iy
— b

Nt O

Right-click on each pc and click start option. The color of the link will change from red
to green(active)

19| Page
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Step 4: Configure IP Addresses

1. For PC1:
Right-click PC1 — Console

Configure
X g

> Start
7 Suspend

B Stop
' Reload
Custom console

Type this command ip 192.168.1.1 255.255.255.0

|-

there after Press Enter.

GROUP-07:CNISE

20| Page



2. For PC2:

v Right-click PC2 — Console

PC2

nbx Configure ‘
> [Gomee_]

> Start

" Suspend
[ Stop
' Reload
2 Custormn console
Change hostname
¥ Change symbal
Duplicate

(@ Show nede information

v' Type: ip 192.168.1.2 255.255.255.0

v’ Press Enter.
Step 5: Verify Connectivity

1. In the PC1 console, type: ping 192.168.1.2

Switch1

21| Page
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2. Observe the replies.

This confirms that pcl is connected to the switch.

4. Technical Analysis: The Virtual Tap
Packet Capture with Wireshark

1. Right-click on the link between PC1 and Switch1.

Switchl

-
o=

PC1 = Q Start capture
& T Packet filters PC2
[ Suspend &

M Style
r] Delete

2. Select “Start Capture.”

Switchl

e

PC1 |Q Start capture &
m T Packet filters PC2
"7 Suspend &

MY Style
[E) Delete

3. Wireshark will open automatically.

22 |Page
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Capturing from Standard input [PC1 Ethernet( to Switch1 Ethernet(]

Capture  Ana Statistics  Telephony

O4d0 mBEEE Re>=¢ 8 B

Source Destination

Observations

1.

il.

Filter for ICMP in Wireshark.

£# Capturing from Standard input [PC1 Ethernet( to Switch1 Ethemet0]
File Edit View Go G j
ADAdOmBER RenEt I B

apture  Analyze Statistics  Telephony

N icmp

\[e} Time Source Destination

Observe ICMP Echo Request and ICMP Echo Reply packets.

OE>> 1R

1]

NSO de

(55 ) byt 3,50, 11.G15.18,2 ar PyQt .18 11

GROUP-07:CNISE

Tc Help
CRCEN

Protocol Length

5 T Help

@aQmE

Protocol Length

T
192.168.1.1
192.168.1.2
192.168.1.1
192.168.1.2
192.168.1.1
192.168.1.2
192.168.1.1
192.168.1.2

Info
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iii.  Note source/destination IPs and MAC addresses.

File Edit View Go Capture Analyze Statistics Telephony /i Help

ADAdG mMBEE {Qe»>=2¢ § = Qamm

Destination Proto Lengt Info

1.. 192.168.1.. ICMP 98 Echo request 1d=0@x7c64,

— 40.0023..192.168.1.. 192.168.1.. ICMP 98 Echo (ping) reply id=0x7c64, seq=I
51.0044..192.168.1.. 192.168.1.. ICMP 98 Echo (ping) request id=0x7d64, seq=:
61.0056..192.168.1... 192.168.1.. ICMP 98 Echo (ping) reply id=0x7d64, seq=:
7 2.0076..192.168.1.. 192.168.1.. ICMP 98 Echo (ping) request id=@x7e64, seq=:
82.0090..192.168.1.. 192.168.1.. ICMP 98 Echo (ping) reply id=0x7e64, seq=:
93.0117..192.168.1... 192.168.1.. ICMP 98 Echo (ping) request id=@x7f64, seq=¢

10 3.0130..192.168.1.. 192.168.1.. ICMP 98 Echo (ping) reply id=0x7f64, seq=¢
114.0159..192.168.1.. 192.168.1... ICMP 98 Echo (ping) request id=0x8064, seq=t
12 4.0169..192.168.1.. 192.168.1.. ICMP 98 Echo (ping) reply id=0x8064, seq=:

» Frame 3: Packet, 98 bytes on wire (784 bits), 98 bytes captured (784 b..
- Ethernet II, Src: Private_66:68:00 (@@:50:79:66:68:00), Dst: Private_6..
» Destination: Private 66:68:01 (P0©:50:79:66:68:01)
» Source: Private_66:68:00 (@0:50:79:66:68:00)
Type: IPv4 (0x0800)

[Stream index: 1]
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.2
» Internet Control Message Protocol

Source ip Destination ip Source mac Destination mac
192.168.1.1 192.168.1.2 00:50:79:66:68:00 00:50:79:66:68:01
NFV Perspective

This mirroring of traffic to Wireshark is a fundamental precursor to the Virtual Tap concept
used in IDS/IPS deployments in virtualized environments.
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Lab 1 Assessment Questions
Question 1
Explain how the GNS3 VM acts as the NFV Infrastructure (NFVI) in this setup.

Answer:

The GNS3 VM provides the virtualized compute, storage, and networking resources required to
run network functions (such as VPCS and virtual switches) in software. It abstracts underlying
physical hardware, allowing network topologies to be deployed and managed programmatically-
core to the NFVI layer in an NFV architecture.

Question 2

In a physical network, what hardware would replace the "Start Capture" software
feature?

Answer:
In a physical network, the equivalent functionality would be provided by:

i. A Network TAP (Test Access Point) or
ii. A SPAN port (Switch Port Analyzer) on a network switch.

These devices duplicate traffic from one or more ports to a monitoring port, where a physical
packet analyzer (or laptop with Wireshark) is connected.

Lab Completion Checklist
I.  Project created: Labl Basics
II.  VPCS and switch deployed and connected
1. IP addresses configured
Iv.  Ping successful
V.  Wireshark capture performed

VL. Assessment questions answered
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