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1. What is the purpose of an intrusion detection system (IDS)? 

2. What is the difference between host-based and network-based intrusion detection? 

3. In the context of an IDS, what is an anomaly? 

4. In the context of an IDS, what is a signature and what is it used for? 

5. Explain the strengths and weaknesses of Network based IDS 

6. Describe the strengths and drawbacks of the host-based IDS 

7. What is an intrusion prevention system? 

8. How do intrusion prevention systems work? 

9. What are the advantages and disadvantages of intrusion prevention systems? 

 


