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QUESTION:
On a Linux Machine (virtual or physical), install and configure a mail server on a specific domain, with a Graphical User Interface to send and receive emails.  Create email accounts, send emails from one user to another, and observe email header details associated with the email. Where is the log file associated with email transactions? Can you be able to track email details obtained from email header analysis to the log file?



















DEMOSTRATIONS.
  Step 1:  First update the Linux Machine , then install postfix mail server and configure it as shown below.
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 Step 2: Second is to start postfix in order to make it active also you can enable it so as to make postfix start automatic after rebooting the machine
[image: ]
Then you can check the status of the mail server to look if postfix is active runnig, as shown below.
[image: ]


Step 3:  Third is Mutt installation, this is the Graphical User Interface client to send and receive emails. Then Run it to start creating the email accounts, as shown below.
[image: ]


After running the mutt command ,the graphical user interface will be opened as seen below.
[image: ]

Click ‘m’ to start writing your email message, then it will allow you to enter the name of the one you need to sent emails the click enter .
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Here you write the message you need to send t your user then click enter
[image: ]



Step 4: Fourth is to send the email to user Anna, here you need to click “y”. Then automatic  mail will be sent as shown below. 
Note that: Make sure you create the  user before start sending emails, the command to add user is “adduser”.
Example:
$ sudo adduser anna 
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Step 5: The observation of email header details associated with the email, here we give our user anna permission so as we can be able to see the emails sent by kali@kali.org. These are the steps below:
[image: ]

Step 6:  The log file associated with the email transactions is founded to the another user Anna as the receiver of the email which is /home/anna/maildir/new.
[image: ]

Conclusion:  We are able to track email details obtained from email header analysis to the log file since there is no mismatch of any details, all details are correct then no any malicious appears.
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[ati®kati)-[~]
$ sudo systemctl start postfix
[lati®kati)-[~]
$ sudo systemctl enable postfix
Synchronizing state of postfix.service with SysV service script with /usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systend-sysv-install enable postfix
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[(ati®kati)-[~]
$ sudo systemctl status postfix

 postfix.service - Postfix Mail Transport Agent (main/default instance)

Loaded: loaded (/usr/lib/systend/systen/postfix.service; enabled; preset: disabled)
Active: active (running) since Sat 2025-01-11 07:10:29 EST; 55 ago
Invocation: 4ekc5205f03346688a3bde058¢7F1cks
Docs: man:postfix(1)
Process: 241183 ExecStartPre-postfix check (code-exited, status=/SUCCESS)
Process: 241502 ExecStart=postfix debian-systemd-start (code-exited, status=0/SUCCESS)
Main PID: 241601 (master)
Tasks: 3 (Limit: 2265)
Memory: M (peak: 5.6M)
CPUI 1.837s

: /system.slice/postfix.service
241601 /usr/lib/postfix/sbin/master -w
241602 pickup -1 -t unix -u -
241603 qngr

-t unix -u

26 kali systemd[1]: Starting postfix.service - Postfix Mail Transport Agent (main/default instance)
9 kali postfix/master[241601]: daemon started — version 3.9.1, configuration /etc/postfix
Jan 11 07:10:29 kali systemd[1]: Started postfix.service - Postfix Mail Transport Agent (main/default instance).

—(kali® kali)-[~]
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[kati®kati)-~]
$ sudo apt install mutt

The following packages were automatically installed and are no longer required:

cython3 ibboost-dev libcephfsa  libgfrpco liblockfilel libopenblase librdmacmi  libxsimd-dev  python3-gast python3.11-dev
fonts-noto-color-emoji libboost-iostreamsi.74.0 libgdal33 libgfxdra libnsl-dev libpython3-all-dev libsuperlu6  numba-doc python3-llvmlite python3.11-minimal
ibverbs-providers libboost-thread1.74.0  libgeos3.12.0 libglusterfso libopenblas-dev libpython3.11-dev  libtexluajit2 python3-all-dev python3-pythran samba-vfs-modules
libarmadilloll ibboost1.74-dev libgfapio libibverbsl  libopenblas-pthread-dev librados2 libtirpc-dev  python3-beniget python3.11

Use 'sudo apt autoremove’ to remove them.

Installing:

nutt

Suggested packages:
urlview

Summary:
Upgrading: o, Installing: 1, Removin
Download size: 1,878 kB
Space needed: 7,284 kB / 63.0 GB available

1848

0, Not Upgradiny

Get:1 http://kali.download/kali kali-rolling/main amd6 mutt amd64 2.2.13-1 [1,878 k8
Fetched 1,878 kB in 25s (73.8 kB/s)

Selecting previously unselected package mutt.

(Reading database ... 402939 files and directories currently installed.)

Preparing to unpack ... /mutt 2.2.13-1 amd64.deb ...

Unpacking mutt (2.2.13-1)
Setting up mutt (2.2.13-1)
Processing triggers for mailcap (3.70+nmu1)
Processing triggers for kali-menu (2023.4.3)
Processing triggers for desktop-file-utils (0.26-1) .
Processing triggers for doc-base (0.11.1)

Processing 1 added doc-base file
Processing triggers for man-db (2.11.2-3)

(kali® kali)-[~]
Cnuee
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File Actions Edit View Help

/var/mail/kali: No such file or directory (errno = 2)
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From: kaliakal
annakali.org

Welcome to Bondo camp

~/sent
<no chain defined>
Security: None
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(kali® kali)-[~]
L5’ ca 7home

(kali® kali)-[/home]
Coe
admin anna kali pude

[(kali® kali)-[/home]

$ sudo su anna

[sudo] password for kali:

[ (anna® kali)-[/home]
$ 1s

admin anna kali pude

(anna® kali)-[/home]
L5 ca'anna

(anna® kali)-[~]
[

maildir Maildir
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—(anna® kali)-[~1
% cd maildir

—(anna® kali)-[~/maildir]
=S 1s
cur new tmp

—(anna® kali)-[~/maildir]
5 cd new

[—(anna® kali)-[~/maildir/new]
S 1s
1736615877, V8011301 1ebMA57988. kali 1736619937.V8011301260M983292 . kali

—(anna® kali)-[~/maildir/new]

—$ cat 1736615877.V80113011ebM457988.kali

Return-Path: <kaligkali.org>

X-Original-To: annadkali.org

Delivered-To: annaakali.org

Received: by kali.ur (Postfix, from userid 1000)
id 5DADA240809; Sat, 11 Jan 2025 12:17:57 -0500 (EST)

Date: Sat, 11 Jan 2025 12:17:57 -0500

From: kaliakali.org

To: annaakali.org

Subject: Welcome to the Bondo camp

Message-ID: <Z4KnxXES4w7NHyIQakali.org>

MIME-Version: 1.0

Content-Type: text/plain; charset-us-ascii

Content-Disposition: attachment

Do not miss

(anna® kali)-[~/maildir/new
Csn

1736626012.V8011301234M323346 . kali

1736631926.V8011301230M326368. kali
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(kali® kali)-[~]
L sudo apt update
[sudo] password for kali:
http://kali.download/kali
Get:2 http://kali.download/kali
http://kali.download/kali
http://kali.download/kali
http://kali.download/kali
http://kali.download/kali
http://kali.download/kali

kali-rolling InRelease [41.5 k8]
kali-rolling/main amde4 Packages [20.3 MB]
kali-rolling/main amdé4 Contents (deb) [48.5 MB]
kali-rolling/contrib amde4 Packages [111 kB]
kali-rolling/contrib amdé4 Contents (deb) [258 kB]
kali-rolling/non-free amdsi Packages [195 kB]
kali-rolling/non-free amdst Contents (deb) [877 k8]

Fetched 70.3 MB in 1lmin s (107 kB/s)

Reading package lists ... Done
Building dependency tree

Done

Reading state information ... Done
2069 packages can be upgraded. Run 'apt list —upgradable’ to see them.
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5 sudo apt install postfix

Reading package Lists ... Done

Building dependency tree... Done

Reading state information ... Done

The folloming packages were automatically installed and are no longer required:
iblockfilel libnsl-dev Libtirpc-dev

Use "sudo apt autoremove’ to remove then.

Suggested packages:

mail-reader postfix-cdb postfix-doc postfix-ldap postfix-Ladb postfix-mta-sts-resolver postfix-mongodh postfix-mysql postfix-pcre postfix-pgsql postfix-sqlite procmail resolvconf saslz-bin | dovecot-common ufw
The following NEW packages will be installed:
postfix

© upgraded, 1 newly installed, © to remove and 2066 not upgraded.
Need to get 1,564 kB of archives.
After this operation, 4,050 kB of additional disk space will be used.
Get:1 http://kali.download/kali kali-rolling/main and6t postfix andsi 3.9.1-9 [1,564 k8]
Fetched 1,564 kB in 315 (49.9 kB/5)
Preconfiguring packages ...
Selecting previously unseiected package postfix.
(Reading database ... 399115 files and directories currently installed.)
Preparing to unpack .. /postfix_3.9.1-9_andss.deb
Unpacking postfix (3.9.1-9)
Setting up postfix (3.9.1-9)
update-rc.d: As per Kali policy, postfix init script is left disabled.
Creating /etc/postfix/dynamicaaps.cf
setting ayhostname: kali.ur
setting aliss maps
setting alias database
changing /etc/nailnane to kali.org
setting myorigin
setting destinations: $myhostnane, kali.org, kali, localhost.localdonain, localhost
setting retaynost:
setting mynetworks: 127.0.0.0/8 [:: FFFF:127.
Clearing mailbox_comand
setting nailbox_size linit: 0
setting recipient_delimiter: +
setting inet_interfaces: all
setting inet_protocols: all
WARNING: /et/aliases exists, but does not have a root alias.

0)/104 [:11/128

Postfix (main.cf) is now set up with a default configuration. If you need to
make changes, edit /etc/postfix/main.cf (and others) as needed. To view
Postfix configuration values, see postconf(1).

After modifying main.cf, be sure to run ‘systemctl reload postfix'.

Processing triggers for man-db (2.11.2-3)
Processing triggers for kali-menu (2023.4.
Processing triggers for postfix (3.9.1-9)
Restarting postfix

postfix.service is a disabled or a static

unit, not starting it.
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Postfix Configuration b—m—0o———————

Please select the mail server configuration type that best meets your needs.

No configuration:
Should be chosen to leave the current configuration unchanged.
Internet site:

Mail is sent and received directly using SMTP

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost

satellite system:

AUL mail is sent to another machine, called a 'smarthost’, for
delivery.

Local only:

The only delivered mail is the mail for local users. There is no
netuork.

General mail configuration type:
No configuration
Internet with smarthost

satellite system
Local only

<o) <cancel>





